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AJITOPUTMIYHE 3ABE3NEYEHHS KIBEPCTIMKOCTI
ABTOMATHU30BAHUX CUCTEM BUJAYI 3ACOBIB
IHAUBIAYAJBHOTI'O 3AXHUCTY

Bnposaooicenns loT-cucmem sudaui 313 ¢ ymosax [noycmpii 4.0 cmeoproe Ho6i sexmopu Kibep3acpos.
Knacuuni yenmpanizoeani apximexmypu uepes 6paziugicms «E€OUHOI MOUKU 8IOMOBUY CXUTbHI 00 (yHKYI-
oHanvHo2o napanivy npu DDoS-amakax, wo npu3gooums 00 HenpunycmumMux npocmois supoonuymea ma
NOPYUIEHHs. pe2laMenmie be3nexu.

Mema Oocnioocenns nonsieac y 3abe3neuenni Kibepcmiikocmi ma be3nepeperocmi OizHec-npoyecy euoaui
313 6 ymosax decmpykmugnux Kibepaniugie uLisaxom po3pooKu apXimexmypHo-aieopummivHoco 3abe3nedens
Ha ba3i mexHono2ii nepughepitinux oouucIeHb.

Memoou docnidcenns. Y pobomi 3acmocosano Memoou CUCIEMHO20 AHANi3Y Ol BUAGLEHHS 8PA3IUBOC-
metl apximexmyp lloT, meopito asmomamie 0151 MOOENOBAHHS CINAHIE CUCEMU, A MAKOIC MEMOOU IMimayii-
H020 MOOent08ants 071 eepughikayii epekmusHocmi 3anpoOnOHOBAHUX PilleHb.

Pesynomamu. 3anpononosano nepexio 6i0 Kiacuunoi KiieHm-cepeepHoi mooeni 00 2ibpudnoi apximex-
mypu 3 0eyeHmpanizayicio 102iku nputiHammsi piuens. Po3pooneno areopumm adanmuenoi Kibepcmitikocmi
«Secure Fail-Safe», sikuil peanizye mpucmanosuii asmomam @yuxyionyeanus (Online/Degraded/Olffline).
Aneopumm 3abe3neyyc asmomamuyre NnepemMuKaHHs HA JTOKANbHUL 3aXUWEHUL Kewl npu empami 36 A3K),
3ACMOCo8YIOHU ABAPIUHI KGOMU O/ 3aN00I2AHHS 30BHCUBAHHAM. [l 2APAHMYBAHHS YINICHOCT MPAH3AKYIl
6 oraiin-pesicumi po3pooIeHO MeXanizm KpUnmocpapiunoi inkancyisyii 3anucie 3 6UKOPUCMAHHAM MEXHO-
N0eii xeut-nanyrodckie na 6azi ancopummy SHA-256. Pesynomamu imimayitino2o MoOento8ants niomeepouiu,
wo 6 ymosax mpusanoi DDoS-amaxu 3anpononosana cucmema 3adesneuye 0OCMynHiCmb cepeicy Ha pieHi
nonao 98%, na 6ioMiHy 6i0 NOGHOI BIOMOBU KAACUUHUX DIUUECHD.

Bucnosku. Peanizayis po3poonenoeo aneopummiuno2o 3abe3neyents 0036015 mpanchopmyeamu 8paziusi
syanu [loT y kibepcmitixi cucmemu, wjo 6ionogioaroms sumozam cmanoapmie IEC 62443-4-2. 3anpononosane
piwenns eapanmye Qizuuny oocmynuicms Kpumuunux 313 0ns nepconany nesanexicHo 6i0 cmawmy Kopnopa-
MUBHOT MepedCt, MIHIMIZYIOUU eKOHOMIYHI 6Mpamu ma PU3UKU OJsl HCUmmsi nPayi6HUKIE.

Knrouosi cnosa: xibepcmitikicms, aneopumm, asmomamusayis, Oe3nexa npayi, 3axucm, Xeuty8aHHs, CUHx-
POHI3aYist, 00OCMYNHICMb, BIOMOBA, Mepedicd.

IMocranoBka mnpobaemu. CywacHi TeHmeHUil  AUIidHI METOMW BHAAYi 3acO0iB 1HIWBIAYaTIbLHOTO
aBTOMATH3aLlii MPOMHUCIIOBHUX MiANPUEMCTB niepeada-  3axucty (313) akTMBHO 3aMil[yIOTHCSI aBTOMATH30Ba-
YaroTh IHTETPAIlil0 CUCTEM OXOPOHHM TIpalli B 3arayib- HuMH cuctemamu Bumadi (CAB-3I3) [3], peanizoBa-
HUl nndpoBuil KoHTYp BupoOHHmTBA [1, 2]. Tpa- Humu Ha 6a3i TexHosorii [Ipomuciiororo IaTepHeTy
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peueit (IIoT). Taki cucremu 3a0e3ne4yrOTh MPO30-
picTh 00Ky, mepcoHidikaiio BiINOBIAaIBHOCTI Ta
ornrruMmizariro sorictuku. Lndposizaris BUpoOHUINX
nporecis i BupoBakerss [1oT y cucremu Bunaqi 313
M IBHUITYIOTh €(DEKTHBHICTD, aje BOIHOYAC CTBOPIO-
I0Th HOBI BEKTOpH KibOeparak, 30kpema DoS/DDoS,
10 MOXKYTh MPU3BECTHU 10 KpUTHUIHUX 3001B y 3a0€3-
redeHHi Oe3neku nepcoHaiy [4].

[pote, muboka iHTEerpamis (i3UIHUX MPOIIECIB
Oesrekn 3 1HQOPMAIIHHUMH TEXHOJIOTIIMUA CTBO-
pIOE HOBI BEKTOPH 3arpo3. ApxXiTekTypa OiIbIIOCTI
cyuyacHux [loT-pimenp noOy0oBaHa 3a IEHTpaTi30Ba-
HUM TIPUHIUIIOM: KIHLIIEBUI MPHUCTPil (BEHIUHIOBUH
aBTOMAaT) (QYHKIIOHYE SIK KIIE€HT, 1[0 TIOBHICTIO 3aJie-
JKUTh BiJl JTOCTYITHOCTI XMapHOTO cepBepa abo Kop-
MTOPATUBHOI 0a3W JaHWX JJIs aBTOPH3AIlii TPaH3aKITIH.

VY takomy cepenoBwuIli KibepOe3reka BUXOIUTD 3a
Mexi 3axucTy iHdopmanii i ctae KpUTHIHUM (PakKTo-
pom (isnuHoi Oesneku nepcoHaity. Peamizamisi araku
Ha Bi]MOBY B 00ciiyroByBaHHi (DoS/DDoS) abo nopy-
IIEHHST MEPEXKEBO1 3B’ I3HOCTI MIEPETBOPIOE IHTETIEKTY-
aJHHMIA aBTOMAT Ha HeYHKITIOHATEHIH 00’ ekT («dead
nodey). Hacrminku Takoi BiTMOBH € KaracTpo(igHIMHA
Ul BAPOOHUYOTO TPOLECY: MpauiBHUK (Di3UYHO He
MOXE OTPUMATH HEOOXiJTHE 3aXWCHE CIIOPSKCHHS
(HampuKIaj, Kacky, pecrnipatop abo razoaHamizarop).
Lle mpu3BOAMTH O BUMYIIEHOI 3yMUHKH POOIT, 110
TSATHE 3a 00010 3Ha4HI (piHAHCOBI BTparw, abo, y Tip-
LIOMY BHIAJKY, IIPOBOKYE IMOPYILCHHS pErIaMEHTY
0e3IeKH, KoM TEePCOHAN MPHUCTYNae A0 podotu Oe3
HaneskHux 313, HapaKalouu CBOE JKUTTS Ha HEOE3IEKY.

AHadi3 ocTaHHiX aocaigkeHb i myOmikamiii.
Jns BupimeHHs miel mpooieMn HeOOXiTHO 3MICTUTH
¢oxyc 3 kmacuanoro kidep3axucty (Cyber Security),
CIPSIMOBAHOT'O Ha 3aro0iraHHs arakam, Ha KibepcCTiii-
kicth (Cyber Resilience) — 3marHicTb cucteMu agan-
TyBaTHCsl Ta 30epiraTi (yHKIIOHAIBHICTh B YMOBax
JIECTPYKTUBHUX KiOepBIUMBIB [5, 6]. Bukopucranns
po3moniaeHux event-triggered KOHTPOIEPIB JO3BOJISIE
3MEHILUTH HABAHTAXKEHHS HA MEPEXKY Ta IiIBUIINUTH
cTifikicte 10 DoS-arak, 3abe3neuyroun 30epexeHHs
(yHKIIOHAIBHOCTI HAaBiTh TPU YACTKOBIM BTpari
3B’ 513Ky [7].

BaxmBuM HanpsiMOM IiZBHINCHHS >KUBYYOCTI
CHCTEM KepyBaHHS B yMOBax KiOep3arpo3 € 3acTo-
CYBaHHS METOIIB MOZEJIbHO-IIPOTHO3YIOUOIO Kepy-
BanHs (MIIK, anri. Model Predictive Control, MPC).
3okpema, po3poOka crilikux MPC-anroputmis, 1o
0a3yloTbcsi Ha MeXaHi3Max MepeMHUKaHHS (QYHKIIIH
BapTOCTI Ta BHKOPHCTaHHI iHBapiaHTHUX MHOXKUH,
JIO3BOJISIE  TapaHTyBaTH CTaOIBHICTH (YHKITIOHY-
BaHHS 00’€KTa HABIiTh IJl Yac TPUBAJHMX arak Ha
BiZIMOBY B oOciyroByBaHHi (Tabm. 1) [8, 9]. Hormo-
BHEHHSM 0 IIbOTO MiAXOMy € BIPOBAKEHHS CIO-
cTepirauiB crany, siki 3a0e3Me4yI0Th PEKOHCTPYKIIitO
BTpPaYCHUX JAHWX Ta KOMIIEHCAIl0 iH(opMaIiitHux
PO3pUBIB, IO CYTTEBO ITiIBHUIYE HATIHHICTH KOHTYPY
KepyBaHHS Ta MiHIMI3y€ PH3WKH KPUTHYHUX 300iB
oOmanHanns [10, 11].

VY xonrekcti IloT-cucrem oxoponu mpami Kpu-
TUYHO BaXXJIUBUM € BIIPOBaJKeHHsS npuHnuny Fail-
Safe (Gesmeuyna BigmoBa). Y KJIacHUHIN 1HXEHEPIl
Lel TepMiH O3HaYa€e NMPOEKTYBAHHS CUCTEMH TaKUM
YHHOM, 11100 Y Pa3i IOJIOMKH BOHA [IEPEXOMIa y CTaH,
o MiHiMi3ye mkoay. CTOCOBHO aBTOMAaTH30BaHHX
cucteMm Bugaudi 313, kommemiis Fail-Safe mosmuna
IHTEpIpeTyBaTHCS SIK 3JIaTHICTh TMPUCTPOIO aBTOMa-
TUYHO MTEPEXOIMTH B aBTOHOMHHI PEXHIM «aBapiitHOi
BHJIa4i» TIPU BTPaTi 3B 3Ky 3 CEpBEpOM, 3a0e3meuy-
oun Oe3MepepBHICTh Oi3HEC-TIpoIecy 3a0e3redeHHs
MPaLiBHUKIB KPUTHYHUMH 3aCO0aMHU 3aXUCTY, HE3Ba-
JKArOUW Ha 30BHIIIHI KiOepaTaku.

Sk BuaHO 3 aHamizy (Tadm. 1), icHyrodi MiaXomn
31e01TpIIoT0  (DOKYCYIOTHCSI Ha MEpEeKeBOMY PpiBHI
3axucTy ab0 CKIaJHUX MaTeMaTH4YHUX MOJIEIIX
KEpyBaHHSI, SIKi HOTPEOYIOTh 3HAYHUX OOYMCIIOBAJIb-
HUX pecypciB. BoaHouac, muTtanHs 3a0e3neueHHS
ABTOHOMHOI POOOTH KiHILIEBUX NPHCTPOIB B YMOBax
MMOBHOT 130JISIIMi1 BiJ CepBepa 3aHINAETHCS HEHO-
CTaTHRO BUCBiTICHUM. Lle 00yMOBITIOE HEOOXiTHICTD
PO3pOOKH CIIeIiani30BaHOTO ANTOPUTMIYHOTO 320€3-
MeYeHHs, sKe MoeaHyBajo O mpuHimnu Fail-Safe
3 KpUNTOrpadivyHUM 3aXHUCTOM JIOKAJIbHUX JaHUX.

IlocranoBka 3aBaaHus. Memoio cmammi
€ 3abe3medenns kidepcriiikocti (Cyber Resilience)
Ta Oe3mepepBHOCTI Oi3Hec-mpoliecy BHjadi 3aco0iB

Tabmuus 1

IlopiBHSAAHHSI OCHOBHHX AJTOPUTMIYHHUX MiaAXodiB 10 KidepcTiiikocTi IloT-cucrem mix yac DoS-arak

TTipxin

Onuc/MexaHnizm

Hepesaru nias CAB-313

Moving Target Defense (MTD) [4]

JlnHamivHa 3MiHa TOTIOJIOTIT,
CepBICiB, MApUIPYTiB

3HMKY€E HMOBIPHICTD YCITIITHOL
aTaKu

Event-triggered/Periodic Control [6, 7, 12]

KouTtpois 3a mozisiMu, 3MeHIIeHHs Tpadiky,
ABTOHOMHICTB

[MigBumnye CTIKICTh, CKOHOMHUTH
pecypcu

Resilient Model Predictive Control (MPC)
[5,8,9]

IIpornosyBanHs, iHBapiaHTHI MHOXHHH,
nepeMuKaHHs QyHKIii BapTOCTI

TapanTye cTabiIbHICTB PU aTakax

Observer-based Control [10, 11]

BiHOBIIEHHS CTaHy CHCTEMH IPH BTPATi TaHUX

36epirae koHTpOIL pu DoS-arakax
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1HAMBIAYaJIbHOTO 3aXHCTY B yMOBAX AECTPYKTHBHUX
kibepBIumBiB (DoS-arak) muIsixoMm po3poOKH apxi-
TEKTYPHO-JITOPUTMIYHOTO 3abe3reueHHs Ha 0asi
TexHouorii nepudepitHnx 00UnCIeHb. 3a80anHA:

— [IpoanamizyBaTi Bpa3IHMBOCTI IECHTPATi30BaAHUX
[loT-apxiTekTyp 0 aTtak Ha BiJIMOBY Ta OOTPYHTY-
BaTy HEOOXiAHICTh BIPOBaKEHHS IPUHIHIIIB KiOep-
CTIMKOCTI.

— Po3poOutu ribpuaHy apXiTeKTypy Ta aaropuTM
aJanTHBHOI KiOEpCTIHKOCTI, IO BKIIIOYAE TPUCTAHO-
BUW aBTOMaT (DYHKITIOHYBaHHS Ta KpUNTOTpadidHul
3aXHUCT TPaH3aKIii B O(QIaliH-PexKIMI.

— 3pilicHUTH iMiTalliifHe MOJIENIOBaHHS POOOTH
cucTeMH Jisl Bepudikamii eeKTUBHOCTI 3alPOIOHO-
BaHUX pimeHs B ymoBax DDoS-arak.

Buxnan ocHoBHOro MaTepiauy. 1. Anasi3 Bpa3-
JIMBOCTEH LEHTPAJII30BAHOI apXiTeKTypH /10 aTak
Ha BiAMOBY B 00ciyropyBaHHi. binbmiicte cydac-
Hux pimens [IoT s npoMUCIoBoi IOTICTHKH MTOOY-
JIOBaHi 3a KJIACUYHOIO KIIIEHT-CEPBEPHOIO apXiTEKTy-
POI0, Jie KIHTEJIEKT» CUCTEMHU BUHECEHO Y XMapHe abo
KOPITOpPAaTHBHE CEPEIOBUIIE. Y TaKiil MOJIETi BEHIUH-
TOBUM aBTOMAaT BHKOHYE DOJIb «TOHKOTO KIIIEHTa»:
BiH 3umutye inentudikarop (RFID), nepenae 3anur na
cepBep, OUIKy€e BaJiauii JIiMIiTIB Ta KOMaHIU Ha BiJ-
KPHUTTSI KOMIpKH.

Taxa apXiTeKkTypa CTBOPIOE €IUHY TOYKY BiZIMOBHU
(Single Point of Failure — SPOF) na piBHI Mepexe-
BOro KaHaiy. ¥ pasi ycnimnoi DDoS-araku Ha cep-
Bep, araku Tuiy Man-in-the-Middle abo ¢izuunoro
MOIIKO/PKEHHS KOMYHIKAIlil, JTAHIF0XKOK aBTOPHU3aIlii
PO3PHUBAETHCS.

V meit MOMEHT peaTi3yeThes CleHapii (QyHKITio-
HaJBHOTO Mapanivy npuctporo (Functional Paralysis)
a0o0 BiIIMOBHM B 0OCIyroBYBaHHI Ha PiBHI KiHI[EBOTO
By3na (Endpoint Denial of Service). 3a Takux ymoB
BiJIOyBAa€ThCS TIOBHA JIETpajallisi MUILOBOI (YHKIII-
OHAJIBHOCTI KiHIIEBOrO OOnaxHaHHs. He3Baxkarouu
Ha (Hi3UYHY HaASBHICTH 3aCO0IB 3aXHCTy Y CXOBHIIII
ABTOMATa, BHMKOHABUlI MEXAHI3MM 3aJIMIIAIOTHCS
3a0JI0KOBaHUMH MTPOTPAMHUM 3a0€3MEUECHHSIM Yepes
HEMOXIIMBICTh OTPUMAHHS 30BHIIIHBOT aBTOpHU3AIlii.
3a3HaueHa TMOBEIiHKA CHCTEMH KIACH(]IKyeThCs SIK
BigMoBa 3a TunoM Fail-Secure (mepexin y Oe3neununii
CTaH i3 3a00pOHOI0 OCTyITy). Takuii miaXim € rary-
3€BUM CTaHAApPTOM JUIsl (pIHAHCOBUX TEpMiHANIB Ta
CHCTEM KOHTPOIIIO (Pi3HYHOTO AOCTYIY, IPOTE B apXi-
TEKTYpi CHCTEM MPOMHCIOBOI Oe3MeKH BiH CTBOPIOE
KPUTHUYHI PU3UKH, YHEMOXITUBIIIOIOUN JIOCTYI TIep-
COHAITY J0 3aC00iB KUTTE3a0€3MICUCHHS.

2. Bumoru 10 Oe3nepepBHOCTI (yHKUIiOHY-
BAaHHS KPUTHYHOI IH(pPaCTPyKTypH OXOpPOHH
npani. Y kiacu4HuX KoprnopatuBHux IT-cucremax
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CTpaTeris pearyBaHHs Ha IHIUJCHTH JOCTYITHOCTI
3a3BHYail JIOMyCKae THMYACOBHH IPOCTON CEpBiCiB
SIK TIPUHHATHUHN CIIEHapild 10 MOMEHTY BiJHOBJIEHHS
KaHaTiB 3B’s3Ky. Jlmst odicHMX momaTkiB 3aTpuMKa
y JOCTYHl Ha KUIbKa TOIUH NPHU3BOAMTH JIMIIE JI0
¢diHaHCOBHX 200 penmyTaliifHuX BTpar.

Opnnak, y koHTekcTi oxoponu mpari, CAB-3I3
€ CIEMEHTOM KPUTUYIHOI IHPPACTPYKTYPH ITi ATPUEM-
CTBa, IO 3abe3neuye Oe3nepepBHICTh BUPOOHUYIOTO
nponecy. Crenudika npoMHCIOBUX 00’€KTiB (0CO-
01mBO 31 3MiHHUM rpadikom pobotu 24/7) Bumarae
MUTTEBOTO foctyny no 313. BincyTHicTh 3axMCHUX
OKYJISIpiB, PIIBTPIB 200 PyKaBHUOK Y MOMEHT ITOYATKY
3MIiHH CTaBUThH KEPIiBHUIITBO TIEPE]T TUIEMOIO, sTKa HE
Ma€ TMO3UTHBHOIO DILICHHS B paMKax TpaluLiiHOl
napajaurMu:

3ynuHKa BUpOOHHIITBA OB’ s3aHa 13 TPOCTOEM TeX-
HOJIOTTYHOT JIHIT /10 BIJIHOBJICHHS MEPEXKI 1 30UTKaMHu.

[MopyuieHHst pernmaMeHTy O€3MeKH 4depe3 JIOMycK
MpamiBHAUKIB 10 podotu 6e3 313 € mpsiMuM mopymieH-
HSIM 3aKOHOZIABCTBA Ta MI>KHAPOAHUX KOHBEHIIIH, 1110
CTBOPIOE OE3M0CEPETHIO 3arPO3y JKHUTTIO.

@®i3uvHUI 37MaM  BHACTIOK IPUMYCOBOTO BiJ-
KPHTTS aBTOMATy ITPU3BOAUTH JI0 MOIITKOPKEHHS JIOPO-
TOBapTICHOTO OONAaTHAHHS Ta TIOBHOI BTPaTH OOJIKO-
BUX JIAHWX, pPyWHYBaHHIO ILTICHOCTI CHCTEMH OOIKY.

OmKe, KIACHYHHMM IAX1J «YE€KATH BIJIHOBJIEHHS
Mepexi» cynepednTh (QyHIaMEHTalbHIM METi cuc-
temu CAB-3I3 — rapantyBanHio 6e31eqyHOro BUpoO-
HUYOro cepenoBuma. lle oOyMoBitoe HEOOXiAHICTH
TepensIny apXiTeKTypu B Oik 3a0e3TmeueHHs aBTO-
HOMHOI crifikocti (Resilience) Ha piBHI KiHIIEBOTO
MIPUCTPOIO.

3. IlpononoBanuii metox/apxirekrypa. Po3po-
OneHa apXiTEKTypa Ta aJlfOPUTMIYHE 3a0e3reueHHs
BPaxoBYIOTh BHMOTH MIXXHApPOJHOTO CTaHAapTy
IEC 62443-4-2 «Security for industrial automation
and control systems» (Part 4-2: Technical security
requirements for [ACS components). 3okpema, pearti-
3oBano Bumord rpymnu CR 7.0 (Resource Availability)
oo 3abe3rnedeHHs OesnepepBHOCTI QyHKIIN y pasi
TTOPYIICHHS 3B’ 53Ky, a Takok BuMoru rpymu CR 3.0
(System Integrity) 1momo 3axucTy icTopii TpaH3aKIlii
BiJI JIOKaTbHOT MoHikartii.

3.1. JleueHTpasizalis JOTIKA NPUAHSTTS PIllICHb.
st HeltTpanizanii 3arpo3u GyHKI[IOHAIBHOTO Mapa-
JIi9y aBTOMAaTa TPH BTPaTi 3B’ 3Ky (BiIMOBH B 00CITy-
TOBYBaHHI Ha PiBHI KiHIIEBOTO By3JIa) IPONOHYETHCS
apxiTeKkTypHa TpaHchopmallis CUCTEMH 3 KJIACHYHOT
KITIIEHT-CEPBEPHOT MOJIeNi Ha MOAETb PO3MOAITICHUX
nepudepiiHuX 00UUCIICHb.

CyTh METO/y TOJISITAE y MEPEHECEHHI KPUTUIHOT
JIOTIKH aBTOpH3aIii Oe3MmocepenHbo Ha KOHTPOJIEp
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BEH/IMHIOBOro aBToMara. Lle Bumarae po3poOku crie-
[iaJ1i30BaHOTO TIPOTPAMHOTO MOAYJS, SIKUHM 37aTeH
(YHKI[IOHYBaTH y JIBOX PEKUMaXx: IITATHOMY Ta aBa-
piitHOMY.

3anpomnonoBaHa TiOpuaHa apxitekrypa (puc. 1)
nependavyae HasBHICTH JIoKanbpHOTO peectpy (Local
Hash-Cache) na Oowi KiHIIEBOrO HPUCTPOIO, SIKUH
CHUHXPOHIZYETHCS 3 IICHTPAIBHOIO 0a3010 IAHUX JIUIIIC
3a HAsABHOCTI cTabOimbHOrO 3’¢quanus. lle mo3Bosie
pO3ipBaTH JKOPCTKY 3ayIeKHICTh (iznaHoi Bumadi 313
BiJl IOCTYITHOCTI MEpEexKi.

ONLINE

WraTHUA pemum
Action Background Sync

i)
Heartbeat lost 30s Heartbeat OK

;

DEGRADED

Nepexinvii pexum Batch Sync Complete

Action Short Timeout 55 + Fallback

{
Retry Failed Timeout 60s

Puc. 1. liarpama craniB (Finite State Machine)
koHTposepa CAB-31I3 Ta snorika nepexonis

3.2. Anroputm aBapiiiHOi Buaaui «Secure Fail-
Safey. Jlorika nepexoaiB 0a3yeTbcs Ha MOHITOPHHTY
4acoOBOTO IHTEpBajy (Yac 3 OCTAaHHBOIO YCIIIIHOTO
CUTHAJTy TIEPEBIPKH 3B SI3KY).

BuineHno Tpu pexkxuMu poOOTH CHCTEMH:

— ONLINE (Irtarauii pexum): [HTepBan < T,
(tunoBo 30 ¢). Cuctema mparoe yepe3 LeHTpaIbHUH
cepBep aBTOpU3AIlii.

— DEGRADED (Ilepeximumii pexum): T, <
IarepBan < 2T,,. [lpu KOpoTKOYacHUX 3aTpUMKax.
VY pasi HeBmadi BimOyBa€TLCSI aBTOMATUIHE PE3epPBHE
nepemukanHs (fallback) Ha nokanpHYy Bastigarizo.

— OFFLINE (Aapiiinuii pexxum): IatepBan >
2T,,. Cucrema MOBHICTIO IEPEXOIUTH HA ABTOHOMHY

aBTOpH3AIlitO0.
3 METol  eKCIEepUMEHTAIBHOI  MepeBipKH
KOPEKTHOCTI JIOTIKM TEpeXoliB MK CTaHAMH

(ONLINE / DEGRADED / OFFLINE) 6y5n0 po3spo-
OJICHO MPOTpaMHHUI MPOTOTUI MOIYNS KEpyBaHHSI.
Buxinnmii kop peainizalii, BKJIIOYAIOUH CTPYKTYPH
JAHUX Ta MEXaHi3MU 00POOKH BUHITKOBHUX CUTYallil,
pPO3MIIIEHO Y BIAKPUTOMY JOCTYI B PEMO3UTOPii
GitHub: [https://github.com/Alenushechka/Secure-
PPE-FailSafe-Protocol].

Jloriuna cxema TmepexofiB aBTOMara CTaHiB,
mo 3abe3nedye TricTepe3uc Jyis 3amo0iraHHs vac-
TUM TIEPEMHUKAHHSIM PEXKUMIB TPH HECTaOLIbHOMY
3’€THAHHI, HABEJICHA Ha pHC. 2.

TpupieHeea Modens 3a Geaneuenns Gean epe, p_s;ﬂ:m.l [re] y;fkwo»-rysaﬂm & ymoeax decmpyxmueHLx kibepannues

| Pieexk 1: Xmapa / Kopnopatuenui uextp (Cloud Layer)

LlenTpantHa Gaza gaHux
Master DB
MpaugieHukn, ninity, icTopia

Cepeep aBTOpHaaUil
API sanipayfi
YnpageniHHA npaeam4 AOCTymy

AHaniTHYHHE MOAYNb
3eiTHicTs gnA COM
MeHITOpHHE CnosMEaHHA

TepioduuHe oHoameHHA kel (Sync every 1h)

| Pieenn 2: Kavan 2e'azky (Network Layer)

Iutepuet / KopnopatueHa mepexa
(Ethernet / Wi-Fi { 4G)

Araka Ha EinMOBY
{DDoS ! Pospue s'eAHHHA)

Kpumuyuna modxa eiduoeu (SPOF)

Pieenn 3: MNepudepidnuid npuctpii (Edge Layer)

BEHOWHrOBWMA ABTOMAT CAB-3I3

Brnok A:

Mopynt MoHiTopuHry (Heartbeat)
Linkniuka nepeeipka 28°'A3ky
T_critical = 20 cex

Bnok b:

Noranenuii peectp (Hash-Cache)
3axulLeHe CXOBALLS

1D + niMiTH {xelr-oGpaan)

Bnoxk B:

Mogynt norin (Decision Engine)
Mepemuiay Online <+ Offline
Conditional Authorization

Brnok I

Kpurmro-moayne (TPM)
LidhpoBwi nignuc Tpanaakuin
Offline_pending flag

Mexanizm Bugavi 313
DIUUHIIA ADCTYN A0 NPOAYKLIT

Nerenga:
D XmMapHwii piBeHk - LeHTpanizoeaHe D Edge-pieeHk - aETOHOMHE
ynpaaniHHA YHELOHYBaHHA

D 3arpoza - BexTop KbepaTam

1 H 3B'A30K - (poHizaLin
OaHKX

Puc. 2. ApxitekTypHa cxema riopuanoi kidepcriiixoi cucremn CAB-313
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3.3. Mexani3mMu 3a0e3neyeHHs] LITICHOCTI Ta
CUHXPOHI3aIl JaHUX

3.3.1. MaremarnyHa MoOeNb JIOKAJBHOTO JIaH-
mokka oBipu (Hash Chaining). B ymoBax araku Ha
BimMoBy (DDoS) Bunukae ygacosuii yiar (Time Gap)
Mk (axroMm Buaadi 313 Ta ioro ikcarlieto Ha cepBepi.

Jlnis HiBeMIOBaHHS 3arpo3H JIOKalbHOI (anbendi-
kanii (Local Tampering) mij yac 1mporo Jiary 3acrto-
COBaHO MeToJ| KpunrtorpadiqHol iHKaTCyJIsIii TpaH-
3aKLii.

Hexait Ti — HaOip maHWX Mpo i-Ty TPaH3AKILIoO.
3aMmicTh mpocToro 30epiraHHs, cuctema (opmye
HEpO3pUBHUIA TaHIIOKOK XewiB. [Iponenypa 3axucry
OIUCYETHCSI HACTYITHUMHU KPOKaMH:

1. ®opmyBanHs 3ueruieHoro xemry. OOuucro-
€THCS XeIlI-CyMa MOTOYHOI TpaH3aKIii, SKa BKIIIOYA€E
Xenl nonepeHboro 3anucy H; :

H, = SHA256(T;||H;_,)

Iie || — onepartist KoHKaTeHanii, a Hy — iniianizyounii
Bektop (IV), orpumanuii Biz cepBepa repeji BTparoro
3B’ s13ky. SHA-256 — 11e cranmapTHa KpunrorpadidHa
xem-(QyHKIlisA, M0 3a0e3redye MepeTBOPEHHs BXIif-
HUX JIaHUX TPaH3aKIIi1 Ha YHIKAIBHUH iIeHTH]IKaTOp
(ikcoBaHOT JOBKHHU, TAPAHTYIOUN LITICHICTD 3aIH-
CiB Ta HEMOXKJIMBICTB X 3BOPOTHOI femugpartii.

2. JlokanpHuii mudposuid miamnuc. Jis 3abesre-
geHHs HecrpocToBHOCTI (Non-repudiation) oTpruma-
HHH XeIl TiIMHCYETHCS 3aKPUTUM KITFOYeM IIPUCTPOIO
K,:\» 10 30epiraeTbest B Moy TPM:

s = Sign(Hi’ Kpriv)

igi

Takuii migxin Gopmye kpunrorpadivyHuil TaHIIO-
JKOK, aHAJIOTIYHUH OJIOKaM y TEXHOJOTii OJOKJSHH.
CrpoOa 31I0BMHCHHKA BUAATUTH a00 3MIHHTH TIPO-
MIXHHH 3aITUC MPU3BEAE 10 iHBATIJAIT BCIX HACTYTI-
HUX 3aITUCIB ] Yac MePeBipKH.

Jlis  BIHOBJIGHHSI Y3TOJ/DKEHOCTI JAaHMX PO3-
poOJICHO TPOTOKON BIAKIAACHOI CHHXPOHI3AILi.
[lepenaya manmx 3milicHioeThes makeTamMu (SYNC
BATCH_SIZE = 50) nns yHUKHEHHS IepeBaHTa-
JKEHHST MEpexKi 2.

3.3.2. IIpoToko:n makeTHO1 CHHXPOHi3alii Ta Bepu-
¢ikaris. s BITHOBICHHS Y3TOMKCHOCTI JaHUX
pO3pOOJIEHO TPOTOKOJ BiIKIJIAMECHOI CHHXPOHI3AILii.
Ilepenaua manwmx 3milicHIoeThCs makeTamMu (SYNC
BATCH_SIZE = 50) nns yHUKHEHHS IepeBaHTa-
xenHst Mepexi (Network Storm). Bepudikaris mimic-
HOCTI Ha CTOPOHI CepBepa BKIIIOYAE:

— IepeBipky uudpoBoro miamucy S,
Ko

— TlocmimoBHuii mepepaxyHok xemriB H;. ITopy-
IICHHS MTOCIIIOBHOCTI (HANPUKIIAI, BUIAJICHHS TIPO-

o KITI0YEM
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MDKHOTO 3aIlUCy 3J0BMHCHHUKOM) IPHU3BOAUTH JI0
HECIIIBIIA [IHHSI XCIIly HACTYIHOTO 3aIucy, o (ikcy-
€ThCS K IHIIUIEHT OE3IEKH.

Anroput™m 00poOIisie HACTYTHI CIieHapii BiAMOBI-
Jiel ceppepa:

— Kom 200 (OK) — ycmimHa CHHXpOHI3aIis,
TpaH3aKUii BUAAISIOTHCS 3 IOKAJIbHOT YEPIH.

— Kopa 409 (Conflict) — BusiBIEeHO JIOTiYHY PO3-
ObkHicTh (Hampukiazn, «Split-Brain», xomu mimit
BHYEPIIaHO HA IHIIOMY MPUCTPOT). Takuii makeT mMap-
KY€ETBCSL NI PyYHOI peBi3ii aaMiHiCTpaTtopom 0Oe3-
MEKH.

— Kog 500+ (Server Error) — akTuBy€eThCS Mexa-
HisM Exponential Backoff (moBropHi cnpobu 3i
301IBLICHHSIM 1HTEpBAy OUiKyBaHHSI), IO 3amobirae
DoS-edexry Ha cepBep pu MacOBOMY BiTHOBJICHHI
3B’ SI3KY.

[ToBHa cnenmdikarist CTPyKTyp JaHUX, aJlTOPUTM
00poOkn BuHATKOBHX cutryaniil (Try-Catch Onmokm
st SecurityException, NetworkException) Ta nces-
JIOKOJI siipa CUCTEMH HaBEJIeHI y Pero3uTopii mpo-
ekty: https://github.com/Alenushechka/Secure-PPE-
FailSafe-Protocol

3.3.3. Cucrtemarusariisi 3arpo3 Ta KOHTP3aXOJIiB.
Hnst dopmanizoBaHOi OLIHKKA PIBHA 3aXHUILEHOCTI
3aMpOIIOHOBAHOI apXiTEKTypu OyJI0 MPOBEJACHO aHa-
i3 BEKTOPIB aTak, XapaKTepHUX JUIS IMPOMHUCIOBHX
IloT-cuctem. Ha ocHOBi po3pobieHoi ToTiku (QyHK-
nionysanHs (Secure Fail-Safe Protocol) cpopmoBano
MaTpUIIO BIAMOBITHOCTI MK iIeHTH()IKOBAaHUMHU
3arpo3aMu Ta peasli3oBaHUMH MEXaHi3MaMH 3aXHUCTY.
VY3arajgbpHeHa MOJIENb 3arpo3, 10 BKIIIOYAE MEPEIKEBI
arak, crnpobw (i3UYHOTO BTPYYaHHA Ta JIOTiYHI
KOJ1311, HaBeJeHa B TabauLi 2.

4. Pe3yabraTH iMiTaniiiHOr0 MOJEJIOBAHHS
Ta aHadi3 eQeKTHBHOCTI. MeTol eKCrnepuMeHTy
€ KUIBKICHA OI[iHKA MMOKA3HUKIB JIOCTYITHOCTI CEPBiCY
Ta HABaHTKEHHS Ha MEpEkKeBy iHPPaACTPYKTypy
B yMOBax KiOeparax.

4.1. TlapameTpu MomentoBaHHs. Excnepumen-
TaJbHE CEPEIOBHUINE peayizoBaHO MoBOIO Python.
Cuenapiii Mozentoe poboTy IPOMHUCIOBOTO 00’€KTa
3 HACTYIHHMH TlapaMeTpaMu: KiJbKiCTh KOPHCTYBa-
giB N = 200, TpuBainictb cumyssimii T = 24 roauHu.
Monenp 3arpo3u: araka Ha BiAMOBY B OOCITyTOBY-
BaHHi (DDoS) 3 moBHOIO BTpaToio 3B’ 3Ky y TIepion t
€ (TpUBAIICTh IHIIUJCHTY — 5 TOJIUH).

[lopiBHIOBaHI CHCTEMH:

— Knacuyna apxiTekTypa: cTaHJapTHa KII€HT-
cepBepHa MOJIEIIb, [0 KPUTHYHO 3aJIeKHUTh BiJI HAsIB-
HOCTI TTOCTIIfHOTO MEPEXKEeBOTO 3’ € THAHHS.

— 3amporioHoBaHa KibepcTiiika cuctema: po3po-
OseHa riOpuaHa MOJIEINb 13 BUKOPUCTAHHSM JIOKAJIb-
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Ta0muis 2

Mogean 3arpo3 Ta peasizoBanux KoHTp3axoaiB AJs IloT-cucremu Bugadi 313.

BekTop 3arpo3un

Onuc Bpa3auBoCTi

PeanizoBanuii KoHTp3axig

DDoS-araka / 36iii Mepexi

brnoxyBaHHsA 1OCTYIly 10 XMapHOI'O cepBepa
aBTOpH3allii, [110 PU3BOAUTH JI0 BIIMOBH B

PexxuM Ge3reyHol BiZIMOBH: aBTOMATUYHUI
nepexiji B aBTOHOMHUM PEXKUM 3 BUKOPHCTAHHSIM

TIPUCTPOIO.

oGcmyroByBanHi (DoS) Ha piBHI KiHIIEBOTO

nokanpHOTO 3axuieHoro kemy (Local Hash-
Cache).

JlokanbHa (anbcudikariis
JIaHHUX

Cripo6a 31m0BMECHHKA Moan(iKyBaTH abo
BUJIQJIUTH 3aIiCcH 1po Bujgady 313 y mam'sari
aBTOMaTa IIiJ] 4ac BiJICyTHOCTI 3B'SI3KY.

Xel-IaHLI0KKN: BUKOPUCTAHHS
Kkpunrorpadiqnoro jaHmoxka xemis (SHA-
256) Ta nudpoBoro MiANUCY TPaH3aKIiH, 10
3a0e3medye MUTICHICTh icTopii.

KouumikT po3ienieHHs
(ITonsiitHe criicaHHs)
CHUHXPOHI3aIIl.

Buueprnanss JiMiTIB Ha KiTbKOX 1301bOBAaHUX
aBTOMAaTax OJHOYACHO Yepe3 BiJCyTHICTh

ABapiiiHa KBOTa: 3aCTOCYBaHHS )KOPCTKUX
aBapiiiHux nimitiB (1 ox. kpuruunoro 313) Ta
MexaHi3M BupimenHs kouguiktis (HTTP 409) npn
CHHXPOHI3aIi].

Ataka oBTOPHOTO
BIITBOPEHHS
313.

IToBTOpHE BUKOPHCTAHHS IEPEXOILICHOTO MAKEeTy
aBTOpH3ALlil JJI1 HECAaHKLIOHOBAHOTO OTPUMAaHHS

MiTka "yacy Ta yHIKalIbHUH KOA: epeBipka
YHIKQJIBHOCTI TPaH3aKIi{ Ta BaTidaIlisi YaCOBHX
MITOK i3 BUKOPUCTAHHSM 3aXHUIEHOTO TakMepa
TPM.

MepesxkeBuil mropm

HPHUCTPOSIX IMiNPUEMCTBA.

JlaBuHOMONIOHE HABaHTAXKEHHS HA MEPEKY
[IPU OJITHOYACHOMY BiTHOBIICHHI 3B'SI3Ky Ha BCiX

[TakeTHa cHHXpOHI3aLisA: TAKETHA TIepeaava JaHHX
i3 3aTPUMKaMH1 Ta BUKOPUCTAHHSAM aJITOPUTMY
CKCIIOHCHITIHOT 3aTPUMKH.

HOT'O 3aXHIICHOTO PEECTPY Ta MEXaHi3My BilKiaje-
HOT CHUHXPOHI3aIlil.

4.2. Ananiz 3a0esnedcHHsT Oe3mepepBHOCTI 0i3-
Hec-mponeciB. Pe3ynbraru MopaenioBaHHS IpoLECy
Bupadi 313 HaBemeHo Ha puc. 3 (BepxHii rpadik).
Bisyanpuuii anamiz AeMOHCTpY€e (QyHIaMEHTAIbHY
PO30DKHICTD Y MOBEJIHIII CUCTEM TIiJI Yac iHIUICHTY
(uepBoHa 30HA):

— Kiracnuna cuctema (cipa miHis): y MOMEHT
nmoyarky araku (t=10) rpadix mepexomuTs y ropu-
30HTajJbHE Maro. Lle CBiAYMTH PO NOBHY 3yNUHKY
oOciyroByBanHs (Availability = 0%). ¥V peanbHux
YMOBaXx Iie MPU3BOJUTH JI0 MPOCTOI0 TIepcoHary abo
MOPYIICHHSI HOPM OXOPOHHU TIPAIIi.

— 3ampomoHOBaHa cucTeMa (3eJieHa JIiHifA): Tpa-
¢bik 30epirae JiHIMHMNA TpeHI 3pOCTaHHS. 3aBISIKU
nepexony B pexxuMm «Emergency Mode» aBromar
NpOIOBXKYE BuAady KpuTumuHux 3I3, cruparouuch
Ha JoKanbHUH peectp. [Toka3HUK JOCTYMHOCTI cep-
Bicy 30epiraeThcs Ha piBHI >98% (He3HayH1 BiAMOBHU
MOXJIUBI JIMILIE Yepe3 NEePEeBUILECHHS KOPCTKUX aBa-
pifiHUX KBOT).

4.3. Amnaniz poOOTH MiACHCTEMH CHHXPOHi3a-
uii. Ha puc. 3 (HwkHil rpadik) Bi3yani3oBaHO BHY-
TPILIHIO JIOTiIKYy pOOOTH anroputMy 30epeKeHHS
JaHUX.

1. HakommuenHs. Y mepion BiCYTHOCTI 3B’SI3KYy
CITOCTEPITA€ThLCS JIIHIHHE 3pOCTaHHS YePTy TPaH3aK-
il y JTOKaJbHOMY CXOBHUIII (CHHSA JiHis). Y 1ei dac
(opmyeThesi KpunTorpadiuHuil XeHI-IaHII0KOK, 110
3a0e3redye HiTICHICTh JaHuX.

2. Bignosnenuns. [licns 3aBepuienns ataku (t=15)
CUCTEMa HE 3/IIHCHIOE MUTTEBOI Mepe/iadl BCiX HAKO-
MMUYEHUX JIAHKUX, [0 MOTJIO O CIIPUYUHHUTH BTOPUHHY
BiMOBY Mepexi. HaromicTe, anropuTM BHUKOHYE
MaKkeTHe BUBaHTaXeHHs nopiismu mmo 50 3amucis. Ha
rpadiky 1e BiZoOpakaeTbecsl CTYMIHYACTUM CIIaJaH-
HSIM YEPTH A0 HYJISL.

Pesynbrarn  MonenrOBaHHS IATBEPIDKYIOTH, IO
3aIIPOTIOHOBAHUN  AJTOPUTMIUHUKA IMAXiA —TO3BOJISIE
nieperBoputH cucteMmy CAB-313 3 «kprxkoi» Ha «kidep-
CTiliKy». BrpoBamkeHHst MeTony 3a0e3medye Oesme-
PEpBHICTH BUPOOHMYOTO TpOLECy Mij Yac KibepiHIu-
JICHTIB P 30€pEeKEHHI IUTICHOCTI OONIKOBUX JIAHUX.

BucHoBku. Y po0OTi BHUpINIEHO HAyKOBO-TIpakK-
TUYHE 3aBIaHHS 3a0e3MeUeHHs KiOepCTIHKOCTI KpH-
TUYHOI 1H(PaACTPYKTypH OXOPOHHU Tpalli B yMOBax
JIeCTpyKTHUBHUX KiOepBmuBiB Ha I[loT-cuctemu.
OCHOBHI pe3yNbTaTH A0CHTIHKEHHS:

1. JloBeneHo OOMEXKEHICTh KJIACHYHUX apXiTeK-
Typ. BcraHoBeHo, 110 1IeHTpaTi3oBaHa MOJIeIb CTBO-
proe KpuTH4HY TouKy BimMoBH. Ilin wac DDoS-arak
BOHA JIi€ 3a PUHIMIIOM OsoKyBaHHs noctymy (Fail-
Secure), 1110 € HENPUITYCTUMHUM JUISI CUCTEM O€3MEKH,
OCKIJIBKU MPHU3BOAUTH IO NPOCTOI0 BUPOOHUIITBA Ta
MOPYIICHHSI HOPM OXOPOHH TIpari.

2. Po3pobneno riopuaHy apXiTeKTypy Ha OCHOBI
niepudepiitaux oo4duciens. JlereHTpanizarmis JIOTiKH
BaJigaIlii Ha piBeHb KOHTpOJIEpa aBTOMAara J03BOJISE
peanizyBaTH KOHIENIIiF0 Oe31e9HO0] BiIMOBH — TapaH-
TOBaHOI BUJlaui KpuTUIHKX 313 HaBITH 32 MOBHOI Bij-
CYTHOCTI 3B’5I3KY 3 CEPBEPOM.
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Business Continuity: PPE Dispensing Process
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Puc. 3. PesynbTaT NOpiBHAILHOIO MOJC/TI0BAHHS JOCTYIHOCTI cepBicy Ta npouecy CHHXPOHi3anii jaHux

3. CTBOpeHO alrOpUTM aJamnTUBHOI KibepcTiii-
KocTi. BiH 0a3yeTbcsi Ha TPUCTAHOBOMY ABTOMATi
¢yukmionyBanus  (Online/Degraded/Offline) Ta
3a0e3medye aBTOMaTU4YHE IEPEMUKAHHs Ha JIOKaJlb-
HUH 3aXUIIEHUH Kell i3 3aCTOCYBaHHSIM aBapiiiHHX
KBOT JJIS1 3ar100iranHs 3JI0BKHUBAHHSIM.

4. 3ampomoHOBaHO METON 3aXHUCTy ITICHOCTI
nmanux. Jis nportuaii  JokaybHIA - Qasibcudikarii
B o(uiaitH-pexuMi po3po0IIeHO MEeXaHi3M KPHUIITOTrpa-
(bigHOT 1HKATICYIIAII] 3aUCiB 3 BUKOPUCTAHHIM TEX-
Honorii 3ueruiennx xemiB (Hash Chaining) Ha 6a3i
SHA-256, mo rapanTye He3MiHHICTB icTOPil BUadi.

5. EKCIepUMEHTaNbHO  MIATBEPAXKECHO  edek-
THBHICTE. IMiTaliiine MOJEIIOBAHHS IIOKA3aJio, IO
B ymoBax DDoS-araku 3amporoHoBaHa cHcTEMa

3a0e3neuye JOCTYIHICTh cepBicy >98%, Ha BiAMiHY
BiJl MOBHOI BIIMOBH KJaCHYHHUX pillieHb. [IpoToko
MaKeTHOI CHHXPOHi3allil e)eKTHBHO 3amolirae mnepe-
BaHTA)XEHHIO MEPEXi Ha eTarll BiIHOBIEHHS 3B’ SI3KY

BripoBakeHHS 3aIpOIIOHOBAHUX PIlLICHb J103BO-
Jsi€  TIPOMHUCIIOBMM  IiIPUEMCTBAM MIiHIMI3yBaTH
€KOHOMIYHi BTpaTH BiJ MPOCTOIB, CIPUYMHEHUX Ki0e-
parakamu, Ta 3a0e3Me4YnuTH OC3MEepPepBHUMA 3aXUCT
TIepCOHAITy He3aJIeKHO Bi cTany [ T-indpacTpykTypH.

[omanbia podoTa Oyzne cripsiMOBaHa Ha arlapaTHy
peanizaliro mpoTOTHIY MOy Ha 0asi miardopmu
ESP32 3 BUKOpHCTaHHSIM anapaTHOTO IIU(pPYyBaHHS
Ta JOCTIKEHHS! METO/[IB MAIIMHHOTO HABYAHHS JIJISI
BUSIBJICHHSI aHOMAallbHOT TOBEIIHKH KOPUCTYBaYiB
B o(hITaifH-peKIMI.
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Krainiuk O.V., Buts Yu.V., Piksasov M.M., Tiutiunyk V.V., Didenko N.V. ALGORITHMIC SUPPORT
FOR CYBER RESILIENCE OF AUTOMATED PERSONAL PROTECTIVE EQUIPMENT

DISPENSING SYSTEMS

Context and Problem Statement. The rapid digitalization of occupational safety through the Industrial
Internet of Things (IloT) has led to the widespread adoption of Automated Dispensing Systems for Personal
Protective Equipment (ADS-PPE). While these systems optimize logistics and accountability, their traditional
centralized cloud-based architectures introduce critical vulnerabilities. A reliance on constant network
connectivity creates a Single Point of Failure (SPOF). Consequently, Denial-of-Service (DoS/DDoS) attacks
or network infrastructure failures can lead to «functional paralysis» of the vending terminals (Endpoint Denial
of Service). In safety-critical environments, such downtime is unacceptable as it results in the inability to issue
vital protective gear, forcing production stoppages or provoking safety regulation violations.

Objective. The primary goal of this research is to ensure the cyber-resilience and business continuity of
the PPE dispensing process under destructive cyber impacts. The study aims to develop architectural and
algorithmic solutions that allow IloT devices to maintain functionality according to the «Fail-Safe» principle,
ensuring resource availability even when isolated from the central server.

Methodology. The study proposes a transition from a classic client-server model to a hybrid Edge-Cloud
architecture, where decision-making logic is decentralized. A specialized «Secure Fail-Safe» algorithm was
developed based on a Finite State Machine (FSM) with three distinct operational modes: Online, Degraded,
and Offline. To mitigate the risks of «Split-Brainy (simultaneous limit exhaustion on isolated devices) and
«Local Tampering» (falsification of offline logs), a complex cryptographic approach was implemented. This
includes the use of a local protected hash-cache for authorization and a Hash Chaining mechanism (utilizing
SHA-256) to ensure the integrity and non-repudiation of offline transaction records.

Results. The effectiveness of the proposed approach was verified through discrete-event simulation using
Python. The experiment modeled the operation of a facility with 200 users under a 5-hour DDoS attack scenario.
The comparative analysis demonstrated that while standard IloT architectures showed 0% availability during
the incident, the proposed Edge-Resilient system maintained a service availability level exceeding 98%.
Furthermore, a specialized batch synchronization protocol with exponential backoff was validated, proving its
capability to restore data consistency without causing a «Network Stormy» upon connection recovery.

Conclusion. The research substantiates that implementing the developed algorithmic support transforms
fragile lloT nodes into resilient systems compliant with IEC 62443-4-2 standards (specifically regarding CR 7.0
Resource Availability and CR 3.0 System Integrity). The proposed solution guarantees the physical availability
of critical PPE for personnel regardless of the corporate network status, thereby minimizing economic losses
and ensuring strict adherence to occupational safety regulations.

Key words: cyber vresilience, algorithm, automation, occupational safety, protection, hashing,
synchronization, availability, failure, network.
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