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Menvnux P.I1.
Harionansauil yHIBEpCUTET MUBLIBHOTO 3aXUCTY YKpaiHU

Menovnux O.I.
HauionansHuii yHIBEpCUTET IMBIIBHOTO 3aXUCTy YKpaiHH

METOJUKA OLIHKA KPUNITOCTIMKOCTI TA 3AXUIIIEHOCTI
IH®OPMALIHNHO-KOMYHIKAIIAHUX CUCTEM B YMOBAX
CYYACHUX KIBEP3AI'PO3

Y ecmammi npedcmasneno pesyiomamu 00CAIONCEHHS, CNPIMOBAHOLO HA PO3POOKY Ma anpobayiio inmezpo-
BAHOI MEMOOUKU KINbKICHOL OYIHKU KPUNMOCMIUKOCII M 3aXULeHOCMIE IHOOPMAYITIHO-KOMYHIKAYIUHUX CUCTEM
¥V CYUACHUX YMOBAX. AKMYanbHiCmb 00CTIONHCEHHS 3YMOBIEHA BIICLKOBOIO agpecicio npomu Ykpainu, uo cynposo-
02ICYEMbCSE MACUMAOHUMU KIOEPAMAKAMU HA OEPIHCAGHT YCMAHOBU Ma 00 €Kmu KpUmu4Hoi inghpacmpykmypu, a
TNAKOHC CIPIMKUM PO3GUIMKOM HOBITHIX MEXHON02IL, 30KpemMa UWmy4HO20 THMeNeKny ma NOCMKEAHMOBUX 00UlUC-
JieHb. Y pobomi nazonowteno Ha npoonemi HeOOCKOHANOCMI YUHHOT HOPMAMUBHO-NPABOEOL 6a3u y cghepi 3axucmy
inghopmayii, sika He 8paxosye cneyupiku 0EHHO20 Yacy i nompebye adanmayii 00 HOBUX GUKTIUKIS.

3anpononosana memoouxa nepeodavac UKOPUCMAHHS IHMeSPaIbHO20 NOKAZHUKA, WO 00 €OHYE KpUNMmMo-
epaiuni, opeanizayiini, mexHiuni ma exCnayamayiuni napamempu 6 Oury gopmyny. Oyiniosanms 30iUCHIO-
€MbCSL HA OCHOBI HOPMYBAHHSL KIIOYOBUX XAPAKMEPUCUK: O0BIUCUHU KPUNOZPAPIUHO20 KAI0YA, CMIUKOCH
aneopummis, epexmueHocmi norimuxku 6e3neKu, pieHs QIisutHO20 3aXUCY, CB0EUACHOCMI OHOBILEHHS NPO-
2PAMHO20 3a0e3neyelHsl, 20MOBHOCHIT 00 Peasy8ants Ha IHYUOEHMU, KITbKOCIE Ma Yacy 6i0Kpumocmi epasi-
gocmell, a MaKodic ePexmueHOCmi NOMEHYIHUX amax. 3anponoHO8aHO WKALY iHmepnpemayii pe3yriomamis,
U0 00360IA€ BUIHAYAMU PIBEHb 3AXUUEHOCII CUCIEMU 8i0 HU3LKO20 00 0YHce BUCOKO2O0.

Anpobayis memoouxu nposedena Ha NPUKIAOl MpboX CYEHAPIs, AKI 8I000PaANCAIOMb PI3HUL PI6EHb Opea-
HI3aYIT 3aXUCmy. 0epicasHOc0 YeHmpy 00pooKU OaHUX, MYHIYUNATbHOT IHOpMayitiHol cucmemu ma nionpu-
eMCmMea Kpumuunoi ingppacmpykmypu 6 ymosax 8ocuno2o yacy. Ompumani pezyivmamu niomeepounu egex-
MUBHICMb 3aNPONOHOBAHOI MOOeNi ma ii Uymaugicme 00 3MiH KIowosux napamempis. byno ecmanosneno, wo
HAUOIMbWUL 6NIUE HA PiBeHb Oe3neKu Marmyv CBOCUACHICHb OHOBIEHHS NPOSPAMHO20 3aOe3nedenis, Kilb-
Kicmb 8pasiusocmell i Mpusaiicms ix iCHy8aHHs, A MAKOIC 20MOBHICMb 00 peaz2y8aHHsa Ha IHYUOEeHMU.

Ipakxmuune 3HauenHs 00CAiOHCEHH NOAAAE Y CMBOPEHHI IHCIMPYMEHmMY, NPUOAMHO20 OJisl BUKOPUCIAHHS
0epIICasHUMU OP2aHaMU, NIONPUEMCIBAMU KPUMUYHOT THppacmpyKkmypu ma eKCnepmuumu YCmanoeamu 3
MEmOoI NPOGeOeH s ayoumy, cepmu@ikayii i 00CKOHALEHHS NOAIMUK 3axucny iHgopmayii. 3anpononosanutl
nioxio Modice cmamu 0CHOBOI0 0Jisl OHOBLeHHSL HAYIOHAILHUX CIMAHOAPMIB | 2apMOHI3aYii IX 3 MIJCHAPOOHUMU
BUMO2AMU, WO € KPUMUYHO BANCIUSUM Y KOHIMEKCMI CYUACHUX Kibep3azpos i GitiHu.

Knrouosi cnosa: xpunmocmitikicms, 3axuujenicms, iHghopmayiina cucmema, Kibepamaxu, wmywHuil inme-
JLeKm, NOCMKEANMOBT 00UUCTEH s, 8pA3TUBOCMI, Kibep3axucm, inghopmayiiina b6e3nexka, 60€HHULL Hac.

IocranoBka mnpodaemu. CydacHi iH(pOpMa-
uiiHo-komyHikamiitHi cuctemu (IKC) e dynnamen-
TOM (DYHKI[IOHYBaHHSI I€PKABHOTO yIPaBIiHHSI, CEK-
TOpy O€3meKu i 000pOHU, (PIHAHCOBUX YCTAHOB Ta
KpUTHYHOI iH(pacTpykTypu. B ymMoBax nmoBHoMmaci-
TabHO1 30poitHOI arpecii pocifickkoi emeparii mpoTu

JIOBOYO T10puHOT BiliHA. BoHM cipsiMOBaHi Ha 1ecTa-
Oiizariro CyCHiIbHHUX MPOIECIB, MOPYIIEHHS POOOTH
KpUTHYHOI iH(QpaCTPYKTypH Ta MiJpUB HAI[IOHATIHHOT
Oe3neKu.

JlonaTKOBMM BUKJIMKOM CTa€ CTPIMKHAN PO3BUTOK
HOBITHIX TeXHOJOTiH. [lo-meprie, 11e KBaHTOBI 00UHC-

VYkpaiHu nuTaHHS iXHBOI 3aXUIIEHOCTI HabyBa€e 0Co-
0nMBOT aKTyasIbHOCTI. XaKepChKi aTakH, sKi 3A1HCHIO-
I0Th POCIHCBKI YIpYIIOBaHHS IPOTH OPTaHiB JAepKaB-
HOI BJIaJ, CHEPTETHYHHUX KOMIIaHii, TPAHCIIOPTHUX
1 KOMYHIKaI[IHHAX CUCTEM, CTaJId HEBIJl' €EMHOIO CKJIa-
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JIEHHS, IKi CTaBJIATH i 3arpo3y CTIHKICTh KIach4-
HUX Kpunrorpadiuaunx amroput™is. llo-mpyre, e
IIMPOKE BIIPOBAPKEHHS IITYYHOTO IHTENEKTY, STKAN
3 OIHOTO OOKYy BIJIKpUBAE HOBI MOXKIIUBOCTI ISt
3axucTy iHpopmarlii (IHTeNeKTyallbHI CHCTEMU BHSIB-
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JICHHS aTak, MPOTHO3YBaHHS PU3HKIB), a 3 1HIIOIO —
HaJla€ 3JI0BMACHUKAM iHCTPYMEHTH JJIsl aBTOMAaTH3a-
1ii kibeparak 1 MmiJIBUIICHHS TXHbOT €()EKTUBHOCTI.

BaxnmBoro po01eMoI0 3aIHIIaeThes 1 HeT0CKO-
HaJIICTh HOpMaTHBHOI 0a3m y cdepi 3axucty iHdpop-
Marii B Ykpaini. HasBHI mokymeHTH 31e0iibIIoro
30CePEIKYIOTECS Ha (JOPMATILHUX BUMOTaX JI0 Opra-
Hizanii iHpopmaliiiHoi Oe3nexn ado MICTITh KpHUTe-
pii, SKi HE JO3BOJIAIOTH 3/IMCHIOBATH KOMILICKCHY
KUIBKICHY OINIHKY PiBHS KPHUIITOCTIHKOCTI Ta 3axu-
mernocti [KC. Lle ycknaaHioe K TOPiBHSHHS Pi3HUX
CHCTEM MK cO00I0, TaK 1 BU3HAUYEHHS CJIa0KUX MICIIb
y iXHii apxiTeKTypi.

TakuM YMHOM, BHHHUKAae moTpeba y CTBOpPEHHI
METOAMKH, siKa O J03BOJMIA ITOEAHATH TEXHIUHI,
aNTOPUTMIUHI Ta OPTaHi3aIliMHO-TEXHIYHI aCTICKTH
3axucty indopmarii B e1uHy iHTerpanbsHy Mozes. 1i
3aCTOCYBaHHS Ma€ 3a0e3MeUNTH MOXIIUBICTh KiJIBbKiC-
HOTO OI[IHIOBAHHS PiBHS OC3IEKU, BUBHAYCHHS Bpa3-
JINBUX KOMIIOHEHTIB 1 IIIJBUILEHHS 3arajbHOI CTIH-
kocti ykpaiHcpkux IKC mo kxibep3arpo3 y cydacHHX
YMOBAaX BIHH Ta IMIBUIKOI €BOJOIIT TEXHOJIOT1H.

AHaJi3 ocCTaHHIX JocjaigkeHb 1 myOJikamiii.
VY 2020-2025 pp. yxpaiHcbKka Ta 3apyOikHa HayKoBa
JiTeparypa axkTUBHO pPO3BUBajla TEMATHKY OLIHKH
iHpopMaIiitHOT Oe3reKH i KpUITOCTIIKOCTI B yMOBaX
MIBUIKUX TEXHOJOTIYHUX 3MIH Ta 3arOCTPEHHS T€O-
TIOJIITHYHUX PHU3UKIB. YKPaiHCHKI JOCTITHUKH TIPHITi-
JISUTA 0COONMBY yBary mpoOiieMaM MpaKTHIHOI iMTLIe-
MEHTallii HOCTKBAHTOBHX PIllICHb, SIKOCTI TeHEPaTopiB
niceproBunaikoBux unceln (I'TIBY/CSPRNG), a Takox
aJianTarii mporeciB YIpaBliHHs KIIFOUYaMH 1 IpOLeTyp
oHoBjeHHS [I3 Ti YMOBH BOEHHOTO 4acy W aTak Ha
KpUTHYHY iH(ppacTpykTypy [1-5].

JocimipkeHHsT MOA0 TeHEepaTopiB ICEBIOBUIIA/I-
KOBHUX YHMCEl Ta 1X OLIHKM (KUIbKICHI KpHTEPii EHTPO-
mii, CTIMKICTh /0 KPUNTOAHANI3y) € YHCICHHUMH
y BiTym3HAHHX TyOmikarisx 2021-2025 pp. ABropu
PO3TIIAAAIOTH SIK AJITOPUTMITHI (TTpOTpaMHi) ITiIXOIH,
TaK 1 BUKOPUCTAHHA (PI3UYHUX JPKEPEI SHTPOTIT s
BOynoBanux/loT-cuctem, ne cmabkuii ['TIBY moxe
CTaTH «OJHI€I0 3 HAalcIaOINX JTaHOK 3aXUCTY HaBIiTh
NpY 3aCTOCYBaHHI cy4yacHuX 1mudpis [6-8]. Lle mia-
Kpeciltoe HEOOX1THICTh BKJIIOUCHHS KOMIIOHEHTHUX
METPHK y 3aTaJIbHY OIIIHKY KPHUIITOCTIHKOCTI.

BoeHHMIT KOHTEKCT, 30KpeMa IOBHOMAacHITaOHA
arpecist pocii mpot YkpaiHu, 3HauHO 3MiHUB NPiOpH-
TETH HayKOBHUX Ta MPUKJIAIHUX J0CTIKeHb. MOHITO-
PHUHTH Ta aHAJITUYHI 3BITH JTOKYMEHTYIOTh NOCTIilHI
omepaiiii 1Mo miapuBy QYHKIIIOHYBaHHS JEP>KyCTaHOB
1 KpUTHYHOI iH(pACTPYKTypu depe3 Kideparakum —
Bim DDoS i xommpomerarii BeOCepBiciB 0 CKIIaj-
HUX Olepaiid 3 pyHHyBaHHSM JaHHX Ta BILTUBOM
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Ha eHeprocuctemu [9-12]. Ile cTBOproe BUMOTY 110
OIIHKW HE TUTBKU KPHUMTOTPadivHOI «TEOPSTHIHOI
CTIHKOCTI, aje ¥ omepaTUBHOI PE3MITHLEHTHOCTI CHC-
TEMHU B YMOBAX TPUBAJIHX aTak i (i3MIHUX 3arpo3.

MixHapoaHa JiTeparypa i cTaHAapTH TaKoXK €BO-
JIOIIOHYIOTh: CUCTEMAaTU4HI OTJISAM TOCTKBAHTOBOT
kpurnrorpadii, 38itu NIST i npakTuaHi poOOTH 3 iMII-
nmemenTanii PQC migkpeciiooTs, 1Mo mnepexia Oyme
MOoeTarmHuM 1 ToTpedye IHCTPYMEHTIB JUIsl OIIHKA
pU3MKiB 1 mpioputeTHoCTi Mirpauii [13-14]. ¥V Toi
caMHMil Yac MDKHApOAHI ODIAOM PHU3HMKIB 1 OLIHKH
0e3MeKHU MOKa3yITh PO30IXKHICTh METOIB (KiJIbKICHI
MIPOTH AKICHHX ), IO YCKIIAHIOE MI>KHAPOIHY TapMo-
Hi3aIlifo MPakTHK 1 IXHIO aJanTario y HalllOHAIbHUX
yMmoBax [15].

OxpeMy npoOieMy CTaHOBUTH IUBUAKHNA pO3-
BuTOK wmTy4Horo intenekty (LII): 3 omHoro Ooky,
IIII-mMeToau iCTOTHO MOCHIIOIOTH MOXKJIUBOCTI CHC-
TeM BWSBIEHHS aHOMaNii 1 aBTOMaTH3aIii peary-
BaHHs;, 3 IHIIOTO — BOHU JAAIOTh 3JOBMHCHHUKaM
IHCTPYMEHTH [ aBTOMAaTHYHOI TeHepanii eKcIuIoii-
TiB, IHTENIEKTYaJIbHOTO (DIMIMHTY W onTHMIi3alii aTak
[16-17]. Lle BuMarae BpaxyBaHHS BIUIUBY MOENEH
ML/AI Ha eQeKTHBHICTh arak INpH MOJIEIIOBaHHI
PH3HKIB i TeCTyBaHHI CTIHKOCTI.

HopmarmBra 6a3a B VYkpaini (i IHCTpyMeHTH
OLIHKM 32 HAL[lOHAJbHUMH JOKYMEHTaMH) YaCTKOBO
BiICTa€ B/l Cyd4acHMX 3arpo3: HOPMaTWBH 4acTo Opi-
€HTOBaHI Ha (opmanbHi TIpoUENypH Ta KOHTPOIb
JOCTYITY, JIe JAf0Th HEIOCTaTHbO BUMIPHHUX KPHUTEPIiB
JUTST OIIIHKK KPHUTITOCTIHKOCTI KOMIIOHEHTIB (HAmpH-
kman, CSPRNG, MeHeKMEHT KIIO4iB, araparHi
HSM) abo st BpaxyBaHHS TIOCTKBAaHTOBUX PU3HKIB.
Oxpemi BITUM3HSHI POOOTH 3aKIMKAIOTH 0 MOJCP-
Hi3aIil miaxo/iB 1 iHTerpaiii KUIbKiICHUX MOKa3HUKIB
y mporexypu aynuty i ceprudikarii [ 18-19].

AHati3 JiTeparypy BUSBILIE TaKi KITFOYOBI MIPOOIEMH:

1. BixcyTHiCTh €UHOT KUTbKICHOT METOJTUKH, SIKa
0 iHTerpyBaia aqropuTMidHi, KOMIIOHEHTHI Ta opra-
Hi3amiiHO-TeXHIYHI TOKAa3HUKH y BUMIPHUH 1HAEKC
KPHIITOCTIHKOCTI.

2. HenocrarHe BpaxyBaHHsS BOEHHOTO KOHTEKCTY
y OimbIIOCTI Mopenedl pu3MKy: MOTpiOHA iHTEerparis
MOKA3HHUKIB OMEPaTUBHOI PE3UIILEHTHOCTI, TOTOBHOCTI
peaxiiii Ta TPUBAJIOCTI EKCIIO3HUIIIT BPa3InBOCTEH.

3. TloTpeba B MeTomax MpiOpUTH3ALIT TTEPEXOTY
Ha TIOCTKBAHTOBI PillIcHHS, sIKi 0 0a3yBauCs Ha KiJlb-
KiCHI OIIIHII PU3UKY (BKIFOYHO 3 €KOHOMIYHAMH Ta
EKCIUTyaTaIl[itHIMHI OOMEKEHHSIMHU ).

4. BB komnoHeHTHHX (akTopiB (CSPRNG,
MEHE/PKMEHT KIIIOYiB, arapaTHi MO/YIl) Ha 3araibHy
CTIMKICTh, MIATBEPKEHUH EKCIePUMEHTAIbHUMHU
poboTamMu YKpaTHCHKUX HAYKOBIIIB.
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5. 3pocrannst porm LI sik mBo3HAYHOrO (haxkropa
(3axmcT/araka), 110 BUMarae HOBUX KPUTEPIiB MPH MOjie-
JIFOBaHHI €(PEKTUBHOCTI aTakK i CTIHKOCTI AETEKTOPIB.

OTxe, 3 TEOPETHYHOTO ¥ MPAKTUYHOTO IMOTIISTY
icHye oOTpyHTOBaHa MmoTpeda B po3poOIli KOMILICK-
CHOI KiJBKICHOI METOJUKHU OI[IHKH KPUITOCTIHKOCTI
Ta 3aranbHoi 3axumenocti IKC, sixka 6 ypaxoByBana
QITOPUTMIUHI Ta KOMIIOHEHTHI METPUKH, EKCILIya-
TaliiiHy pPEe3UIBbEHTHICTH Y BOCHHOMY CEPEIOBHIII,
BB Il Ta BUMOTH 10 MOCTKBAHTOBOI Mirpartii.
Came 1151 npobieMa CTAaHOBUTUME NpPEeIMET M0Aallb-
IIOTO JIOCIIJIKEHHS B POOOTI.

IMocranoBka 3aBaaHHs. MeTOIO JAHOIO HOCHI-
JOKCHHSI € pO3po0Ka IHTErpoBaHOI METOMUKH Kijlb-
KiCHOI ~OIIIHKM KPHUITOCTIMKOCTI Ta 3arajbHOi
3axutmieHocTi IKC, sika BpaxoBye cyJacHi BUKJIAKH —
BiliCHKOBY arpeciro nmpoTu YKpaiHu, MaciTadHi Kide-
paraku Ha KPUTHYHY iHQPACTPYKTYpY, IMIBHIKUH
PO3BHUTOK HITyYHOTO IHTENEKTy Ta IOCTKBAHTOBHUX
00YHCIICHb, & TAKOX HEJOCKOHAIICTh YUHHOI HOP-
MaTUBHO-TIPaBOBOi 0a3u. 3ampornoHOBaHa METOJHKA
MTOBHWHHA 3a0€3IeuyBaTH MOXKIIUBICTH 00’ €KTHBHOTO
BUMiproBaHHs piBHs Oesneku IKC, BUsBIEHHS Bpas-
JUBHUX KOMIIOHEHTIB 1 (OpPMYyBaHHS NPaKTHYHHUX
PEKOMEH Il 10/T0 MiBUIIEHHS IXHBOT CTIHKOCTI.

Jlnst oCsITHEHHST METH JOCHIKSHHS repeoava-
€THCSI BUPIIIINTHY TaKi 3aBIaHHA:

1. Cucremarmzariiss HAyKOBHX TIiAXOIIB 1O
OIIHKH KPUMITOCTIMKOCTI Ta iHGOPMAITiHHOT Oe3IeKn
3a octanHi pokn (2020-2025), 30kpema yKpaiHCHKHX
1 MDKHaApOJHHX HaNpalioBaHb.

2. BusHayeHHs KIIOUOBHX KPUTEPIiB OIIHKH, SKi
OXOILTIOIOTh aJTOPUTMIYHi, KOMIIOHEHTHI Ta Opra-
Hi3aliiHO-TeXHIYHI (PAaKTOPH, a TAKOXK IMOKa3HUKU
PE3WIBEHTHOCTI CUCTEMH B YMOBaX BOEHHMX 3arpos.

3. ®opmamizamis  IHTErpaJlbHOTO  TOKa3HHUKA
3aXMIICHOCT] y BHUIVISII MaTeMaTHYHOI MOJENi, IO
MO€EIHY€ 3a3Ha4YeHi (aKTOpu B €JMHUH 1HJCKC.

4. Po3poOka METOTUKH HOPMYBaHHS TIapaMeTpiB
1 Tpajamniit 11 KOPEKTHOI 1IHTepIIpeTanii pe3yiasTaTiB
OIIHKH.

5. Anpobauisi 3amponoOHOBaHOT METOOUKH Ha
MPHUKJIAHUX CIEHApisX, MO0 BiloOpakaroTh YMOBHU
BOEHHOTO Yacy B YKpaiHi (aTaku Ha Aep>KaBHI OpraHu
Ta KPUTHYHY THPPACTPYKTYPY).

6. IlopiBHSHHS pe3yabTaTiB OLIHKH 3 ICHYIOUNMH
METOJIaMH, a TaKOXK aHai3 MPAKTUIHOI JOIITFHOCTI
IHTeTparii miaxoay B aynuT, cepTH]iKallio Ta mpak-
TUKY YNPaBIiHHS iHPOpMaLiiiHOIO OE3MEeKOIO.

7. ®opMmyBaHHS PEKOMEHJAIlM ISl BJIOCKOHA-
JICHHS HOPMaTUBHO-TIPaBOBOi 0a3u Ykpainu y cdepi
3axucTy iH(popMalii Ta y3rofkeHHs ii 3 MIKHApO/-
HUMHM CTaHJapTaMu.

TakuM 4MHOM, TOCTIIKEHHS CIIPSIMOBAHE HE JIUIIE
Ha PO3POOKY TEOPETUYHOI MOJICINI, a i Ha CTBOPSHHS
NPaKTHYHOTO THCTPYMEHTAPII0, MPUIATHOTO ISl 3aCTO-
CYBaHHS y BiTYM3HSHMX yMOBaX. VIOro pesymbrarti
MOXYTh OyTH BHUKOPHCTaHI NEpKaBHUMHU OpTaHAMH,
T AMPUEMCTBAMH KPUTUYHOI iH(PACTPYKTYpH Ta €KC-
MIEPTHUMHM OPTraHi3alisMK TS KIJIbKICHOT OLIIHKH PiBHS
Oe3rneku Ta BHU3HAUCHHsS NPIOPUTETIB Y MiJABUILICHHI
KPUTTOCTIHKOCTI iHQOPMAIIIHIX CHCTEM.

Buxaan ocHoBHOro marepiaJy. st KUTBKiCHOTO
BHU3HAUeHHs piBH:A 3axuieHocTi IKC 3anpomnornoBano
IHTErpaNbHUI MOKAa3HUK S, L0 BPaxoOBY€ KIIOYOBI
napamMeTpy CUCTEMHU:

_KxAxPxFxUxR
VxExL )

S

(1

ne K — moxkuHa kpuntorpadivaoro kiroda (0iT);
A — naniizictp anroputmy (0—1), sika BU3Ha4a€ThCA 3a
pe3yabTaTaMy KpUITOAHATI3Y Ta eKCIIEPTHUX OLIHOK;
P — edexruBnicte mosituku Oe3neku (0—1), 1o
BKITIOYAE TPOLEIYPH KOHTPOIIO JIOCTYITY, YIpaB-
JIHHA KJIIOYaMH{ Ta ay[uT;
F — piBenp ¢iznunoro 3axucry (0—1), BKIFOYHO
3 OpraHi3aliiHIMH 3aX0/1aMu;
U — cBO€UaCHICTh OHOBJICHHSI IPOrPaMHOro 3abe3re-
yenns (0—-1);
R — TOTOBHICTH cHCcTeMH JO pearyBaHHsS Ha IHITH-
nent (0—1);
V — KiTbKiCTh BUSIBIICHUX BPa3IHBOCTEH (IIT.);
E — edexruBHicTh noTeHuiitnux atak (1-10);
L — yac BIIKpUTOCTI Bpa3IMBOCTEH JI0 YCYHEHHS (JIHi).
Jns 3abe3redeHHs] KOPEKTHOCTI PO3pPaxyHKy BCl
TapaMeTpu MOJIENi TIPUBOIATHCS OO0 Oe3pO3MipHHX
BenmurH y fianasoHi [0;1] abo MaroTh TUCKpeTHI iHTep-
BaJIM OLIIHKH. 30KpeMa, HIKYE NPEACTaBICHA TaOINLI
rpajauii mapamerpis (BXigHux KoedimieHTis) (Tabdm. 1).
Jlyis aHamizy OTpUMaHMUX 3HAYEHb IHTErPaJIbHOIO
MTOKa3HUKa S MPOTOHYETHCS mIkana (Tadm. 2).
3amporioHoBaHa (GopMmysia TO3BOJISIE  TTOETHATH
B €IMHOMY TIOKa3HUKY Pi3Hi acmekTu iH(opMamiiHoi
Oesmnexu: KpunrorpadivHi (10BKMUHA KITH04a, CTIHKICTD
ITOPUTMY), OpraHi3amiiHO-TexHi4YHi (IoMiTHKa Oe3-
nieku, (i3uuHUA 3aXUcT, OHOBIeHHs [13, pearyBaHHs
Ha IHIIUACHTH ) Ta EKCIUTyaTaIliitHi (KUTBKICTB 1 9ac Bim-
KPUTOCTI BpasmuBoOCTel, e(heKTUBHICTE aTak). Takuit
ITi1X11 3a0e31edye KOMIUIEKCHICTh OIIHKH Ta JI03BOJISIE
MIPOBOJUTH SIK TMOPIBHAJIBHUM aHaJ3 Pi3HUX CHCTEM,
TaK 1 BUSIBJICHHS «BY3bKUX MicIb» y KoHKpeTHil IKC.
TakuM dYWMHOM, Marepialyi Ta METOJIH JOCHi-
JUKCHHS CTIpsSMOBaHI Ha (opMyBaHHS YHi(iKOBaHOT
CUCTEMH KPHUTEpIiiB, 34aTHOI 00 €KTUBHO OIIHIOBATH
cran 3axumieHocti IKC y cyyacHuX yMOBax BOEHHUX
3arpo3 Ta IBUJIKOI TEXHOJIOTTYHOT €BOJIFOIIIT.
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Tabmms 1
I'papanist mapamerpis (BXiZHux koe@imieHTIB)
Io3nauenns [Mapamerp 3HayeHHs Ouinka
<128 Hu3bka KpUNTOCTIHKICTD
K JloBxxnHa Kiroua 192 CepeHst KpUITOCTIHKICTD
>256 Bucoka kpunTocTiiiKicTh
<0.4 Henaniiinnii
A Hapitinicts anroputmy (0—1) 0.5-0.8 [omipHo HaiitHUI
0.9-1.0 Bucoxonaniitauii
<0.5 Cinabxka
[P INomituka Ge3meku (0—1) 0.6-0.8 Cepernas
0.9-1.0 CunbHa
<0.5 MiHiMaTbHUI
F ®Diznynwmii 3axuct (0—-1) 0.6-0.8 [omipHuit
0.9-1.0 Bucokuit
<0.5 Pinki oHOBIECHHS
U PiBens onornenns 13 (0-1) 0.6-0.8 YacTkoBEe OHOBJICHHS
0.9-1.0 CBO€YACHE OHOBJICHHS
<0.5 Hewmae cuctemu pearyBaHHs
R Peaxiiis Ha innunentu (0-1) 0.6-0.8 YacTKOBO roTOBa CHCTEMa
0.9-1.0 [ToBHOMIHHA peakis
>10 Bucokuii puznk
A% KinbkicTb Bpa3anBocTen 5-9 CepenHiii pusuk
04 Huspknuil pusux
>7 Jlyxe epexkTuBHa aTaka
E Edexrusnicts araku (1-10) 4-6 [NoreHuiliHo eexTHBHA
1-3 Husbka edexTrBHICTD
>30 KpuTtHnina Bpa3inuBicTh
IL JIHi BIIKPUTOCTI BPa3IHBOCTI 7-29 CepenHboi TPHBAIOCTI
<6 [11BuIKO 3aKPUBAETHCS

Tab6murs 2
I'papauis pesyabrary (mokasHuka S)

3Havyenns S Kaacugikauis 3axumeHocTi
S<0.5 @ Husbkuii piBens 3axucty
05<S<15 @ Cepenniii pisens
1.5<S<3.0 (O Jocrarsiit piBetb
3.0<S<5.0 @ Bucoxuii pisennb
S>5.0 @ /lysxe Bucokuii pisenb

Jis mpakTUYHOTO BUKOPUCTAHHS 1HTETPajibHOT
(dbopmynu I KUIBKICHOT OIIIHKH PIBHS 3aXHUIIIEHOCTI
IKC nHeoOXimHO AeTamizyBaTH ajTOPUTM 3acTOCY-
BaHHA (OPMYJIM, BU3HAUNTH HOPSIOK 300py JaHUX
Ul TIapaMeTpiB, BCTAHOBUTU MEXaHI3MH HOPMY-
BaHHs Ta MPOJEMOHCTPYBATH IPUKIAAU 11 BUKOpPUC-
TaHHSI HA peallbHUX CLIEHApisX.

MeTtonrka OLIHKH Tepeadadae IMOCIIiTOBHICTh
TaKuX AiM:

1. BusHaueHHs MOYaTKOBUX HapaMeTpiB CUCTEMHU
(koTrOUi, aNTOPUTMH, TONITUKH, iH(PACTPYKTYpHI
3acoomn).
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2. Orminka mapamMeTpiB 3a ITOTIOMOTOIO EKCIIepT-
HAX a00 aBTOMAaTHU30BaHUX METOIIB (CKaHEpH Bpas-
JUBOCTEH, ay/IUT TIOMITHK Oe3MeKH, TeCTyBaHHS CTiH-
KOCTIi aJTOPUTMIB).

3. HopMmyBaHHSI OTpUMaHUX 3HA4CHb A0 €IMHOL
IIKAJIXA BiJIIOBITHO JIO KPUTEPIiB.

4. IlincranoBka naHux y (opmyny iHTerpaib-
Horo nokazHuka (1).

5. Intepnperartisi pe3yabraTy 3a IIKajaow (Bif
HHU3BKOTO JI0 YK€ BUCOKOTO PIBHS 3aXHIICHOCTI).

6. ®opMmyBaHHS PEKOMEHMIAITIN JJIS ITiIBUIIICHHS
Oe3neku cucremu, 0a30BaHMUX Ha HAHOLIbII CIa0KUX
rapaMmeTpax.

Jlkeperna maHUX NS OIIHKY TTapaMeTpiB:

* K, A: BU3HAUAIOThCS NIISIXOM aHaJi3y 3acTo-
COBaHUX KpUNTOrpaiyHUX AJITOPUTMIB 1 JOBKHUHHU
KJIIOYiB; BPaxXOBYIOTHCSI MDKHApOJHI peKoMeHIamii
(NIST, ENISA).

* P:ouiHroerscs uepes aynuT MOMiTHKH JOCTYITY,
yIpaBiHHA KIro4aMu, Gikcaris momii.

* F: Bu3HauaeThcs 3a craHgapTaMu (Pi3UUHOTO
3axXHCTy MPUMIIICHb 1 00naaHanus (Hanpukian, [SO/
IEC 27001).

* U: OLIHIOETbCA YacTOTOIO Ta CBOEYACHICTIO
oHosieHb [13.
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* R: BHU3HauaeTbCs HASBHICTIO IUIaHIB peary-
BaHHS Ha IHIUCHTH Ta BIANPAIbOBAHICTIO IPOIEITYP
CSIRT/CERT.

* V, E, L: BCTaHOBIIIOIOTBCS 3a pe3yibraTaMu
CKaHyBaHHS Bpas3UBOCTEH (Hampukiaan, Nessus,
OpenVAS), cTaTHCTUKOIO 3JIOBXHBAHb 1 YaCOBHMU
JTAHUMH IIPO 3aKPUTTS yPa3IUBOCTEN.

Po3rnsiHeMo nmpukiany cueHapiiB 3acToCyBaHHSI.

Cuenapiii 1. JIoOpe 3axunieHa cucrema (epxas-
HUH IIEeHTp 00pOOKH JaHMX).

« K=256;A=1.0,P=0.9; F=0.9; U=0.95;
R=1.0;

e V=2;E=3;L=17.

Pesynbrar:

256 x1.0x09x09x095x1.0
S = ~ 5.2
2X3x7

110 BiJAMOBiJa€ QYK€ BUCOKOMY PiBHIO 3aXHCTY.
Cuenapiii 2. Cucrema 3 HU3bKHM PIBHEM OHOB-
nenns [13 (myninunansaa [KC).
e K=192;A=08;P=0.7,F=0.7,U=0.4;R=0.6;
e V=6;E=5;L=25.
Pesynprar:

S_192><0.8><O.7><0.7><0.4><0.6 0.51
- 6 X5 X 25 o

IO BiAMOBIZAa€ CEPEAHHOMY PIBHIO 3aXHCTY, 3 KPH-
TUYHOIO Bpa3nuBicTio y napamerpi U (OHOBIECHHS).

Cuenapiii 3. Cucrema 3 BUCOKOIO KiJIbKICTIO Bpas-
JUBOCTEH (EHepreTUdHa KOMIIaHisl y BOCHHHI Yac).

e K=256;A=09;P=08;F=0.6;,U=0.7,R=0.8;

« V=12, E=7;L=30.

Pesynprart:

256 x0.9x0.8x 0.6 x0.7x0.8
5= 12 x 7 %X 30

~ 0.19

0 BIMOBIZAa€ HU3BKOMY PIBHIO 3aXHCTY, 3 OCHO-
BHUM PU3UKOM Yepe3 BEJIMKY KUTbKICTh HEBUIIPABIIC-
HUX Bpa3lIHBOCTEH.

TakuM YMHOM, METOMKA JO3BOJISE:

— KUIBKICHO OI[IHIOBAaTH PIBEHb 3aXHIIEHOCTI Pi3-
HUX CHCTEM;

— imenTudikyBaTn KpUTHYHI cabKi mapameTpu;

— TIPOBOIWTH TIOPIBHSUIBHWI aHAli3 y JMHAMII
(HarmpuKIIa, 0 1 TiCIIS BIIPOBA/KEHHS 3aX0/IiB OE3MeKH );

— (opMyBaTH peKOMEHJIALI] A7l BIOCKOHAJICHHS
MOJITHK Ta TEXHIYHUX PIllICHb.

3anponoHOBaHUM TMiAXiJ Mae MPHUKIAIHE 3HAa-
YEeHHS I JEepP)KaBHUX yCTAHOB, IIANPUEMCTB KpU-
TUYHOI 1HQPACTPYKTYpHU Ta NPHUBATHOTO CEKTOPY,
3a0e3redyoun 00’ €KTUBHICTh 1 TIPO30PICTh y TPO-
ueci ayaury i ceprudikauii inpopmaniiHoi Oe3neKu.

st mepeBipkH 3arporoHOBaHOT METOTUKHU OyII0
MIPOBEZICHO arpo0aIliro Ha HU3II YMOBHUX CIIEHApIiB,
SKi BimoOpakaroTh Pi3HI PiBHI OpraHizamii 3aXucCTy
IKC B Ykpaini. JlociimpkeHHsT OXOTIUTIOBAIO JIepKaBHI
yCTaHOBH, MYHIUMIAIbHI iH(pOpMaLiiHi CcHCTEMH
Ta MiJIPUEMCTBA KPUTUYHOI iH(PPACTPYKTYpH, IO
JIO3BOJTMIIO TIPOTECTYBATH MOJIENIb Ha PI3HUX Kiacax
00’ €KTiB.

st TphOX crieHapiiB (AMB. TTOMIEPETHINA PO3IILT)
Oyn0 c(hopMOBaHO y3arallbHEeHi J1aHi 3 pO3pPaxyHKOM
rmoka3Huka S Tabn 3.

OTxe, nepkaBHUN LEHTP 0OPOOKU AaHUX MpoJe-
MOHCTPYBaB JIy’K€ BUCOKHH piBeHb 3axucty (S > 5),
oo 3a0e3MevyeThCsl MOETHAHHSAM Cy4YacHHX KpHII-
TOQJITOPUTMIB, HAAIMHOI MOMITHKU OE3MEKN Ta MiHi-
MaJbHOI KIIBKOCTI Bpa3nuBOCTE. MyHIiMnanbpHa
IKC orpumana nmiie cepefHiii piBeHb 3aXHCTY, TIPH
LBOMY TOJIOBHUM YMHHUKOM 3HKKEHHS CTiHKOCTI
cTajla BiJICYyTHICTb CHCTEMHHX OHOBJIEHb Ta HEJO-
CTaTHs TOTOBHICTh O pearyBaHHsS Ha IHIUICHTH.
Eneprernyna KommnaHisi y BOEHHUX yMOBaX BHUSBMIJIA
HaWHWKIAHA 1Moka3HUK (S = 0.19), M0 MOSICHIOETHCS
BEJIMKOIO KUIBKICTIO HEBHMIIPABICHUX BPa3MBOCTEH,
BHCOKOIO €(DEKTUBHICTIO aTaK i TPUBAJIMM YacoM iX
BiJIKPHTOCTI.

Tabumis 3
Y3araabHeHi JaHi NepeBipKH 3aNPONOHOBAHOI METOAUKH
.o . PiBenn Kurouosi
Cuenapiii XapakTepucTHKa OcHoBHI mapamMeTpu 3HaueHHs S
3aXHCTY npoosaemMu
1. lepxaBHUiA LEHTP Bucokuii piBeHb K=256; A=1.0; P=0.9; 5.2 Jyxe [IpakTuuHO
00poOKH TaHUX 6esreku, 3actocyBanns | F=0.9; U=0.95; R=1.0; BHCOKHI1 BiJICYTHI
Cy4acHHUX V=2; E=3; L=7
KPHITTOAJITOPUTMIB Ta
poneayp
2. Myninunansaa IKC | O6mexeHi pecypcen, K=192; A=0.8; P=0.7; 0.51 Cepenniit BincyTHicTh
HecBoeuacHi onosienus | F=0.7; U=0.4; R=0.6; OHOBJIEHE, c1a0Ka
113 V=6, E=5; L=25 peaxiis
3. Enepretuuna Bucoka KinbKicTh K=256; A=0.9; P=0.8; 0.19 Husbkuit Bpasnusocri,
KOMITaHisl (BOEHHUI Yac) | HEBUIPABICHUX F=0.6; U=0.7; R=0.8; TpHBaje ix
BpasnuBoCTeit, aktuBHi | V=12; E=7; L=30 iCHYBaHHs
Kibeparaku
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Byno mpoBeneHO OWIHKY BIUIMBY 3MiHH OKPEMHX
MapaMeTpiB Ha IHTerpalbHMIA IOKA3HUK. J{11s ciienapito 2
(mynitunansha IKC) minpuimenns napamerpa U (OHOB-
nennst [13) 3 0.4 mo 0.9 mano npupict 3HaueHHs S 3 0.51
o 1.14, 1mo mepeBeno CUCTEMY 3 HHKHBOIO IOPOTY
CEepeHbOI0 PiBHS 3aXKCTy OMKYe 10 AocTarHboro. Lle
MIATBEPKYE KITIOYOBY POJIb OHOBJICHB Y Cy4acHHUX YMO-
Bax. Y ciieHapii 3 (eHepreTHyHa KOMIIaHisl) 3MEHIIICHHS
KUIBKOCTI Bpa3ymBocTel 3 12 10 5 (3a paxyHOK CBOeJac-
HUX OHOBJICHB 1 TIaT4iB) 103BOMIUIO TiaBuImTH S 3 0.19
110 0.45, 110 X0d i He BUBOAWTB CHCTEMY 3 KaTeropii HA3b-
KOTO PiBHsI, MPOTE iCTOTHO TTOKPAIILYE il TO3HIIIFO.

OTpumaHi pe3yabTaTd MiATBEPAMIH, IO METO-
JUKa € YyTIMBOI0 JO 3MiH KIIOUYOBHX IapaMeTpiB
1 JIO3BOJISIE TOYHO BU3HAYATHU CJIA0K1 MICIsI B CUCTEMI.
Bona Hanae MOXIIUBICTD:

— BH3HAYaTH KPUTUYHI HATPSIMH TIiABUIICHHSI
Oe3IeKu;

— TMOpIBHIOBaTH PiBEHb 3aXHUILEHOCTI MIX Ppi3-
HUMH OpraHi3amisiMu;

— MOJCIIOBAaTH C©(PEKTUBHICTh BIPOBAKCHHS
OKPEMHX 3aX0/1iB (HAITPHUKIIAJ], CKOPOUEHHS 4acy ycy-
HEHHS BPas3JINBOCTEH).

Takum 4YwHOM, ampoOariisi MiATBEpAUIa IpaK-
TUYHY NPHUIATHICTH METOAMKH [UI BHKOPHCTAHHS
y JepKaBHOMY CEKTODi, Ha MiAMPUEMCTBAX KPUTHY-
HOI 1HQpaACTPYKTYpH Ta B OpraHizaiisx, 110 Mparo-
I0Th 13 UyTIIUBOIO iH(OPMAITi€TO.

PesynwraTu anmpoOarrii mokasaim, mo po3podiieHa
METOJMKA JI03BOJISIE KOMIUIEKCHO OLIHIOBAaTH CTaH
saxumenocTi IKC 3 ypaxyBanHsIM sik Kpurntorpadiy-
HUX XapaKTEePUCTHK, TaK 1 OpraHi3aliiHO-TeXHIYHUX
YMHHUKIB. Ha BiAMiHY BiJ ICHYIOYMX MiJIXOMIB, SIKi
31e01IpII0T0 (DOKYCYIOThCS Ha SIKICHOMY aHali3i abo
OIIIHIOIOTH JIMIIIE OKPEMi acTeKTH (HApUKIIAMd, CTii-
KICTh KPHUIITOANTOPUTMIB 4M €()EKTUBHICTH MOJITHK
JOCTYITy), 3alpolOHOBaHa MOJENb 00 €AHYye pi3Hi
napamMeTpu B €IMHUH 1HTerpanbHHUi Moka3Huk. Lle
pOOUTH 11 MPUAATHOIO ISl KUTHKICHOTO TTOPIBHSHHS
CHCTEM PI3HOTO KJIacy Ta Pi3HUX OpraHizariii.

OcoOnuBy HIHHICTH MOJETh Ma€ B YKpaiHi, ska
3 2022 poky nepeOyBae y cTaHi HOCTIHUX KiOep3a-
rpo3 3 OOKy pociiickkoi (eneparrii. XakepchKi aTaku
Ha JIep>KaBHI OpraHu Ta 00’€KTH KPUTUYHOI iH]pa-
CTPYKTYPH 3aCBITYMIIN HEOOXiTHICTh HE JIUIIE Tij-
TPUMYyBaATH KpHIITOTpadivyHy CTIHKICTH aJTOPUTMIB,
ane ¥ 3abe3neuyBaTH PE3UIILEHTHICTH CHUCTEM [0
TpHBaJMX 1 KOMOIHOBaHUX aTak. Pesynbraru ampoba-
il miaTBepAWIIH, 0 came napamerpd V (KUTbKICTb
BpaznuBocrteil), L (dac Bigkpurocti) Ta U (OHOBIICHHS
I13) € HAWOUTBIT KPUTHIHHUMH y BOEHHHUX yMOBaX,
OCKUIBKM BOHM HAaIpsSMy BIUIMBAIOTb Ha 3JATHICTbH
CHCTEMH IIPOTUCTOSITH aTakaM y peaqbHOMY 4aci.
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[opiBHSIHHSL 3 HasBHUMH 3apyOiKHUMHM ITifXO-
mamu (Hampukiaan, meromukamu NIST ta ENISA)
MTOKa3ye, M0 3alpOTIOHOBaHA MOECIb € OiTBIN THYY-
KOI0 IIONO ajanTauii A0 JIOKaJbHHMX YMOB. SIKIo
3apyOikHI CTaHJAapPTH 3HAYHOIO MipOKO OPi€EHTOBaHI
Ha TOCTKBAHTOBI BUKJIMKH W (opmMaiizoBaHi Mpo-
necu ceprudikariii, To yKpaiHCbKHII KOHTEKCT BUMa-
rae ypaxyBaHHS CHelM]iKd BOEHHOTO CEpeOBHUIIA,
HecTadl pecypciB 1 HEOOXITHOCTI MIBHIKOTO peary-
BaHHS Ha Kibeparaku. Came 11e BiToOpayKeHO Y BKITFO-
YeHH1 10 (OpMyIH apaMeTpiB, L0 XapaKTePU3YIOTh
HE JMIIE CTIMKICTh ajlrOpPUTMIB, ajie i ONepaTuBHY
TOTOBHICTh Ta OpraHi3aliiiHi aclieKTH Oe3MeKH.

[le oaHMM BaXKIMBHM pE3YIbTaTOM € MOXIIU-
BICTh BHUKOPHUCTAHHS METOMUKHA SK I1HCTPyMEHTA
JUTS CIIEHAPHOTO aHaiizy. UyTIMBiCHUI aHaIi3 Tpo-
JEMOHCTPYBAaB, 1[0 HAaBiTh HE3HAYHE IiJBUIICHHS
CBO€YAcHOCTI OHOBJIIeHb [13 a00 CKOpoueHHs yacy
BIJIKPUTOCTI BPa3IMBOCTEH CYTTEBO IMiJBHILYE iHTE-
rpanpHuH oka3Huk S. e Hagae npakTnaauM ¢axis-
IIIM MOXJIMBICTH OOTPYHTOBYBaTH JOUIJIBHICTh KOH-
KpETHHUX 3aXO/iB O€3MeKH, 110 OCOOIUBO BaKIMBO
B YMOBax 0OMEXEHHX PECYPCiB.

TakuM 4MHOM, 3ampONOHOBaHA METOAMKA MOXKE
CTaTH OCHOBOO JJIS:

— BIIOCKOHAJICHHS IEPYKaBHUX MiJXO/IB JI0 CEPTH-
¢ikamii IKC;

— pO3pOOKHN HOBMX HOPMAaTHBHUX IOKYMEHTIB, 110
0a3yBaTUMYThCS Ha KITbKICHIX KPUTEPIsX;

— BIPOBADKEHHSI Yy CHUCTEMH YIPABIiHHS PH3U-
KaMH Ta MOHITOPUHTY KiOepOesneku.

BomHouac HEOOXiHO MIIKPECIUTH, IO METO-
JIMKa TOTpedye MONAbIIOT epeBIpKH Ha PO3HIMPEHiit
BUOIpIl peajbHUX CHUCTEM Ta Y3TO/KEHHS 3 MDbKHA-
POOHUMH CTaHHApTaMH. Y MalOyTHHOMY JOIUIHHUM
€ TaKOX PO3LLMPEHHS] MOJE LIISIXOM BpaxyBaHHsI (Dax-
TOpIB, MOB’SI3aHUX 13 BUKOPUCTAHHSAM LITYYHOTO 1HTE-
JIEKTY SIK y 3ac00aX 3aXHCTY, TaK 1 y 3JIOBMHCHHUX JIisIX.

BucHoBkn. Y po0OOTi 3amporioHOBaHO IHTETPO-
BaHy METOJUKY OIIHKH KPHUIITOCTIMKOCTI Ta 3aXHIIe-
HOCTI iH(OpMAIitHO-KOMYHIKAIlIHHUX CUCTEM, SKa
MoeHy€e KpuntorpadivHi, oprasizaliifHO-TeXHIYHI
Ta eKCIUlyaTalliliHi mapaMeTpy B €IMHHN i1HTErpalb-
HUM TOKa3HUK. 3arpornoHoBaHa (opMysa J03BOJISIE
KUTBKICHO OIliHIOBaTH piBeHb 3axucty IKC, BusBISATH
KpUTHYHI ci1abki Miciil Ta QopMyBaTH TMPaKTAIHI
pEeKOMEH Al IS TTiABUIIEHHSI CTIHKOCTI.

Arnpo0arrisi METOJIMKY Ha IPUKIIA1 PI3HUX CIIeHa-
piiB (#epkaBHi, MyHIIMNAIBHI Ta iHQPACTPYKTYpHI
CHCTEMH) TIPOJICMOHCTpYBaia 11 eeKTUBHICTD 1 4yT-
JIUBICTh JO 3MiH KJIIOUOBUX TMapameTpiB. HaiOinpm
BaroMuil BITUB Ha PIBEHb OC3MEKH Y BOEHHUX yMO-
BaX MalOTh CBO€YACHICTb OHOBJICHb IPOTPaMHOIO
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3a0e3MeueHHs, KUIbKICTh Ta 4ac BiAKPUTOCTI Bpas-
JMBOCTEH, a TAKOK TOTOBHICTH CHCTEMH JI0 peary-
BaHHA Ha iHIMeHTH. Lle miaTBepKy€e akTyanbHICTh
KOMIIIEKCHOTO ITiJIXO/Ty JO OIIHKH, IKHH BUXOIMTH 32
MEXI BUKITFOUHO KPHIITOTPadigHOT CTIHKOCTI.
[IpakTiuHe 3HAUYCHHS METOIAMKH MOJATa€ B MOXK-
muBOCTI 11 BUKOpPHCTaHHS AEPKAaBHUMU OpraHamu,
MiAPUEMCTBAMH  KPUTHYHOT 1HQPACTPYyKTypu Ta

EKCIIEPTHUMHU yCTAHOBAaMH JUIS MPOBEICHHS ayIHTY,
ceprudikaii Ta ynpaBmiHHS pH3MKaMud B cdepi
iHpopManiitnoi Oe3neku. [lomanbmuii PO3BUTOK
TOCITIDKEHHS TIependadae po3IMUPESHHS MOISTI IS
BpaxXyBaHHS BIUIMBY HOBITHIX TEXHOJOTiH, 30KpeMa
IITYYHOTO IHTEJIEKTY Ta MOCTKBAHTOBHX OOYHCIICHb,
a TakoX TapMOHi3alil0 3 MIKHApPOJHHMH CTaHAAp-
TaM# KibepOesneku.

Cnucok Jiteparypu:

1. Xpamos C., Omipcrkuii I. AHani3 cygacHoro crany kideparak B YkpaiHi mij yac BiiHu. 3axucm ingopmayii.
2024. Tom 26, Ne 1. C. 187-196. https://doi.org/10.18372/2410-7840.26.18842.

2. BopoGeus I1., [opnentok A., Onipcbkuii L. [lepexin 10 mOCTKBaHTOBUX KPUNTOrpadiuHUX CUCTEM: BUKITUKH,
CTaH/apTu3alis Ta nepcrnekTusy. besnexa ingopmayii. 2024. Tom 30, Ne 2. C. 303-312. https://doi.org/10.1837
2/2225-5036.30.19243.

3. ®ecenxo A., MupormmHiueHKo M. [TopiBHSIHHS TTOCTKBAHTOBUX CTaHAAPTIB Y po3pi3i BOPOBAIKEHHS Y KITa-
CHYHI aJTOPUTMH €JIEKTPOHHOTO MIANHUCY. besnexa ingopmayitinux cucmem i mexnonoeit. 2024. Tom 1, Ne 7.
C. 31-38. https://doi.org/10.17721/ISTS.2024.7.31-38.

4. Kopuenko A., IBanuenko €., Komkina H., Ky3nenos O., Kauko O., ITotiit O., Onomnpienko B., bobyx B.
CyyacHi KOMIIICKCH ITOCT-KBAHTOBOT OC3MIEKH IEPKABHUX €JICKTPOHHUX iHPOpMALIIHHUX pecypciB. besnexa ingop-
mayii. 2021. Tom 27, Ne 1. C. 27-52. https://doi.org/10.18372/2225-5036.27.15575.

5. Menbhuk O., MenbHUK P. AKkTyanbHicTh 3a0e3nedeHHs KibepceTiiikocTi TenekomyHikaniianx mepesxx JCHC
VYkpaiuu. [lyoniune ynpasnintis y chepi yusiibHO20 3aXUChy: 0Ceima, Hayka, npakmuxa: mamepiaiu Misxcnapooroi
HAYK0BO-NpaxmuuHoi inmepnem-kougepenyii (16 depesus 2023 p.). Xapkis: HYL3 Ykpainu, 2023. C. 274-275.

6. Klimushyn, P., Solianyk, T., Mozhaiev, O., Gnusov, Y., Manzhai, O., & Svitlychny, V. Crypto-Resistant
Methods and Random Number Generators in Internet of Things (I0T) Devices. Cyuachuii cman nayxosux docai-
0oiceHb ma mexronoeit 8 npomuciosocmi. 2024, Ne 2 (20). C. 22-34. https://doi.org/10.30837/ITSS1.2022.20.022.

7. lonepennsik C. B. TectyBaHHS qaT4nKiB MCEBIOBUIIAIKOBIX YHCElN, BOYJOBAaHUX B CMapT-KapTH. Hayko-
emni mexuonoeii. 2020. Ne 3. C. 359-369. https://doi.org/10.18372/2310-5461.47.14934.

8. OcHOBHU KpuIITOTpadiqHOTO 3aXUCTy iH(OPMAIIi: eNeKTPOHHUN HABYAILHUH TOCIOHMK KOMOIHOBAaHOTO
(JIOKANBHOTO Ta MEPEXKHOr0) BukopucTanus [Enekrponnuit pecypc] / SApemuyk 10. €., Caniea O. B., bonaa-
penxo 1. O. Binnums: BHTY, 2024. 139 c.

9. I'matrok C., Cunopenko B., CxypariBcbkuii A. Mojienb ynpapiiHHS BUMOTaMHu KidepOe3neKu mpH BIpO-
BaJDKCHHI MPOrpaMHOTo 3a0e3nedeHHs. Enekmponne ghaxose naykose sudanns «Kibepbesnexa: ocsima, Hayka,
mexuikay. 2025. Ne 4 (28). C. 715-726. https://doi.org/10.28925/2663-4023.2025.28.841.

10. JlepxaBnuii ueHTp KiGepsaxucty JlepkaBHOI CIy)KOH CIELIaIbHOIO 3B’A3KYy Ta 3aXHCTy iHpopmanii
Vkpainu. CraTUCTUYHME 3BIT 32 pe3ynbraramu po0otn CucteMu BUSBICHHS Bpa3lUBOCTEH 1 pearyBaHHS Ha
kiOepiHuuaeHTH Ta kideparaku npotarom 2022 poxy. TLP:WHITE. 2022. 10 c. URL: https://scpc.gov.ua/uk/
articles/233?utm_source=chatgpt.com.

11. CERT-UA. Russia’s War on Ukraine: One Year of Cyber Operations. TLP:CLEAR. 2023. 32 c. URL.: https://
cert.europa.eu/static/ MEMO/2023/TLP-CLEAR-CERT-EU-1YUA-CyberOps.pdf?utm_source=chatgpt.com.

12. Melnyk R., Melnyk O. Improving the Cryptographic Protection of Confidential Information in the
Management of Civil Protection Forces and Means. Bicuux Kpemenuyybko2o HayionaibHo2o yHieepcumemy iMeHi
Muxaiina Ocmpoepadcvroco. 2022, Bumn. 1 (132). C. 108—114. https://doi.org/10.32782/1995-0519.2022.1.14.

13. Chen L., Jordan S., Liu Y., Moody D., Peralta R., Perlner R., Smith-Tone D. Report on Post-Quantum
Cryptography, NIST Interagency/Internal Report (NISTIR), National Institute of Standards and Technology,
Gaithersburg, MD, 2016. 10 p. https://doi.org/10.6028/NIST.IR.8105.

14. NIST Internal Report. NIST IR 8545. Status Report on the Fourth Round of the NIST Post-Quantum
Cryptography Standardization Process. 2025. 34 p. https://doi.org/10.6028/NIST.IR.8545.

15. Pan L., Tomlinson A. A systematic review of information security risk assessmen. International Journal of
Safety and Security Engineering. 2016. Vol. 6, Ne 2. Pp. 270-281. https://doi.org/10.2495/SAFE-V6-N2-270-281.

16. Bappuxk 0., Omipcerkuit 1. 1l Ty4unnit inTenexT: kidepOe3nexa HOBOTO TIOKONIHHA. besneka iHghopmayii.
2024. Tom 30, Ne 2. C. 244-255. https://doi.org/10.18372/2225-5036.30.19235.

17. Rjoub G., Bentahar J., Abdel Wahab O., Mizouni R., Song A., Cohen R., Otrok H., Mourad A. (2023).
A Survey on Explainable Artificial Intelligence for Cybersecurity. URL: https://arxiv.org/pdf/2303.12942.pdf.

18. lleBuyx M.O. AHaJii3 HaIllOHAJILHOTO 3aKOHOABCTBA MPO iH(popMaIliiHy 0e3neky. FOpuouunuil HayKosuil
enexmponnuti acypran. 2025. Ne 1. C. 383-386. https://doi.org/10.32782/2524-0374/2025-1/87.

19. I'enixoB B. 3aranpHuii aHaIi3 HOPMATUBHO-TIPABOBHX aKTIiB y cdepi nudposizaiii B Yrpaini. FOpuouunuii
sicnuk. 2024, Ne 3. C. 54-61. https://doi.org/10.32782/yuv.v3.2024.7.

227

ISSN 2663-5941 (Print), ISSN 2663-595X (Online)



Bueni sanucku THY imeni B.1. Bepnaacbkoro. Cepis: Texniuni Hayku

Melnyk R.P., Melnyk O.H. METHODOLOGY FOR THE ASSESSMENT OF CRYPTOGRAPHIC
STRENGTH AND SECURITY OF INFORMATION AND COMMUNICATION SYSTEMS
UNDER MODERN CYBER THREATS

The article presents the results of a study aimed at developing and testing an integrated methodology for the
quantitative assessment of cryptographic strength and the overall security of information and communication
systems under modern conditions. The relevance of the research is determined by the ongoing military
aggression against Ukraine, accompanied by large-scale cyberattacks targeting government institutions and
critical infrastructure, as well as by the rapid development of emerging technologies, including artificial
intelligence and post-quantum computing. The study highlights the problem of imperfections in the current
regulatory framework for information protection, which does not fully reflect the specifics of wartime and
requires adaptation to new challenges.

The proposed methodology introduces an integral indicator that combines cryptographic, organizational,
technical, and operational parameters into a unified formula. The evaluation is based on the normalization of
key characteristics: cryptographic key length, algorithmic robustness, effectiveness of security policies, level
of physical protection, timeliness of software updates, readiness for incident response, number and duration of
vulnerabilities, and the effectiveness of potential attacks. A scale of interpretation of results is suggested, which
allows defining the security level of the system from low to very high.

The methodology was tested through three scenarios representing different levels of security organization: a
government data processing center, a municipal information system, and a critical infrastructure enterprise under
wartime conditions. The results confirmed the effectiveness of the proposed model and its sensitivity to changes in
key parameters. It was established that the most significant impact on the security level is caused by the timeliness of
software updates, the number and duration of vulnerabilities, and the readiness to respond to incidents.

The practical significance of the study lies in creating a tool suitable for use by government bodies, critical
infrastructure enterprises, and expert institutions for auditing, certification, and the improvement of information
protection policies. The proposed approach can serve as a foundation for updating national standards and
harmonizing them with international requirements, which is of crucial importance in the context of modern
cyber threats and war.

Key words: cryptographic strength, security, information system, cyberattacks, artificial intelligence, post-
quantum computing, vulnerabilities, cybersecurity, information protection, wartime.
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