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ABTOMATHU30BAHA METOJAO0JIOI'ISA MOHITOPUHI'Y
TA KOHTPOJIIO 3MIH Y CEPEJJOBUIIIAX KIBEP®IZUYHUX
CHUCTEM TA POBOTU30BAHUX KOMIIJIEKCIB

Y emammi npononyemucs komn tomepuzosanuil nioxio 00 NOKpauyeHHs 8i0mMeopHSaHoCcmi nodiil ma Kepo-
BAHOCMI BMIHAMU 8 POOOMUZ0BAHUX CUCTEMAX Ma KiDep@izuunux cucmemax. Bin cnpsamosanutl Ha supiuieHHs
npooLem MOHIMOpUH2Y (pasmenmayii npaKkmuxu, I0CYmHOCmMi CMaHOapmMu308aHux npoQiLie aemomamusa-
yii’ ma HU3bLKOI 3aCMOCO8HOCIT MPAOUYTTIHUX PileHb 0TI CePed0sUUA A8MOMAMU3AYIT HA OCHOBI MOOEEl.
Piwenns inmeepye 6azcamoemannuil konsecp 06podxu nodiil iz eubipxosum 300pom, nHopmanizayicio JSON,
KOPEAYIE0 HA OCHOBL NPAGUl Md A8MOMAMU308AHUMU NEPesipKamu YilicHocmi 06 'ekmis Kongicypayil,
O00NOBHEHUMU 3aXUCTNOM KOHpIOeHyitinocmi Konpioenyitinux napamempis. /s 3abe3neuenms ceManmuiHo2o
ananizy nooiu suxopucmosyemocs oumonoeis MITRE ATT&CK, sika 3abe3neuye 3icmasnenus aomiHicmpa-
MUBHUX CYEHAPIIB I3 3A00KYMEHMOBAHUMY MAKMUKAMU Ma Memodamu amaxu. Texnonoeiunuu npoepec nons-
eae y hopmanizayii KOHCeHCycHol MoOeni Oanux ma npoginie agmomamuzayii, Ki NOEOHYIOMb MIHIMATbHO
iHBA3UBHI MemOOU KOHMPONIO 3 ROCIIUHUM MeCmy8aHHAM (NONIMuUKa K koo). Ilpazmamuyuna xopucnicme nio-
MBEePOAHCYEMBCA CMAMUCIMUYHOIO NEPEBIPKOI0: O0CASHYMO NOKPAUeHoi 8UDIPKOBOCTI CUSHANIB, CKOPOYEHHS
cepednvoeo yacy suasnenus (MTTD) ma peazysanns (MTTR), 3HudiCeHHA pU3UKY XUOHONOZUMUBHUX DE3)lb-
mamié ma empam noodiu. Ompumani pes3yromamu 3a6e3ne4yoms Macumadosanicms ma 6I0MeoPO6aAHiCMb
nioxo0y 8 AMIAHUX cepedosuwax (KoHmetiHepusayis ma po32opmarnts cepeicig) bez eniugy Ha 00CmynHicms
BUPOOHUYUX NPOYeCi8. 3anponoHo8anull Memoo niOMpuUMye NOPMAamueHicms Y PO320PMAHHAX 2eMePOSeHHUX
cucmem (systemd/containers) uepesz €Ouni mouku 300py; IHEAPIAHMHICMb 00 OPAUBEPI6 HCYPHANIE BIONOGI-
0ac 3a 1io2o 8i0MBOPIOBAHICMb Y 2emepoceHHux cucmemax. Illomenyian maiubdymuix 0ociodxcensb. adanmueHa
asmomamu3ayis NOPO2OBUX 3HAUEHb (KOHMEKCMHO-3ALENCHA), BUKOPUCTAHHS «YUPPOBO20 OGIIHUKAY OIS
be3neuno2o asmomamu308aH020 mecmyeaHHs.

Knrouosi cnosa: pobomuzosani cucmemu, eemepoeenti cucmemu, CUCmemu ademomamu3ayii, Kibep@izuyni
cucmemu, MOHImopune, inghopmayiina de3nexa.

IMocTranoBka npoodaemu. IlIBraka udposizaris
BUPOOHUIITBA IPU3BEJIA 10 MACOBOTO BIPOBAHKCHHS
Node-RED sk iHCTpyMEHTY IOTOKOBOi OpKecTpa-
uii B poOOTH30BaHUX Ta KiOEp(I3UUHUX CHCTEMaX.
31 30UIBIICHHSIM KUTBKOCTI BY3JIiB, CEPBICIB Ta 1HTe-
rpalliif, a TaKoX 31 30UTBIIEHHSAM JaCTOTH 3MiH KOH-
¢irypamii BUHIKaEe crcTeMHa MpoOiIeMa MiATPUMKH
BIITBOPIOBAHOI CIIOCTEPEKYBAHOCTI Ta KEPOBAHOCTI
3MiH 0€3 MOpYLICHHS TEXHOJOTIYHHUX IPOLECIB.
TpanumiiiHi py4Hi METOIU MOHITOPHHTY Ta ayaHTy
HE € MaclTaboOBaHUMHU Ta HE MOXYTh 3a0€3MeUUTH
moTpedr B €(heKTUBHOCTI, TOKA30BOCTI Ta TOYHOCTI.
Tomy aBTOMaTH3alis € OCHOBOIO IIPOOIEMHU: aBTOMa-
TUYHI 3ac00H A7 300Dy, HOpMali3alii, Kopensuii Ta
iHTepHpeTanii nojil, a TaKoK aBToMaruyHe 3abesre-
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YeHHS IUTICHOCTI 00’ €KTiB KOHIrypartii (daiimoBoro
MIPEJICTABICHHS Ta CHCTEMHHX TapaMeTpiB), sIKi 3MO-
XKYTb IIPALIOBATH Maie B PEXKHUMI peanbHOTO 4acy.

HoBi mnpaBuia Oe3neku BUMaraioTh HE JIMILE
BEJICHHSI JKypHally aJMiHICTpaTHBHUX il (penmary-
BaHHS TOTOKY, PO3TOPTaHHS, 3MiHA TPaB AOCTYITY),
aje 1 MOXJIMBOCTI AJIsl 3a0€3MEUCHHSI aBTOMAaTH30-
BaHUX MNpPOLENyp NEPEeBIPpKU IXHBOI NPaBHIBHOCTI,
BIJICTE)KYBAaHOCTI Ta BIAMOBIAHOCTI HOPMATHBHUM
BuMoraMm [2]. Y 3B’sa3ky 3 nwmm, pimenHs SIEM
(kepyBaHHs iH(oOpMaIi€0 Ta MOMIAMU OC3MEKH)
MTOBUHHI 3a0e3nedyBary: (1) aBTOMaTHYHE BHITY9IEHHS
3HAYYIIUX TIOAI 3 TIOTOKIB JKYPHATIB BEJIHKOTO
o0csTy 31 3MeHIIeHHIM (POHOBUX IOJIiH (TIOKpaIieHe
chiBBigHOIeHHS curHan/mym) [1], (ii) aBroma-
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THYHEe 00’e€qHaHHS Ta 30arayeHHs iHQopmamii [3],
(iii) aBTOMaTHYHE 3aCTOCYBaHHS PABUII KOpeJIsii [ 8]
Ta (1v) aBTOMaTHYHE OMOBIIIEHHS Ta CTBOPEHHSI 0a3u
JTOKa31B IS TTOJAJIBIIIOTO JOCTiHKeHH S [13].

JlomaTkoBy CKIIaHICTh T0/Ia€ HEOOX1AHICTH 31CTaB-
JICHHS TIOJ[i}1 B OTIEpPaTUBHIN PEaNbHOCTI 3 OHTOJIOTIY-
HOFO MOJICJUTIO KJIaCH(iKaIlil Bi/IOMUX TaKTHK 1 METO-
JIiB TIPOTUBHUKA. J[J1sl 1i€1 METH BUKOPHUCTOBYETHCS
MITRE ATT&CK (Adversarial Tactics, Techniques,
and Common Knowledge), sika € 70BiIKOBOIO OCHO-
BOIO UIsl aBTOMAaTHW30BAaHOTO BiHECEHHS TOMIA 10
CIIeHapiiB 3arpo3 Ta MOOYIOBH CIIJIBHHUX MOJITHK
pearyBanus [23]. [HTerpauis onepauiiiHux KypHaiB
3 TAKOIO MOJICILTIO Iepeadayae aBTOMaTu30Bany HOP-
MaJti3alliro, MapKyBaHHS Ta 3BOPOTHE BIJICTEKEHHS
3MiH Yy KOHQITYpaIlisax 00’ ekTiB KoH]ITryparrii.

[IpakTHyHICTh HAYKOBOT TEMHU BUILTHBAE 3 (popma-
mizanii Ta Basigamii e(peKTUBHOCTI METOTUK, SIKI:

— BIPOBA/IUTH aBTOMaTH30BaHy Ta TOJIEPAHTHY JIO
HECTPaBHOCTEH arperamiio Moaiil y po3NOAiICHUX
poOOTH30BaHUX KOMILIEKCaxX Ta Kidep]ismdaHux cuc-
Temax [3];

— 3a0e3MeynTH aBTOMAaTHU30BaHE KepyBaHHA
o0’exktamu koH(irypauii Node-RED (mortoku, o6mi-
KOBi JaHi, MapaMeTpu BUKOHAHHS) 3 MOXIIUBICTIO
BiJITBOPEHHSI TPUIMHHO-HACIIIKOBUX 3B sI3KiB [9];

— BUKOPUCTOBYBATH aBTOMAaTH30BaHY KOPEJSIII0
MOJiH Ha OCHOBI KOMOIHOBAaHMX IIpaBWJI Ta OHTOJIO-
TIYHAX MOJIeNIeld 3 METOH ITOCHIJICHHS 3HAa4yIIOCTi
curnany [16];

— BHUKOPUCTAHHS aBTOMAaTHU30BaHUX TNPOLEAYP
KOH(QITypalii Ta rnepeBipku MpaBwiI 0e3 BIUIMBY Ha
MUTICHICTH BUPOOHWYHX TporieciB [21].

3 mparMaTUYHOi TOYKH 30Dy, IJIOANA TaKHX TOCIi-
JOKEHb TIOTPIOHI JUIsL:

1. cKOpOYCHHS Yacy BUSBJICHHS Ta BUPIIICHHS
IHIUIEHTIB IUIIXOM KOMIIIEKCHOI aBTOMAaTH3alil
orepariiii MOHITOpHUHTY Ta aHamizy [19];

2. TIOKpaIIeHHS JOKa30BOCTI Ta ayUTHOCTI JaHUX
IIITXOM 3aCTOCYBaHHS aBTOMaTH30BaHUX MEXaHI3MiB
BiJICTe)KEHHS 3MiH [9];

3. 3a0e3medyeHHs BiJMOBITHOCTI BUMOTraM Ipo-
MUCJIOBOT KiOepOe3Ieku Ta SKOCTI OmepariiiHoi miji-
TPUMKH O€3 IIKOIU JJISl TOCTYITHOCTI KPUTHUHO BaX-
JTUBHX TOCIyT [23].

TakuM 9UHOM, TTPOEKT XaPAKTEPU3YETHCS SK Hay-
KOBO-TIPAaKTUYHUH, IO TOJIATAE Y CTBOPEHHI aBTO-
MaTHU30BaHOTO METOMY BiJICTEKEHHS Ta yIpaBliHHS
3miHamu B iH@pacTpykrypax Node-RED y pobGoto-
TeXHIYHUX KOMIUIEKCAaX Ta KiOep(i3WaHUX CcHCTe-
MaxX 3 BHUKOPHCTAaHHSM IHCTPYMEHTIB Ta MOJeNen
kinacy SIEM, takux sk MITRE ATT&CK (Macca-
YyCETChKUW 1HCTUTYT TEXHOJOTIYHUX JIOCIIKEHb
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Ta IHKeHepil 3MarajibHUX TAKTHK, METOJIIB Ta 3arajib-
HUX 3HaHb) [1, 3, 6], Mo raparaTyBaTIMe MacITabo-
BaHICTh, Bi/ITBOPIOBAHICTh Ta KEPOBAHY SIKICTh JJAHUX
JUTSL IPUAHATTS MaOyTHIX pillleHb.

AHagi3 ocTaHHiX aocailkeHb i myOmikauiii.
PenieH3oBaHi XKypHamu Ta ODISIU 3 TPOMHCIOBOL
CHUCTEMHOI 1H)KEHEepil NpoTrpamMHOro 3a0e3NeueHHs
Ta KibepOe3nekn BU3HAIOTH 3POCTAOUY BAKIUBICTH
aBTOMaru3amii aus 3a0e3leueHHs CIOCTEpexyBa-
HOCTI Ta YIPaBJIiHHSA 3MiHAMU B CEPEIOBHUILAX OpKe-
crpauii, Hanpukinaa, Node-RED y kiGepdiznunnx
cucremMax Ta podororexHimi [15]. OcHoBHa yBara
MIPHUITSAETHCS TIEPEXOY BiJl pYYHHUX MPOIIECIB ayIuTy
JI0O aBTOMaTHU30BaHUX KOHBEEPIB 300Dy, HOpMaUTi3aIlii,
KOpeJsIii Ta iHTeprpeTarii moii, a TakoX KOHTp-
OJIIO IITICHOCTI KOH(irypauiiHux 00’€KTiB 3a J1010-
MOror aproMarusaiii. HesBakaroum Ha 3HAYHUUN
Mporpec, OIS JIITEpaTypu BUSIBIISIE Pi3HI BIAKPHUTI
MUTaHHS, SKI TEPenIKo/PKAITh MaciTaboBaHOMY
BIIPOBAHPKEHHIO aBTOMAaTH30BaHUX ITiAXO/IIB y BUPOO-
HUYUX CLEHApisiX 3 BUCOKUMH BHMOTaMHM 10 Oe3rie-
pepsHocri [10].

Cuctemu SIEM (cucremu ynpasmiHHS iHpOpMa-
LI€I0 Ta MOAISIMU O€3MeKH) TPATUIIIHHO MO3HUIIOHY-
IOTBCS SIK SIIPO aBTOMATHU30BaHOI KopessiLii Ta 300py
noAii y posmomineHux cucremax [14]. ITomepenni
JOCHIJKEHHS ICMOHCTPYIOTh PO3IIUPEHUH CHHTaK-
cU9IHMH aHami3 xxypHariB OC, maCHCTeM JOIaTKiB Ta
MEpEeKEBUX JIaTYMKIB, a TAKOX aBTOMAaTH4HE 3aCTO-
CyBaHHS MpaBWJI Kopelsiii Ta cropimeHs [8]. Tum
4acoM OIIBIIICTD PILlIEHb CTOCYIOTHCS MO CUCTEM-
HOTO piBHS Ta HE BPaXOBYIOTh CEMAaHTHKY MOJIEIBHO-
OpIEHTOBAHOTO CEpEeIOBHINA aBTOMAaTH3allii (HampH-
xian, Node-RED): ix mii agmiHicTpyBaHHS, MOIENI
OTIePaTUBHOTO PO3TOPTaHHSA Ta (PyHKIT mpencTas-
neHHs koH$irypamii [20]. Lle mpu3BoauTh 10 HEmO-
CTaTHbOI aBTOMAaTHU30BaHOI BUOIPKOBOCTI (HEmOCTaT-
HbO BHUCOKOTO CITIBBIJIHOIIEHHS CUTHAJI/IIyM) Ta
py4HOTO 30aradeHHsl TMOJi 3MiCTOBHOIO iH(pOpMa-
miero [13].

Jesxi mpoOiieMu 1ie HE BUpIIIEHi: BiJICYTHICTh
CTaHIAPTU30BaHUX  aBTOMAaTH30BaHUX  LIAOJIOHIB
Ui BUOOpY TMOMil, HOpMamizawlii Ta CeMaHTHYHOTO
30araueHHs B pamkax Node-RED y mpommucnoBux
cepenoBumiax. Lle moB’s3aHO 3 Opi€HTAIlI€I0 HA YHI-
BepcanbHIiCTh iHCTpyMeHTy SIEM Ta HemocTaTHROIO
(hopmaurizariero Mosieni 06IacTi Mo i A1 MOJETTbHO-
OpIEHTOBAHUX JIAHITIOTIB 00pOOKH aHuX [8].

[pouenypu 6e3nexu Node-RED omucyrors, sik
peeCTPYIOTHCS TOJIIT aAMiHICTpYBaHHS (peaaryBaHHs/
3allyCK TIPOIECiB, 3MIHM TamiTpH, goctym g0 API
anmiricTparopa) [4]. OmHak OLTBIIICTH OIMKCIB TOBO-
PSATH PO «MOXKIIMBICTBY BEIEHHS KYpPHAILY, & HE PO
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Tabmuus 1

IlopiBHAHHSI OCHOBHHMX HANPSAMKIB Po00TH

Hanpsimok gocaitkeHHst MeTta aBTromaTu3auii

Knrwouosi Mexanizmu

Hepupimeni npodaemu
aBTOMAaTH3aNil

SIEM y npoMuciiopomy
CepeIoBHIIT

IToOynoBa aBTOMaTH30BAHOTO
KOHBeepa: 30ip —
HOpMaJi3amis —

KOPEJSAIist — CHOBILICHHS

3 MOKpAIeHUM
CIIIBBIJHOLIEHHSAM CUTHa/

¢don

ABTOMaTH30BaHU# po30ip/
yHi]iKaIlis )KypHATIB, PpaBUIIA
KOpeJsiii, 30aradeHHst
KOHTEKCTY, TPUTePH CIIOBIIIIEHb

HenocraTtHs ceMaHTHKa JOMEHY
st Node-RED; Hemae TumoBux
ABTOMAaTHU30BaHMUX MPOQITIB s
CepeIoBHIIIa aBTOMATH3AIlll Ha
OCHOBI MojeTIeit

ABTOMaTH30BaHE
BUJIy4EHHs Ta 00'€ THaAHHS
aJIMIHICTPaTHBHUX

HOJiif i3 TapaHTOBAHOIO
imeHTH]IKAIIIERO JpKepera

Aynurt Ta xypHaiu Node-
RED

Oinerpanis 3a_ SYSTEMD
UNIT, aBTomaTn3oBaHa
Hopmautizaitist JSON, y3romkeHa
cxema IoJIiB

OparmeHTalis MpakTHK (systemd/
KOHTEIHEepH); BiJICYTHICTh
BIITBOPIOBAHOTO aBTOMATH30BAHOTO
300py mpodini/reHeparii cxem

ABTOMAaTH30BaHUI

KOHTPOJIb LIJTICHOCTI
KoH(irypauiiHux cyTHOCTEH
3 nudepeHIiioBaHIM
BIZICTE)KEHHIM 3MiH Ta
3aXHUCTOM 3aXHUIIEHUX

FIM nns cytHocTel
koH(irypanii Node-RED

report_changes, whodata,
nosiTuka npuxoByBaHHs (nodiff),
MEXaHi3MHU aKTHBallii Ha OCHOBI
ITOii

3MiHHICTD Y 30epiraHHi 3axXHIICHUX
3MIHHHX Ta IUIXiB; MOTPiOCH
€IMHUN aBTOMATH30BaHUU MPOQiib
FIM n1s npsiMOro po3ropTraHHst
oOagHaHHs Ta KOHTCHHEPIB

3MIHHUX
CemaHTHYHA ABTOMaTH3aIlis IPH3HAYCHHS
Bigmosiguicts Ha MITER | moaiit onTomorii
ATT&CK / ATT&CK mns | kmacudikarii 3arpo3
ICS

IIpaBuia xopensuii, OHTONOTIYHI
BiAITOBITHOCTI

BincyrHicTs my6nivHEX HabOPIiB
nanux Node-RED; neoOximni
ABTOMATU30BaHi MPaBUiIa TIEPEBIPKU
SIKOCT1

besnepepsHa nepesipka
(TTomiTHKA SIK KOJT)

ABTOMaTH30BaHa MepeBipka
TIpaBHJI/ JeKoziepiB 6e3
BIUIMBY Ha JOCTYIHICTh
(CI/CD pnst momiTHK)

OdumnaitH-TecTH )XypHAaIiB,
TECTOBI BEKTOPH, perpeciiiHuii
KOHTPOJIb, METPHKH CTa01TFHOCTI
poboTu

Pozpus mix SRE/DevOps

Ta Oe3MeKO0; BiZICYTHICT
CTaHIAapTHUX TpodiiiB
aBTOMATHU3alil mporecy Bamiganii

ABTOMaTH30BaHE
Y3TOJKEHHS JKeper Mozt
Ta KOHTYPIB KePyBaHHS B
3MIIIAHUX CEPEeJOBUINAX

OnepariiiHi Mojemi
(systemd mpoTu
KOHTEWHepHU3aIlii)

VYHidiKoBaHI JAHIFOKKH
300py JaHHX VIS CEPBICIB
Ta KOHTEHHEPIB, MO THKH
MOHTYBaHHS /IaHUX

PizHopigHicTh popmariB
BOIiB/’KypHAIiB; HEOOXiTHI
CTaHIAPTHU30BaHi MAaOIOHN
ABTOMATH30BaHOI iHTErpamii

ABTOMATH30BaHi NPOLECH MEPEeCHNIaHHS LUX MOJiH
1o SIEM i3 3a0e3reueHor0 1IeHTU(IKAIIEI JKepea
(cepBicHUE OIIOK), Y3TO/PKEHUMH iJIeHTU(IKaTOpamMu
BY3JIiB Ta aBTOMaTHYHOIO HopMaJizamiero JSON [7].

BinkpuTiM mUTaHHSIM 3alUIIAETHCS yHi(ikoBa-
HUH, BIATBOPIOBAHHWI Ta aBTOMAaTH30BAHUU IPOLEC
00poOKM JaHuX BiJ KypHatiB journald/service a0
yHidikoBanux noaid SIEM 3 €1nHOI0 cXeMOIO MOIIiB.
Ile moB’sa3aH0 3 (pparMenHTariero mpakTUK (TpsAMe
posropTaHHs o0agHaHHA, systemd-cepBicu, KOHTEH-
Hepu3allisi), pi3HUMHU piBHAMHU (opmamizarii momin
Ta BiJICYTHICTIO €IMHUX MPO(DITiB aBTOMATH3AITIT 115
PI3HUX MiJXOJIB JI0 po3ropTaHHs [6].

BukopucTaHHs 3 MOHITOPUHTOM IIUTICHOCTI (haii-
niB (FIM) nemoHCTpye TepeBipeHi METOIH BHSB-
neHHss Momudikariii KoHQIrypamiifHUX CyTHOCTEH
(moToKOBHX (paiiTiB, OONIKOBUX JaHUX, MapaMeTpiB
3amycky). [lepeBaroto Takux mporpam € aBTOMaTHYHE
CTBOpeHHsSI po3yMHUX BinMmiHHOcTel (diff), mpusHa-
YEeHHS TIOJIITHK «XTO/KOJH/IIO» Ta TPUXOBYBAHHS
IUISL TIPUXOBAHUX 3MIHHUX. AJIe € IesiKi 0COOTHUBOCTI

Node-RED: po3nineHHsi MOTOKOBUX AaHUX Ta MpH-
XOBaHUX 3MIHHHMX Ha OKpeMi (ailiii, BUKOPHCTAHHS
3MIHHHUX CEpEeNOBHINA, KOHTEHHEPH 3 JOCTYIIOM [0
karanory /data sk 70 3MOHTOBaHOTO ToMy [9].

[Ipobrema cribHOTO aBTOMATH30BaHOTO TIPO]LIIO
FIM s Node-RED, sikuii 3a0e3mnieuye nudepeHtiiiio-
BaHE BiJI0OOpaKEHHsI 3MiH Ta O€3IeKy 3aXUILCHUX 3MiH-
HUX Y PI3HUX CepeIoBHINaxX po3ropTanns (systemd Ta
KOHTEHHEpH3allis), 3aIHIIAETEC HEeBUpimieHor. Lle
TTOB’13aHO 3 BiZIMIHHOCTSIMH Y TIPEICTaBJIeHH] (paiiiB,
Bi]MIHHOCTSIMU B TIPaKTHKaxX 30epiraHHs 3aXUIICHUX
3MIHHUX Ta FOPUAHUM PO3TOPTAHHSIM, JI¢ BAXKKO Kila-
cuikyBaTn aBTOMaTU3AIIIIO.

MITRE  ATT&CK  (Adversarial  Tactics,
Techniques, and Common Knowledge — myOmiuna
0a3a 3HaHb MPO TAKTUKU Ta METOAM 3JI0BMHUCHHKIB,
po3pobnena  MaccauyCeTChbKUM — TEXHOJIOTIYHUM
THCTUTYTOM) BHUKOPUCTOBYETHCSI TIEPEBAXKHO LIS
OIMCY TIOBE/IHKOBUX aTpuOyTiB. Y JiTeparypi omnu-
CaHo, SIK 3ICTABUTU MEPEXKEBY Ta CHUCTEMHY AKTHB-
HICTh 3 TaKTHKaMH/METOaMH, aje Maibke HeMae
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nyOmiKamiid mpo Te, K aBTOMaTH3yBaTH 31CTaBICHHS
nofiit anminicrparopa Node-RED 3 onTonoriero kia-
cudikanii ATT&CK (Bxitouno 3 ATT&CK aist ICS)
3 ypaxyBaHHAM 3MiH KOHQITYpamiifHuX CyTHOCTEH Ta
JHIA TTPOMHUCIIOBOTO BIIPOBaKEHHS [16, 23].

[IpoGnema cTBOpEHHSI aBTOMaTH30BaHOTO, 3aCHO-
BaHOTO Ha IMpaBWJiax a0 KEPOBAHOTO JaHWMHU IIPO-
necy kinacudikaiii momaiii Node-RED 3 0008’ s13k0BUM
KOHTPOJIEeM  SIKOCTI  (TOYHICTH/TIOBTOPHICTB)  Ta
MTOCTIHHOIO TIEPEBIPKOIO PE3YIBTATIB 3aIUIIAETHCS
BiIKpUTOIO. [IpH4mMHOIO € BIACYTHICTH IMyOMiYHUX
HabopiB maHux npo mofii Node-RED mins nepesipku/
HABYAHHS Ta BIJICYTHICTh YITKOCTI IIO0 CTaHIAPTH-
3allii ceMaHTHUKH TOJiH 1i€l iardopmu [21, 22].

VY KUIBKOX CTarTsX OOrOBOPIOETHCS IpoliIeMa
tectyBanHs SIEM-nexoziepiB Ta mpaBuj Ha MITYYHI
TOJIi1, ajie aBTOMaTHU30BaH1 METOH TECTYBaHHS 00TO-
BOPIOKOTBCS €IM30[IMYHO. Y3TO/KEHHS CKOPOYCHHS
9acy MPOCTO 3 BUMOTOIO MEPiOJIMYHOTO aBTOMATH-
30BaHOT0 KOHTPOJIIO KOPEKTHOCTI KOH(]irypamiidi He
BPaXOBY€ETHCH.

Pimenns 3mimanoi aBTomMarm3ariii 6e3mepepBHOI
Bayimamii (IMoJyiTHKa SK KOA) 3 BUMIPIOBAHUMH CHT-
HaJIAMH SIKOCT1 Ta BIUIUBY Ha JOCTYIHICTb € BiAKpH-
TOIO MPOOJIEMOIO Yepe3 HEBIAMOBIAHICTh MIXK HpaK-
THKaMu Ta 3acobamu koHTpouito Oesneku SRE (Site
Reliability Engineering) tTa DevOps (Development
and Operations), a TakoX BiJACYTHICTb E€TaJIOHHHX
npo¢idiB aBTOMAaTHU3aIil JJIs CePEeIOBHIN aBTOMATH-
3arii, kepoBaHux Mojesmu [19].

[loemHaHHs BUSBICHUX MPOTAJIMH CBITYUTH TPO
HEOOXIiHICThL aBTOMATH30BAHOTO, MaJIOIHBA3UBHOTO
Ta BIATBOPIOBAHOTO PIMICHHS, SIKE:

1. cTBOproe Hackpi3HHWH KoHBeep moxid Node-
RED Bin xxypHaiiB obciayrosysanns 10 SIEM 3 aBro-
MaTHUYHOK HOPMAJTI3aIli€l0 Ta IMiIBUIICHO BUOIPKO-
BiCTIO (TIOKpalleHe CHiBBiJHOMICHHS CHUTHAI/IIYM)
[1,3];

2. aBroMatusye npodimoBanas FIM mns crena-
piiB systemd Ta xoHTeiHepu3aii (3 nudepenmiiona-
HUM BiZJOOpaXCHHSM 3MiH Ta 3aXHUCTOM 3aXHIIECHUX
3MiHHUX) [6, 9];

3. 3abe3nedyye aBTOMATUYHY KOPEJSIIIO JaHUX
3 ontojnoriero knacudikamii MITRE ATT&CK/
ATT&CK s ICS [16, 23];

4. 3a0e3redye aBTOMaTHYHY Oe3IMepepBHY Iepe-
BipKy TpaBHJIa Ta JeKojepa 0e3 IIKOAU JUIsl JOCTYII-
HOCT1 BUpOOHUYOTO cepBicy [8, 21].

MocranoBka 3aBmaHHs. MeTOO J0CIIHKEHHS
€ TeOpeTHYHE OOTPYHTYBAHHS Ta (hopmMatizarlis aBTo-
MaTH30BaHOTO METONMY CIIOCTEPEXEHHS Ta YIpaB-
niHHs 3MiHaMu s cepenoBuin Node-RED y pamkax
POOOTOTEXHIYHUX KOMIUIEKCIB Ta KiOephiznyHux
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cUcTeM 3a JioromMoroto iHcTpyMmeHTiB SIEM (Security
Information and Event Management). Iligxin BKiIO-
Yyae aBTOMAaTH3AIliI0 Mporiecy «30ip — HopMalizallis
— KOpeJllis — IHTepIpeTalis» IHIUACHTIB, aBTO-
MaTHU30BaHUI KOHTPOJIb LUTICHOCTI 00 €KTiB KOH(i-
rypauii (FIM) Ta aBToMaTH30BaHy KOpEISIiO 1HIIU-
JICHTIB 3 OHTOJOTi€l0 Kiacudikarii 3arpo3 MITRE
ATT&CK (Adversarial Tactics, Techniques, and
Common Knowledge). HaykoBa iHHOBaIist moJsirae
y I0Oy/I0B1 y3TOKEeHOT MOAE1 AaHUX Ta [IPABUIL, SIKa
3a0€3IeYnTh BiJITBOPIOBAHICTh, MaCIITA00BAHICTh Ta
MOKPAIICHE CIIBBIIHOIICHHS CUTHAJ/(OH y BUPOO-
HUYOMY CepeAOBHUII Oe3 MOpyIIeHHS TEXHOIOTIIHIX
mporieciB. Lle 103BOMUTH BIPOBAIKYBAaTH B peaib-
HUX YMOBaxX aBTOMAaTHW30BaHI Ta HEIHBa3WBHI Tpak-
TUKW MOHITOPHHTY, ayJUTy Ta KOHTPOIIO LUTICHOCTI
B 3MIIIAaHUX PO3rOpTaHHAX (Systemd/KoHTeiHepH),
smeHmuTH MTTD ta MTTR, 30ararutu 6a3y nokasis
JUTSL aHaJi3y 1HITUACHTIB, 3a0€3MEUNTH JOTPUMAHHSI
HOPMAaTHUBHUX TIOJIOKEHb Ta 3a0€3MeUnTH CTaOLIbHY
poboTy 0e3 T0IaTKOBUX MPOCTOIB.

Buknaa ocHoBHOro marepianay. ApXiTeKTypHa
MOJIETIb aBTOMaTH30BaHOTO CIIOCTEPEKEHHS. 3arpo-
MOHOBAaHO OaraToOpiBHEBHH LUK YHPaBIiHHS ITOJi-
stmu (puc. 1), ne 6a30Bi ypHaau BUKOHaHHS Node-
RED aBTOHOMHO peIUTIKYIOTBCS dYepe3 3aXHIIeHHN
cerMeHT Mepexi o sapa SIEM; mporecu aBroma-
THU30BaHOI HOpMai3awii, Kopemsii, ceMaHTHYHOTO
3iCTaBJICHHSI 3 OHTOJOTIYHOIO MOJEIIII0 3arpo3 Ta
reHepaiii iHIUACHTIB BiAOyBaroThCs Ha piBHI SIEM.
BbararopiBHEeBEe pPO3MOMIICHHS € JIOTIYHHM Ta y3TO-
JDKYETBCA 3 Tally3eBUMH npakTukamu (piBHI LO-L4),
10 3MEHIITY€E TIEPEIIKON Y BUPOOHHIITBI Ta BiJITBO-
PIOBaHICTh JiM TiJ Yac eKcIuTyaraiii. ApXiTeKTypa
yCyBae (pparMeHTAIli0 TIPAKTUKU Ta 3a0e3Meuye €1u-
HUAW aBTOMAaTU30BaHUH Tpodisib 0OpOOKH MOmiH 11
PI3HHX CTpareriit posropranus (systemd/containers).

Hus incransaniit Node-RED sk cepgicy systemd
BUKOPHCTOBYETHCSI aBTOMAaTHYHHI 301p moaiid 6e3mo-
cepennbo 3 journald 3 ¢insrpamiero 32 SYSTEMD
UNIT=nodered.service [1]. Takuii BuOiIp 3HAYHO
3MEHIIy€e 00csAT (POHOBHX 3aIHCIB 1 TepecuiIac JINIIe
BakuBi romii 3 cepemoBumia Node-RED mo SIEM,
MOKPAITYOYH BHOIPKOBICTh 1 CTaOIIBHICTE JDKEperna
0e3 py4HOro «BiACIFOBaHHSD IIYMOBHX MOAIM. Pe3yib-
TaTOM € TOKpallleHEe CITIBBIAHOIICHHS CUTHAJ/(POH
1 3MEHITIeHa 3aTPUMKa TOCTABKH TOiH, IO € BUMO-
TOI0 JUIsl IOAAIIBINOI aproMaTm3arii kopersii. [lomii
aynuty Node-RED renepyrorscs y ¢popmati JSON; ix
po30ip gocsraeThess BOyA0BaHUM JiekojepoM Wazuh
JSON 3 nouarkoBUM BUIAJICHHSIM MpediKciB cepBicy
(mampuxman, [audit]) 3a q0MOMOror0 MOMEPETHHOTO
3icTaBieHHS. B pe3ynbTari BCi BaXKJIMBI ITOJS TOIH
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Puc. 1. BararomapoBa cxema KepyBaHHs MOTisIMH

OITHAKOBO MPEACTABICHI MEXaHi3MaM KOPEJIAIii B YHi-
(hikoBaHOMY BHIIISIZI, IO YCYBA€ BiJICYyTHICTh CIILJIb-
HO1 CXEMH T0J1iB 1 MiHIMi3y€ py4Hi IEpEeTBOPEHHS, 1110
BIJIKPUBA€E HUISAX JUIsI aBTOMAaTUYHOTO CEMaHTHYHOTO
anamizy [4, 7]. JlokanpHi nmpaBuia po3poOieHi Juist
imenTuikanii moxmii posropranHs moToky (flows.
set), mommdikamii mamiTpm (nodes.install/remove)
Ta aHOMaJiil 4acTOTH (KiIbKa PO3TOPTaHb 3 OAHi€i
[P-ampecu mpoTSIroM OOMEKEHOrO TEpiofy 4acy).
Ile mO3BOJsIE aBTOMATUYHO BHUSBISATH I[iKaBl aami-
HicTpaTuBHI clieHapii 0e3 HeoOXiJHOCTI BTpyYaHHS
oreparopa, 110 MePEeTBOPIOE PyUHHUH ayliuT Ha aBTO-
MaTUYHUI PEKUM 3 KEPOBAaHMMHU YMOBAaMH 3aIlyCKy,
poOJITYM CHUTHAIIM OUTBII PENIEBAHTHHMHU, a IXHIO
JIOKa30BIiCTh — Kpaiow. Bu3HaueHo HaOip IIILOBUX
CyTHOCTEH KOHQITrypauii [y BiATBOPIOBAHOCTI CHC-
TeM: Torooris motoky (flows*.json) — BimMiHHOCTI
BMmicty (diff), 3axmmeni 3minni (flows cred.json) —
3a0opona Ha po3kpuTTs (depes nodiff), momitruka 6e3-
MIEKU Ta BEJCHHS JKypHally (settings.js) Ta KaTajloru
MPOEKTIB, Ko B pexkumi [Ipoextn (Git). Realtime,
report_changes Ta whodata yBiMKHEHO Jyis aTpuOyIIii
3MiH 32 MPUHITATIOM «XTO/KAM/KOJIM» JIJIsI BCIX IUTHO-

BUX TPYIL.

s 3amobiranHs perpecisiM Oylno BUKOPHUCTaHO
wazuh-logtest, sikuii 103BOJIsIE aBTOMaTHYHO TECTY-
BaTH JICKOJICpH Ta MpaBuia Ha 3paskax mofmiit (CLI/
dashboard/API) 0e3 mnepe3amycKy NpOXyKTHBHUX
cepBiciB, o GhopMye Oe3mepepBHUI IIUKJT AaBTOMATH-
30BaHO{ Bajijarii, 3MEHITYIOUYM Yac pydHUX TEpeBi-
POK Ta PU3UK «TUXOT0» OJIOKYyBaHHS IPOIIECIB.

OTtpuMaHi HayKOBi pe3y/IbTaTH Ta OMKCH HACIIIKIB

1. Tlokpamiena BUOIPKOBICTH CHUTHaIy. 3acTOCy-
BanHs Qinsrpanii  SYSTEMD_ UNIT pa3owm i3 HOp-
marizamiero JSON cyBopo Bumasnse HeiHPOpMATHBHI
3aIyCH, MO0 OOTPYHTOBYE MOKPAIICHHS CITiBBiIHO-
LICHHS CUTHAJ/(OH.

2. TloBTOproBaHiCTh aIMIHICTPaTHBHUX CLEHApIiB.
JloxanbHi nomituky 171 flows.set Ta nodes.install/remove
3a0e3MeuyIOTh CTPYKTYPOBaHy IHTEPIIPETALIiO MO/ Ta
I30JIAIIIF0 TECTOBOTO PO3TOPTAHHS, 10 OOTPYHTOBYE TTiJI-
BUIIICHHS TOYHOCTI BUSIBICHHS 3MiH CTAQHY CHCTEMHU.

3. BiacrexxenHs KoH}irypaumiiHUX CyTHOCTEH.
report_changes/whodata/nodiff ~ BukopucTOBY€THCS
JUISL BIJICTEXKEHHSI 3MiH KOHTEHTY Ta aTpuOyIii 3MiH
0e3 PO3KPHTTSI 3aXHUIICHUX 3MIHHUX — OIIHC BILJIHBY:
PO3MINICHHST PEXHUMIB TPEACTABICHHS s IyOid-
HUX/3aXUIIEHUX CTPYKTYP.
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HNanulor obpobkm nogii: settings.js -+ journald -+ Agent -+ Decoders - Rules - Indexer = S0OC

Anminictpatop / Admin UL/

T~
settings.js = adminAuth: =
type: "“credentials”
[Bxip, {credentials) Ta agMiHiCTpaTUEHI JJ.iTj . users: [{ username:“admin®,
password:“<bcrypt=>",
permissions:"*" }]

MNnaTdopma BizyaneHoro nporpamyea HHﬂ)
I ) ) . settings.js = logging.console: B
MeHepauin |SON-noaild ayauty 3 npedikcom "[audit]” ' levelinfo". metrice-false, audit-true
systemd-journald
{_SYSTEMD_UNIT=nodered.service)
(33xonneuuq KOHCOMNLHOMO BUBOAY = MYPHIN nop,iu'-l]
Wazuh Agent
(/varfossec/etcfossec.canf)
<localfile>
<location=journald </location >
[Hu‘raHHﬂ journald 3 chinsTpom "noderem.ser\ricesi} - <log_format>journald<flog_format>
<filter field="_SYSTEMD_UNIT">* nodered\.service$</filter>
<flocalfile>

[I‘Iepenaqa 3anucie Ha p,enop,yaauunj

dekoaepu Wazuh
(0200-nodered_decoders.xml)

[Binﬁip 33 program_name: nod&red|noderedj

<decoder name="nodered-base">
<program_name>node-red|nodered<fprogram_name>
</decoder>
(prematch "[audiths+" Ta jSON_Decoder} q:iE;?S:tr;na;gire;_%ii;f],::i‘;tjion =
<prematch>\[audit\)\s+</prematch>
<plugin_decoder=)S0ON _Decoder<{plugin_decoder>
</decoder=>

Kopendauis Ta CeMaHTHYHe BiflHECRHHA
(npaeuna, MITRE ATT&(CK / ATT&CK for ICS)

nodes.installfremove, JacToTHI aHoManii

¥

[Knacwrpi KaUiA Noaid 3a OHTONOr e A'ET&CK)

[J'IOKBJ’II:Hi npaeuna: flows.set, ]

Indexer / Dashboard/

AocTyn Ao yHigikoBaHUX noain

[ﬂ)opmyaauuﬂ Ta 36epexeHHA anep'ra;j

AHaniTuk / SQC/

NoLWyYK Ta aHaniTuka
[

®

[Bizyani 3auis, CHOBiLLI,eHHﬂ,]

Puc. 2. Jlanutor o6podxu moxiii
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LinboBuii Ha0ip KoH(Irypamii Ta MoToKiB

Ta0mums 2

XOCT, IPUCTPIi,
ineHTudikaTop
KOPHCTYyBa4a, 30Ha

OpOTATOM 5 XBUJIUH

MIPOTPaMH);
[owarkoBwmii focTyn/
BUKOHAHHS, 3aJI)KHO
BiJl KOHTEKCTY

Jxepeno noaii [puknax gexonepa/ [paBuno/ xkopeasiuis TakTnka — TexHika Jlist opkecTpyBaHHS
(OT/IT) HOpMaJlizaTopa (npukJax) (ATK&CK pas ICS) (mpuKJIan)
Linux journald Cucremuuid )xypran/ | sudo 6e3 no3Boiy + 3mina | Eckanarist npusineis | ABro3asnanus B ITSM,
(OT-xocT) JKypHaI — IO KOHQIrypamii ciryxom — TO0811 (3mina crnosimenus SOC/OT,

THMYacOBE BUMKHCHHS
JIOCTYITy KOPHUCTYBaviB

Kypuan nomiit
Windows (HMI/
IH)KEHEepHa CTAHIIis)

WinEvent — mosst:
EventID, LogonType,
KOPHUCTYBad, XOCT

AHOManpHUH THI
BXOJly B CHCTEMY BHOYL
+ migo3pinuii 3amyck/
3yITHHKA CITy)KOH

Jlarepanbuuii pyx —
T0866 ([lucranuinini
nociyru); [logarkoBuii
noctyn — T0822

CTBOpCHHS 1HIUICHTY,
ONIOKyBaHHS CeaHcy
yepe3 AD, noBijoMIICHHS
YeproBoro

MapLIpyTU3aTOP

Hopmadizanis: ifName,
src/dst, mpaBuII0

MIDK30HHOMY KaHau +
cruieck Tpadiky

3axucty — T0809;
Excoinprparis —
T0842

Cepsep OPC UA Aynnt OPC UA — nis, | 3miHa By3na [oripmmT kepyBanHs | KHomka 3ynuHKY 3
(aynmut) ineHTudikaTop By3na, |KoH}irypamii 06e3 nporecom — T0831; M’SIKOFO JIi€10: IOBITOMHUTH
KOPHCTYBa4, CTaTyC OTOJIOLICHOTO BiKHA ITpurHiTUTH QYHKII0 | TEXHOJIOTra, 3AMOPO3UTH
00CITyrOBYBaHHS pearyBanHs — T0814 | posropraHHs, BUMaratu
CXBaJICHHS
HMI/SCADA Kypnamm — TlocnimoBHiCTB: OyHKIis OmoKyBaHHS | 30UIBIINTH IPIOPUTET
(crioBitenHs/ 00'eHaHHS: BIAXWJICHHS mapameTpa | Bigmosigi — T0814; IHIIWACHTY, BUMAraTu
KypHaIN) Ter, TPUBOTa, — BUMKHCHHS 3MiHa JIOTiKK JPYTHi MiAnKUC, 3B0OPOTHUH
HiTBEPIKSHHS, cUrHamizarii — 3MiHa kepyBaHHs — T0839 3amuc y KypHaii
oreparop 3a7aHOTO 3HAYCHHS
PLC/RTU (mporpamui | XKypnanu 3 Bussneno 3aBantaxenus | Buxonanus — T0853 | CtBoputu 3amuT Ha
noii) MpOrpaMHoTl iHKeHepii / | HOBOT Jioriku Oe3 (IIporpamoBana 3MiHH, 3a0JI0KyBaTH
BepcionyBanns CYIIPOBITHOTO norika); 30epeKeHHs MOATBIII 3MiHHU JIO OTJISITY,
izeHTH(IKaTOpa 3MIHA — T0857 MIOBIIOMHUTH BiATIOBINAIBHY
ocoly
ITpomucnosuii nutro3/ | Syslog/Netconf — 3mina ACL y VXUICHHS Bij ABTOMaTHYHA reHeparist

KBHUTKIB, THMYaCOBE
BiJIKaTyBaHHS
noriepeasoro ACL,
CHOBIIICHHS PO MEPEKEBI
KOMAaHTH

KOHQITyparis)

aJMiHICTpY-BaHHS

— HaJaTH IpaBa —
BUMKHYTH KypHaJ

Big 3axucty — T0829

Mepexesuii Tpadik DPI/meranani (IPFIX/ | HoBuit ronoBHnit Jickasepi — T0846; Tpurep NDR, crioBinieHHS,
(SPAN/TAP) NetFlow) npuctpit Modbus/TCP, | biunuit pyx — T0865 | po3ciigyBaHHs 3 BUTSITOM
110 TIeperIsiaac gaHi 3 PCAP
HECTaHJIAPTHOTO XOCTa
IDS/NDR (cerment JSON cnosimennst — | [loBropHumit mianmc Ha 36ip/ ABTOMaTHYHE BU3HAYCHHS
oT) monst: sig_id, dst, proto | Mibk30HHOMY KaHasi + KomannyBanHs Ta MIPIOPUTETIB CIIOBILICHbD,
HEOYiKyBaHOI BIAMOBIAI | KOHTPOIB (3aeKHO Bif | 00'enHanus noxaii SIEM,
i JITHCY ) eckananis L2
FIM (Byzmu OT/IT) Xemy/musix/ 3MiHa KirodoBoro 6;1oxy/ | B — T0805 bnokyBaHHs po3ropTaHHs,
mporec — crenapito B cermeHTi OT | (Manimymsist 3asBKa Ha aHaJi3
HOpMaizawis: Qai, 1o3a poOOYNM BIKHOM KOHTPOJIEM); po36iXKHOCTEH,
Xelll, aKTOp HanonerusicTs TIOBIIOMJICHHSI 4Y€PTOBOTO
Jii agminicTparopa Aynut nogiit SIEM/ Cepist: cTBOpUTH [MinBumenns npusineiB | Heraiine ckacyBaHHs npas,
(RBAC/ CUCTEMHOIO 00JIIKOBUH 3aII1C — T0890; Yxuneuus nosigomiienHs CISO/

4eprosoro ogimepa,
BHMOTa 11010
0OTpYHTYBaHHS
noctdakTym

4. OmepamiiiHa THYYKiCTh. Y3rojpkeHHs FIM
3 KOHTEHHEPOM/IaHUMU T030aBJII€ 3aJICIKHOCTI BiJl
KOHKPETHOI'O JipaiiBepa Ta (opmary KypHasy, CIIpH-
SIFOYM HATIHOMY aBTOMAaTH30BaHOMY MOHITOPHHTY

B T€TEPOreHHUX 1HPPACTPYKTYypax.

5. 3HWKEHHA OmNepauidiHuX pHu3uKiB. wazuh-
logtest 103BOJISIE TIPOBOJMTUA ABTOMATH30BaHE IPH-
WMalbHE TECTyBaHHA 0e3 IepepuBaHHS OOCIyTo-
ByBaHHs, 3MeHuIyoun MTTR 3aBasku mBuakomy

BHSIBIICHHIO TTIOMHJIOK TOJIITHKHU.
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OOMexeHHsT JOCHIKeHHS (U1 TPaKTHYHOTO
3aCTOCYBaHHS Ta PO3IIUPEHHS)

* 3asIeXXHICTb BiJ SIKOCTI HKepena. ko journald
abo mpaiiBep XypHaldy KOHTEHHEpa BUKOPUCTOBYE
CYBOpY pOTAIlito, MOii MOXKYTh OyTH BTpayeHi 10
gacy 300py.

* Bepcii Tta xondirypauii Node-RED pizHoma-
HiTHI. 3MiHK mapameTtpiB format/settings.js y Qaiini
Event format BuMaraioTh aBTOMAaTHYHHUX JIEKOIEPIB
Ta OHOBJICHHS MPaBHIL.

* Cekperu Ta koH(ineHuiiini nani. Nodiff 3men-
HIye BUTOKH, aje BKJIIOYae 00auHi BHUHATKH/MAcKy-
BaHHA B IOX1AHUX MOTOKaX (HAPHUKIAM, il 4ac eKc-
NOPTY IHIHUJICHTIB).

» CunxpoHizatis yacy. s 3a0e3neueHHs HaIeK-
HOI KOpeJsilii B po3NnofiieHNX KoHQirypamnisx HeoO-
XiHO miATpUMYBaTH y3romkeri yacoi 6asu (NTP).

e OOMexeHa JOCTYIHICTh BiZKPUTHUX HaOOpiB
naHux. HemocTynHicTe OTpUMaHHs 3pas3KiB IMOJIH
Node-RED ny6mniuHO 00MeKye KiJIbKICHY TIEpeBipKyY
aBromatnzoBanoi kopensinii MITRE ATT&CK.

BusHaueHo Henmomniku Ta HampsMKH Ui TOKpa-
HICHHS

e OpnHOpa3oBi BHUTpaTd Ha MapaMETPHU3ALIIO.
OpnHopaszoBe HamamrtyBaHHs npodimiB  (¢inerpw,
cxeMa mouiB, BuHATKH FIM) Bumarae creiriaiaizoBa-
HUX 3HaHb; y MailOyTHbOMY — Oi0ioTeKa CIiIbHUX
aBroMarn3zoBaHux npodinis Node-RED.

* UymmBicTh 00 OpraHi3aliiHOTO KOHTEKCTY.
MicueBe 3aKOHOAABCTBO MOXE MPU3BECTH 10 XHO-
HOIO3UTUBHUX pPE3YJIbTaTiB y NEpioAn IMiKOBOTO
BUIYCKY; HEOOXiZIHO 3aCTOCOBYBAaTH aBTOMAaTHYHY
aJanTalilo MOPOroBUX 3Ha4eHb (KOHTEKCTHI KaJieH-
Japi/BikHa 3MiH).

 OnTonoriune BinoOpaxenHs. BincyTHicTs cTan-
JapTH30BaHUX KOHTPOJBHUX MOKa3HUKIB A Node-
RED ycknagHIO€ TOBHY aBTOMAaTH3allil0 aTpuOyIii
noxii 1o npasuwit ATT&CK; po3mupeHHst npaBui Ta
HAKOMYEHHS PaBUJI IEPEBIPKH 3HAXOAITHCS B PO3-
poOrii.

EmepmkenTHHH (QpeliMBOpK 3a0e3medye KOMII-
JIEKCHY aBTOMAaTH3allil0 BiJg BHOIpKOBOTO 300py 10
00’eqHanoi HOpMai3alii, Kopensii Ha OCHOBI Tpa-
BUJI, Ta KOHTPOJIbOBaHOTO FIM y riOpumHuX po3rop-
TaHHSIX 3 Oe3MepepBHOI0 ABTOMATUYHOIO BaTiIAIIIETO.
3anpomnoHOBaHi MEXaHI3MH YCYBarOTh MpPOTAIHHHU,
BCTAHOBIICHI B CTarTi, BOJHOYAC BCTAHOBIIOIOYH

YITKI ME1 3aCTOCOBHOCTI, a TAKOK MOKJIMBI BJJOCKO-
HaJICHHS.

BucnoBku. CTBOpeHO BiATBOPIOBAaHMN MalIWH-
Hul saHior oopooku noxpiii Node-RED — SIEM
(36ip, JSON-HOpMami3alisi, Kopensiis, iHTepupeTa-
wist), SIKWi, HA BiAMIHY BiJ yHiBepCalbHUX METO/IB,
BPaxoBy€ CEMaHTUKY MOJICIIbHO-KEPOBAHOTO KOHTEK-
CTy aBTOMaTH3allii; eeKT BUCOKOT BUOIPKOBOCTI CHT-
Haiy npotuzie ¢inprpanii mxepena (SYSTEMD
UNIT) Ta oxHOpiHI# cxeMi MOJIiB.

Po3pobneno pekoMeHpamii MIO0 aBTOMATHY-
HUX CIIOBIIICHb PO aIMIiHICTpAaTHBHI YMOBH (PO3-
TOpTaHHs, 3MiHa MaJITPHU, YacCTOTa HEOUiKyBaHUX
Iiif), sIKi BiAPI3HAIOTHCS Bl iCHYIOUMX CHCTEMHHX
CHOBIlIEHb THUM, 110 BOHU BPaxXOBYIOTh aKTUBHICTb
pelnakTopa; pydHe CKOPOYEHHS ayAuTy BHUIIPaB-
naHo (Gopmamizamiclo ToAid Ta mapaMeTpu3aliero
MOpOroBUX 3HadeHb. [loOymoBano npodinp 3 mif-
TpuMkoto whodata 1Isi aBTOMaTrH30BaHOTO KOHTP-
oiro 1iyicHocTi 00’ekTiB KOH(irypamii (ImOTOKiB/
HaJIAIITYBaHB/TIPOCKTIB Ta CHEIIaJbHOTO PEXUMY
JUIsl 3aXHINeHnX 3MiHHUX 4epe3 nodiff), skwii Bin-
pi3HsieThCs BimmoBigHicTIO TpaauiismM Node-RED;
BIJIMOBI/THICTh «XTO/II0/KOIM» 0€3 MOPYIICHHS 3aXH-
LICHUX 3MIHHUX 3a0e3MeuyeThes U epeHIiioBaHUM
MpeACTaBICHHsIM 3MiH. [leTaJbHO ONMMCaHO aBTOMa-
TUYHE 3ICTaBJICHHS MOJIN 3 OHTOJIOTIEK Kiacuika-
uii MITRE ATT&CK/ATT&CK miist ICS nopiBHSIHO
3 KOpEJSI€l0 HAa CUCTEMHOMY DiBHI HIONO aAMiHi-
CTpaTUBHUX JIill; CEMaHTHYHA YHi(IKaIlisl CTOCYEThCS
MOKPAIICHHSI SIKOCTI TOAAJIBIIOT aHaliTHKU. JlomaHo
ABTOMATH30BaHUH LUK IEPEBIPKU TONITHK JUIsI TIPH-
HHATTS (MONITHKA SIK Kof 3 oduialfH-TeCTaMu Kyp-
HaJIB), [0 MEPEBOAMTH IMOJIITUKY Oe3rneku B chepy
npaktuk SRE/DevOps; crabinbHICTh CUTHAIY Ta
MiHIMI30BaHH OllepaliiiHuii pU3UK 320€3MEUyIOThHCS
MePIOJIMYHUM TECTYBaHHSM 0€3 BTpaTh CepBicy.

Mertoj miATPUMYE TOPTAaTUBHICTD y PO3TOpPTaH-
HSX TeTEepOreHHux cucreM (systemd/containers)
yepe3 eauHi Touku 300py Ta FIM moBepx 3MoHTOBa-
Horo /data; iHBapiaHTHICTh JO JpaiiBepiB KypHATiB
BIJINIOBI/Ia€ 3a HOTr0 BIATBOPIOBAHICTH y I'ETEPOTCH-
HUX CHCTEMaX.

[MoreHmian MaiOyTHIX JOCTIKEHb: ajanTHBHA
aBTOMATH3allisi TIOPOTOBHX 3HAYCHb (KOHTEKCTHO-
3aJe’)KHa), BUKOPHCTaHHS «IH(POBOro JBIHHHKA
JUIst 0€3MeYHOTr0 aBTOMATH30BAaHOTO TECTYBaHHSI.
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Mykhalyuk A.P., Mirkevich RM. AUTOMATED METHODOLOGY FOR MONITORING
AND CONTROLLING CHANGES IN THE ENVIRONMENT OF CYBER-PHYSICAL SYSTEMS

AND AUTOMATED COMPLEXES

This paper proposes a computer-based approach to improving event reproducibility and change management
in robotic an cyger—physica systems. It adcpz’resses the challenges of monitoring practice fragmentation, lack
of standardized automation profiles, and low applicability of traditional solutions to model-based automation
environments. The solution integrates a multi-stage event processing pipeline with selective collection, JSON
normalization, rule-based correlation, and automated integrity checks of configuration objects, complemented by
privacy protection of sensitive parameters. The MITRE ATT&CK ontology is used to provide semantic analysis
of events, which maps administrative scenarios to documented attack tactics and methods. The technological
advancement lies in the formalization of a consensus data model and automation profiles that combine minimally
invasive control methods with continuous testing (policy as code). The pragmatic utility is confirmed by statistical
verification: improved signal selectivity, reduced mean time to detection (MTTD) and response (MTTR), reduced
risk of false positives and event losses are achieved. The obtained results ensure scalability and reproducibility of
the approach in mixed environments (containerization and service deployment) without aﬂ’gctin the availability of
production processes. The proposed method supports portability in feterogeneous system deployments (systemd/
containers) through single collection points, invariance to log drivers is responsible for its reproducibility in
heterogeneous systems. Potential for future research: adaptive automation oﬁhresholds (context-sensitive), use
of a “digital twin” for secure automated testing.

Key words: robotic systems, heterogeneous systems, automation systems, cyber-physical systems,
monitoring, information security.

Jara HagxomkenHs ctarti: 22.10.2025
Hara npuiinsaTts crarri: 13.11.2025
Onyo6mnikoBano: 30.12.2025

ISSN 2663-5941 (Print), ISSN 2663-595X (Online)

237



