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XMeTbHHUIBKHUIA HAI[IOHAJIHHHNA YHIBEPCUTET

T'namwk O.1.
HamionansHa akazgemist iepaBHOT IPUKOPIOHHOT
ciryk0u Ykpainu imeHi borgana XMelnbHUIIBKOTO

KOHUIEIITYAJIBHA APXITEKTYPA CUCTEMMU AJIAA ONIHIOBAHHA
3AXMIIEHOCTI IH®OPMAIIT Y KOPIOPATUBHUX MEPEKAX

Y cmammi posenamymo axmyanvny npobremy oyint08aHHA CMAHY 3AXULWEHOCMI OAHUX KOPHOPAMUBHUX
cucmem y KOHMeKCHi 3pOCMAHHA CKIAOHOCI PO3NOOIIEHUX KOPNOPAMUSHUX MePeXC Ma NiOSUUEHUX BUMO2
00 ixuvoi Hadiunocmi ma cmitikocmi. [Ipogedeno ananiz Cy4acHux HAYKOGUX O00CHIONCEeHb [ KOMepYiliHuX
piutens y cghepi MOHIMOPUH2Y, YNPAGIIHHL MA AHATIMUKU KIOepOe3neKu 6 pe3yibmami K020 GUs6IeHO HU3KY
oomedicenb. 3oKkpema, Oinbuticms iCHYIOUUX NI0X00i8 OPIEHMOBAHT HA BUABLEHHS IHYUOEHMI8 AD0 MOHIMOPUHE
noditl, 0OHAK He 3a0e3neyyroms KOMIIEKCHOI KiTbKICHOI OYIHKU PIGHs 3axutyeHoCcmi ingopmayiinux pecyp-
Ci6 HA OCHOBI CIMAHOAPMU308AHUX NOKA3HUKIG. Taxooic, Yy makux cucmem 8i0CymHi Mexanizmu nody0oeami Ha
OCHO8I WMYYHO20 iHmeNeKny ma MAUUHHO20 HA8UAHHS, WO 00380ANU 6O pOOUMU NPOSHO308AHI OYIHKU Ma
MoOentosamu OUHAMIKY 3Min cmany desnexu y uaci. Kpim moeo, y cywacnux cucmemax siocymmiil ¢ookyc Ha
PO3po0ONeHT Mexanizmie eHyuKoi KoOpOuHayii 63aemo0ii Midic elemMeHmamu po3noodiienoco cepedosuiyd, ujo
ModHce npU3800UMU 00 HAOMIPHO20 HABAHMANCEHHA HA YEHMPAIbHI 831U, 3HUNCEHHS eqheKMUSHOCHI 0OMIHY
oanumu ma empamu cmadinbHOCmi y paszi GUHUKHEHHSL 8I0MO8 ab0 3MiH ) Mepedcesitl monoaoeii.

3 memoro ycyneHnHs 6uALeHUX HeOONiKI8 3aNnpPONOHOBAHO KOHYENMYAlbHy apXimeKmypy a2eHmHo-0picH-
moeanoi po3nodinenoi cucmemu 3 eiemMeHmami OUHAMIYHOT YeHmpanizayii, axa 3a6e3neyye agmomamu3o-
8ame OYIHIOBAHHA CMAHY IHpOpMayiiHOT be3neKu y KOpnopamusHuUxX cepe0o8Uuax ma He nompedye 3aiyyeHHs
cucmemMHux aOMIiHicmpamopis nio uac ii QyHKyioHysanus. Y 3anponoHo8awniii cucmemi npocpamHi a2eHmu
BCMAHOBIIOIOMBCA HA 8V3NAX KOPNOPAMUBHOL Mepexci ma 30ilicHIOI0Mb OYIHIOBAHHS NOMOYHO20 DIGHS 3aXU-
weHocmi OaHux Ha OCHOBL OPMANI308aHUX NOKAZHUKIG, SKI V3200M4CeHi 13 MIJDICHAPOOHUMU CIAHOAPMAMU
Kibepbesznexu. B3aemodis midic azenmamu 0Opeanizo8and 3a NPUHYUNOM OUHAMIYHOT YeHmpanizayii, o 00360-
JIIE A0ANMUBHO 3MIHIO8AMU POb Ni0epa, 3abe3neuyioul 8UCOKY 8i0MOBOCMILKICMb | 30A1AHCOBAHE HABAH-
mascents 6 cucmemi. L{enmpanizosanuil Y301 6 apximekmypi cucmemu 8UKOHYE PYHKYII aHATiMu4Ho2o ma
NPOCHO3HO20 YeHMPY, AKULL 003601A€ He Juue Y3a2dlbHI08amu pe3yibmamu OYiHio8anHs, a U nepeddoavyamu
menoenyii 3minu pieHs be3neku 6 4aci.

Ilposedeno excnepumenm 0nsi GUABILEHHSA eheKMUBHOCMI pOOOMU CUCeMU Y DIZHUX CYeHapiax (yHKyi-
OHYBAHHSA, WO CNPAMOBAHUL HA NepesipKy cmadbitbHocmi, HAJIHOCMI ma ephexmusnocmi ii apximexkmypu.
Oyiniosanis 301UCHI0BANOCS 3d PAOOM CUCTEMHUX MEMPUK, U0 BI00OPANCAIOMb PIBeHb OOCHYNHOCMI, 8I0MO-
B80CMIUKOCMI, 3aMPUMK) KOOPOUHAYIL ma komyHikayiuni sumpamu. Pe3yiemamu excnepumenny niomeepounu
00YINbHICMb BUKOPUCIAHHSL A2eHMHO-0PIEHMO8AH020 NI0X00Y 0/ N00Y008U PO3NOOIIEHUX CUCTEM OYIHIO-
8anHs1 iHghopmayitinoi besnexu.

Knwuosi cnosa: azenmuo-opicumosana cucmema, KOPNOpamueHd Mmepedxcd, pOo3nooileHi cucmemu,
OUHAMIYHA YeHmpanizayis, npocpamuutl azenm, oyinka ingopmayiinoi 6esnexu, NIST SP 800-53, ISO/IEC
27001:2022, ISO/IEC 27002:2022.

IocranoBka mpodaemu. B ocrtanmHi poku  OCKIIbKH BaKJIUBICTh KiOepOE3NMeKH 3pOCTae B yCix

IHTEpPHET CTaB HEBIJI'€MHOI0 YaCTUHOIO TIOBCSK-
JICHHOTO JKHUTTSI B YCbOMY CBITi, aje 3 iHIIOro OOKY
TaKOX 3pociia IHTeHCHBHICTh KiOeparak [1, ¢. 520].
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rayry3sx Ta Ha KO)KHOMY OpraHi3ariiifHoMy piBHI 1Jis
NpOTUAIl cyyacHUM HeOe3MeKaM 1 3arpo3am, KOpIo-
patuBHa Oe3meka cTaja HEeBiJ €MHUM eJIeMEHTOM
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cyuacHoro cBity [18, c. 2]. KoprioparuBai Mepexesi
cepeoBHIIa 00pOOIISIOTH BETUKY KUTBKICTh pi3HOMA-
HITHUX TEPCOHAJBHHUX JIAHUX KOPHUCTYBaYiB 1 CKJia-
JAIOTBCSL 3 IUPOKOTO CIIEKTPY B3aEMOIIOB’SI3AHUX
00YHCITIOBAIBHUX BY3ITiB, BKIIOYAIOUH TIEPCOHATBHI
KOMIT FOTepH, HOYTOYKH Ta CepBepH. 3MOBMUCHUKHU
HaMararoThCsl MPOHUKHYTH B MEPEKEBI CepelOBUIIA
BEJIMKUX MiAMNPUEMCTB, 100 OTPUMATH JOCTYI JIO
npuBatHOi iH(popMallii KOpHUCTyBadiB ab0 BHUBECTH
3 JIagy TIEBHE MEpeKeBe OONamHaHHSA 1 caMe TOMY
OIliHKA 3aXWIICHOCTI JaHWX Ma€ BHUpIIIaIbHE 3Ha-
YeHHS Ui 3a0€3MeUCHHS HAJICKHOTO 3aXUCTY KpH-
TUYHO BXJIMBHX JIaHUX BiJ] HECaHKIIOHOBAHOTO
noctymy [2, c¢. 293]. Buxoasuu 3 I[bOTO, CydacHe
uupoBe CepeIOBHUIIC BUMArae Bijl OpraHizarii mpu-
IISATH TIEPIIOUEPTOBY YBary 3axXHCTy iHGOpMAITlii-
HUX aKTHBIB i came ToMy 3a0e3reueHHs KOHDieHITii-
HocTi, ninicHocti Ta goctynuocti (KU ) indopmanii
cTae GyHIaMEHTAIBHOIO MEPETyMOBOIO HE JIUIIE JUIS
BIJIMTOBIIHOCTI PETyJISITOPHAM HOpMaMm, aje i rapaH-
Ty€ HaAIHHICTh 30epiranns ganux [7, c. 1].

Jlns 60poThOHM i3 TMOCTIMHO 3pOCTAIOYOI0 KijTh-
KicTI0O KiOep3arpo3, 0 MaloTh HAa METI OTpUMaru
JOCTYII 10 3aXMIIEHHUX JaHUX MiANPUEMCTB, IIOTOYHI
JOCTIIKEHHS 30CEPeANINCh Ha PO3pO0Il aBTOMATH-
30BaHUX, MOMYJILHUX Ta IHTENEKTyallbHHX CHCTEM,
SKi 3/1aTHI BUKOHYBaTH Oe3mepepBHI Ta aBTOHOMHI
MPOIECH MOHITOPHHTY Ta pearyBaHHs Ha Kibeparaku
B MEPEKEBHX CepelloBHUINAX. Y Iill CTaTTi MPOTOHY-
€TbCS KOHIIENITYallbHA apXiTEKTypa CHCTEMH, MpH-
3HAYEHOT IS OILIIHKKM Oe3MeKu NaHuX Ta iH(opMarrii
B KOPIOPATUBHHUX Mepekax. 3arnporioHOBaHa apxi-
TEKTypa TOEMHYE PO3MOIICHY aBTOHOMIIO arcHTIB
3 aJJalITUBHOIO TIEHTPATI30BaHOI0 KOOPAMHAIIIEIO IS
MIABUILEHHS HaAIMHOCTI, MacIITaO00BaHOCTI Ta BIJ-
MOBOCTIWKOCTI ITiJ] 9aC TPOBEICHHS MPOIIECY OLiHI0-
BaHHS 3aXUIIEHOCTI.

AHadi3 ocTaHHiX docTaigKeHb i myOmikamiii.
HermonasHi 10 ciiKeHHS T IKPECTIOIOTH 3pDOCTAI0TY
aKTyaJbHICTh PO3IMOIUICHUX apXITEeKTYp y IOKpa-
IICHHI BUSBJICHHS IIKIJUIMBUX MPOTpPaM y KOPIoOpa-
TUBHUX Mepexax. Y [4, ¢, 266] npencTaBieHo riopu/-
HUH T1JIX1]1 B SIKOMY JIOKQJIbH1 BY3JIM OIIIHIOIOTh NIEBHI
MOKa3HUKH OC3TIEKH Ta IePEAat0Th Pe3yAbTaTH J0 IICH-
TPAIBHOTO OJIOKY JJIsi CKOOPAMHOBAHOTO TPUHHSTTS
pimrens. [Ipomomkyroun 10 KOHIIEMIi0, poOoTa
[8, c. 407] mpencraBnisie apXiTeKTypy, SKa MOETHYE
caMOoOpraHi3allito Ta aJalTHBHICTb 3 YACTKOBOO IICH-
Tparizaiieto. BukopuctoByroun MateMaTHYHI MOJIEII
JUTST BU3HAYCHHS KIIOYOBUX ITOKa3HUKIB, CHUCTEMa
e(hekTHBHO OalaHCye AENEHTPai30BaHe BUSBICHHS
3 HEHTpai30BaHuUM KepyBaHHsAM. ¥ [15, c¢. 125] mpo-
MOHY€ThCS TPa)OTEOPETUUHUI TIIXi A aHawi3y

B3a€MO/Iii BY3JIiB Ta CTPYKTYpH CUCTEMH, SIKHIA MOXKE
MITPUMYBATH TPOCKTYBAaHHS MacIITa0OBAaHUX CHC-
TEeM Ha OCHOBI areHTiB. Y po0orti [24, c. 263] po3ris-
HYTO CHCTEMY MOHITOPHHTY PO3MOJIICHUX MEPEX Ha
OCHOBI TpaHMYHHMX OOUYHUCIICHb, IO OPi€EHTOBaHA Ha
BHCOKY Ha/IiIHICTb 1 BIIMOBOCTIHKiCTh. ApXIiTEKTypa
rependadae TPy B3a€EMOTIOB sI3aHI KOMITIOHCHTH: 301p
JIaHUX, aHaJIi3 1 JoKaJi3alio BiAMOB. BoHu B3aeMo-
TUIOTH Yepe3 MPOMIXKHHH piBeHb KOHTpOJepa cepBic-
Hux iHTepdeiiciB. Takuii minxin 3abesneuye edex-
TUBHE YNPAaBIiHHS 1HPOPMAIHHUMH TOTOKAMH MiXK
By3JIaMHU, 3HIKYIOUH 3aTPUMKH Ta ITiBUILYIOUH OTie-
paTUBHICTH BUSBJICHHA 3001B Y BEIMKUX MepexKax.
Cucrema InDepth [3, c. 1974] ycyBae oOMexxeHHS
TPaJULIHHOIO MEPEKEBOr0 MOHITOPHHTY, IPOIO-
HYIOUM MaclITabOBaHy Ta CUMETPHUYHY apXiTEKTypy
JUIs1 pO3TMOIiIEHOT0 300py JaHuX. Y crarTi [6, c. 362]
MPEACTABICHO BHCOKONPOAYKTHBHY CHCTEMY MOHi-
TOPUHTY MepekeBOro TpadikKy Ta BUSBICHHS BTOP-
THEHB, sIKa pealli3oBaHa Ha OCHOBI TexHoJoTii P4 mys
CEepeIOBHIL i3 BUCOKUMH BHUMOTaMH JI0 IPOIYCKHOI
30aTHOCTI Ta 3aTpUMOK. PillleHHS BUKOPUCTOBYE
BOyJIOBaHMH MiXix J0 aHami3dy Tpadiky, 1o 3ades-
reyye MiHIMalIbHI 3aTPUMKH Ta BHCOKY TOYHICTb
BUSIBJICHHSI aTak. J{OCHiKeHHS HEeMOHCTpye edek-
TUBHICTh 1HTerpamii MexaHi3MiB aHamizy Oe3moce-
PEIHBO y MepexeBy iH(QPACTPYKTYpPy, ITiJIBUIYIOUH
MaciTaboBaHICTh 1 HAAIMHICTL CHCTEM O€3IEKH.
3anpornoHOBaHUK MiJXiJ € PeJICBaHTHUM Ui PO3-
pOOKH pO3MOMIICHNX CHCTEM OIlIHIOBAaHHS CTaHy
3aXHINEHOCTI iH(pOpMAIIii, e BaXJIMBO 3a0€3MEUNTH
JIOKaJIbHY 00pOOKYy NMaHuX Ta e(heKTHBHY KOOpIUHA-
Lito MK By3namMu. KommekcHa apXiTekTypa cuc-
TEM MOHITOPUHTY Oe3MEeKH PO3MIAIAEThCsl Y poOOTI
[16, c. 5], ne 3ampONOHOBAHO MOAYJABHY CTPYKTYpY
CHUCTEMH KepyBaHHsS iH(OpMAIli€l0 Ta MomisMu 0e3-
nekn (SIEM), mo 3a0esmedye mijicHe cmoctepe-
JKEHHS 32 CTaHOM iH(opMalliiiHoi Oe3rekn oprasi-
3anii. PosmonineHHs QyHKIIOHATIBHOCTI Ha OKpeMi
MO/ MiABHIIYE THYYKICTh, CIPOILy€e MacmTaly-
BaHHJ Ta cripusie epeKTUBHINIIH iHTerpalii 3 IHIUMH
mijcucreMamu Kidep3axucTy. Takuii miaxia 103Bosise
oprasizauisiM GopMyBaTH O1JIbIL aJaNTUBHY apXiTeK-
Typy uentpiB 6esneku (SOC) 3 MOXIMBICTIO PO3-
mpeHHs GpyHKIioHany 6e3 BTpaTH NPOyKTHBHOCTI.
[Tomanpimuiii pO3BUTOK i71€1 KOMITJIEKCHOTO KOHTPOJTIO
Oe3meku BimoOpaskeHO y mociimkeHHi [19, c. 681]
B skoMmy iHTerpoBano SIEM-miardopmy 3 cucre-
MOIO KEpyBaHHs CTaHOM O€3MEKH XMapHOTO cepell-
oputia (CSPM) nansi 3abesneueHHs aBTOMAaTH30Ba-
HOTO ayJUTy BIJOBIIHOCTI HOPMATHBHUM BHMOTaM
GDPR i PDP. 3ampomnonoBana iHTerpalis JT03BOJISIE
HE JMIIE BUSBJISATH IMOPYLICHHS MOJITUK Oe3IeKH,
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a ¥ ¢dopmyBarn aBTOMaTW4Hi 3BITH Ta 3AIHCHIO-
BaTl MOHITOPHHI KOHQITypamiii XMapHUX cepBiciB
Y PEKUMI peanbHOro 4acy.

ABTOHOMHA cucTeMa 300py CUCTEMHHX JKypHaJiB
Ha ocHOBI Kubernetes mist Manux Ta cepemHix Imif-
npueMcTB (SMEs), sika miakpecitoe maciraboBa-
HICTb, CaMOCTIiliHE KEpyBaHHS Ta BiIMOBOCTIHKICTbH
BifoOpaXkae CydyacHi TEHACHLII B JELEHTpai3oBa-
HUX Ta MOIYJIBHUX apXiTeKTypax Uil MOHITOPHHTY
KOpIIopaTuBHOTO PiBHA [9, ¢. 36]. bynmo gocmimkeHo
€BOJTIOIIIO BiJl TPAIUIIHHOTO MEpPEKEeBOTO MOHITO-
pUHTY 110 OararoareHTHHX CHCTEM, SIKi ITOKpalleHi
TeHEPaTUBHUM HITYYHUM iHTENEKTOM JUIS iHTENeK-
TyaJIbHOTO CIIJIBHOTO BHSIBJICHHS 3arpo3 [12, ¢. 116].
CucreMH pO3LIMPEHOTO BHSIBICHHS Ta pearyBaHHS
HOBOTO TIOKOJIIHHS nIeMoHCTpye pimenHs ZADIG
[22, c. 690], om0 BiOHOCHTBCA MO KIJIaCy CHCTEM
po3mpeHoro BusiBIeHHs Ta pearyBaHHs (XDR),
B IKOMY BUKOPHCTAHO IITYYHUH iHTENEKT 1 MAIIMHHE
HaBUaHHSI JUIS IPOTHO3YBaHHS TIOBTOPHUX aHOMAJIH
Ta 3HIKEHHS KUTBKOCTI XHOHHX CIIPallbOByBaHb.
MomynpHa apXiTeKTypa CHCTEMH 3a0€311eTy€e BUCOKY
MaclITa0OBaHICTh, a CHeliadi30BaHUd MeXaHI3M
00poOJIeHHsT JaHUX TrapaHTye e(eKkTUBHYy arpera-
[iI0 MOTOKIB 3 pi3HUX JoKepes. ExcriepuMmeHTasibHi
pe3yJbTaTH JIOBEJIM 3[aTHICTh CUCTEMH €()DEKTHBHO
BUSIBJISITH CKJIQJTHI aTaKH, TaKi sIK «JTIOAMHA TTOCEePe/I-
uHi» Ta DDoS-BmmuBu. Y poboti [25, ¢. 1] po3ris-
HYTO ITiTXOT! JIO TiBUIICHHS €()eKTUBHOCTI CHCTEM
MOHITOPHHTY O€3MEeKH IUISIXOM iHTerpauii aaropur-
MiB MAaIIMHHOTO HAaBYaHHS y TPAAHMLIMHI PilICHHS
tuny SIEM. CyuwacHi cucTeMHU BHSBJICHHS BTOp-
raeHb (IDS) Tta cucremu 3amobiraHHs BTOPTHEHHSIM
(IPS) renepyioTh 3HaYHHU 0OCAT TONEpeKEHb Ta
noTpeOyIOTh MOCTIHHOTO OHOBJICHHSI CUTHATYD, IO
3HMKYE IXHIO €(EeKTUBHICTh y BHSBJICHHI HOBHUX
TUMIB aTak. 3amporoHOBAaHO METOJA BHSIBICHHS
aHOMaJlii Ha OCHOBI MAIIMHHOTO HABYaHHS, SIKHI
JTIO3BOJISIE ABTOMATUYHO KiIacH(PiKyBaTH MepeKeBUI
Tpadik i TMiABUIIATH TOYHICTH BUSBJICHHS KiOepiH-
LUICHTIB. 3amponoHOBAaHUN MiJIXil CHPSIMOBAaHHUH
Ha 3MEHIICHHS KUIBKOCTI XMOHOMO3UTHBHUX CIIpa-
I[FOBaHb 1 MokpaieHHs 3aatHocti SIEM-cucrem 10
aHaJi3y BEJIMKHUX OOCATIB JaHUX, IO HAIXOIATH i3
MepexeBoi iHppacTpykrypu. Pimenns IntelliWatch
SIEM [23, c. 211] cipssimoBaHe Ha MPOTUAIIO HYJIO-
BUM JHSAM 1 MPUXOBaHMM LIKiAJTUBUM INPOrpaMaM.
[Tnatpopma 00’eanye MexaHi3Mu 300pYy, KOpesii
Ta pearyBaHHsI Ha 1HIIMJEHTH, 3a0e3meuyroun Oesre-
pepBHUN MOHITOPHUHT Ta aBTOMAaTH30BaHY O0OpOOKY
moxiid. [aTepdetic cucreMn opieHTOBaHHMM Ha oTepa-
THUBHICTh Jill aHAIIITHKIB, a peai3oBaHa iHTErparis
MPOLIECIB BUSBIICHHS, 3BITHOCTI Ta ayauTy (Gopmye
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LHUTICHUE MiIXig 70 yhnpasiiHHS 1HQOPMAIIHHO
0e3meKoro.

OxkpiM  pO3MIAHYTUX HAYKOBHX  JIOCII/KEHB,
cyJacHa KibepOe3reka IiIpHeEMCTB BCE IIe 3HAYHOIO
MIpOI0 3aJICKHUTh Bijl CKIAJHUX KOMEPI[HHUX ILIaT-
¢dopM, siKi IHTErpyroTh Oe3lepepBHHUI MOHITOPHHT,
AQHATITAKY JaHUX Ta MEXaHI3MH aBTOMAaTH30BAHOTO
pearyBanasa. OTHAM 13 TaKUX TPUKIIATIB € PIIICHHS
Symantec Endpoint Security Complete [20], 1m0
BUCTYIIA€ KOMITJIEKCHOIO CHCTEMOIO BUSIBIICHHS Ta pea-
T'YBaHHS Ha IHIUJICHTH OC3MEKU Ha KIiHI[CBHX TOYKAaX
(EDR) cucrema 3axucty KiHIIEBHX TOUOK, pO3po0iIeHa
koMmmaHi€eio Broadcom, sika moeHye iHCTpYMEHTH TS
3aro0iraHHsi, BUSABJICHHS, aHAJI3y Ta pearyBaHHs Ha
kibep3arpo3u. ApXiTekTypa ImiaTopMu Oa3yeThes
Ha iHTerpauii JIOKQJIBHMX arcHTiB i3 LEHTpai3oBa-
HUM XMapHHM CEpeIOBHIIEM, LI0 3a0e3neuye Oe3re-
PEPBHY KOPEIISIIIIO MOIiH Ta yHi(hiKOBaHE YIIPABIiHHSI.
Symantec BUKOPHUCTOBY€E OararopiBHEBY MOJCIb aHa-
T3y, sIKa BKJIFOYA€ CTAaTHYHE CKaHYBAaHHS, JHHAMIUHY
EMYJISIII0, TTOBEIHKOBHI MOHITOPHHT 1 MaIlHHHE
HaBYaHHS ISl BU3HA4YEHHsS CKIAAHUX 3arpo3. Ilmar-
(hopma migTpumye koHtieriito Zero Trust, peaizyoun
KOHTPOJIb JIOCTYIYy Ha OCHOBI PU3UKY ¥ MOBEIIHKOBOT
imenTr(diKaii KOpUCTyBadiB.

SentinelOne Singularity [5] mo3uIioHy€ETHCS
SK Tutatopma s aBTOHOMHOI O€3MeKH KiHIEBUX
TO4OK Ta noeanye komnoHeHTH EDR Ta XDR cuc-
Tem. Moro iHTenekTyanbHi areHTH (yHKIIOHYIOTH
HE3aJIeKHO, IO J03BOJISIE IPOBOIUTH TTOBEIIHKOBUIA
aHaII3 y pSKUMI peasIbHOTO Yacy Oe3mocepeHbo Ha
okpeMux mpuctposix. KirrogoBa nepeBara i€l apxi-
TEKTYpH MOJISITAE B 11 JTOKaJIbHI aBTOHOMI, 1110 3MEH-
LIy€ Yac peakiii Ta 3HWKYE 3aJIeKHICTh Bijl IEHTpa-
J130BaHOT0 MOHITOpHHTY. SentinelOne BUKOPUCTOBYE
ennHy 0azy TemeMmeTpii, mo o0’emHye maHi 3 yCiX
KIHIIEBUX BY3JiB Ui (POPMYBaHHS IIUJTICHOTO YSIB-
JICHHSI TIPO CTaH KOPIOpaTUBHOI Oe3mneku. [HTepdeiic
KOHCOITI JIO3BOJISIE aJIMIHICTpaTOopaM IMIBHJIKO pea-
ryBaTl Ha IHUWACHTH, OTPUMYIOYM KOHTEKCT MOAil
Ta MOXIIMBICTh aBTOMAaTHYHOTO pearyBaHHs. Taka
apXiTEeKTypa 3MCHIITYE HABAaHTKCHHS Ha IIEHTPAIbHI
pecypcH, TiABHIIY€E BiIMOBOCTIHKICTh Ta 3a0e3meuye
0aslaHC MK JIOKAJTBHOIO aBTOHOMHICTIO 1 IIEHTPaTi30-
BaHUM KOHTPOJIEM.

OnHuM 13 HaWSCKpaBIIMX MPHUKIAAIB Cy4acHOTO
3axucty nignpueMcts € CrowdStrike Falcon [17], sike
mictuth enemeHTH EDR ta XDR cucrem. I{e xmapHa
ardopma ISl pO3IMIMPEHOTO BHSIBIIEHHS Ta peary-
BaHHs. BOHO BUKOPHCTOBY€ ITPOTpaMHUX areHTiB, 1110
PO3rOpTalOThCsl HAa KIHIIEBUX TOUYKAaX, sIKi MOCTIHHO
CIIOCTEPITalOTh 33 TIOBEAIHKOI CHCTEMH, BHSBIIS-
F0Th aHOMAJTI] Ta CITiBBITHOCATH MOIIi 32 TIOTIOMOTOIO
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LEHTPai30BaHOl aHANITUKHU. PilleHHs iHTEerpyeThCs
3 IHIIMMH KOPIIOPAaTHMBHUMH 1HCTpYMEHTaMH Oe3-
MEKH, [0 JIO3BOJISIE aBTOMAaTU3yBaTH MPOILECH pea-
TYBaHHS Ta CKOPOTHTH 4ac JikBigamii 3arpos. Falcon
JMIEMOHCTPYE BHCOKHH pIBEHb MacIITaOOBAaHOCTI,
3a0e3Iedyroun IIeHTPali30BaHUil MOHITOpPHHT 0e3
3HW)KEHHSI IPOJYKTUBHOCTI HaBIiTh y BETUKUX PO3IIO-
JIJICHUX MEPE)Kax.

ESET PROTECT Enterprise [11] € xopriopaTus-
Hoto Turatdopmoro kiacy XDR mms GararopiBHe-
BOTO 3aXHCTY, 0 00’ €IHyE aHTUBIPYCHI MEXaHI3MH,
MOBEIIHKOBUI aHAaJi3, YIPaBIiHHS BPa3IUBOCTIMU
Ta IHCTPYMEHTH JUIS LIEHTPATi30BaHOI'0 MOHITOPUHTY
[i apxiTexTypa mobynoBaHa Ha areHTHil Mozedi, e
areHTH BCTaHOBIIIOIOTHCSI Ha By3JaX KOPIOPATUBHOI
Mepexi I 300py TeneMmeTpii, MOHITOPUHTY TIpO-
1eciB 1 BUSIBIIEHHS 3arpo3. Bcei nani mepenaroTses 10
xoHcon ESET PROTECT, sika Buctynae B podi LieH-
TPaJbHOTO aHATITHYHOTO By3Ja. [HTerpais 3 Moay-
nem ESET Inspect 3a0e3nedye aeTanpHUH aHai3
TIOJTiH, BUSBIICHHS BIIXWJICHb BiJl HOPMaJIHHOI MTOBE-
IIHKA CHCTeMH Ta (HhOpMyBaHHS PEKOMEHIAITIN s
pearyBanHsl. JlogaTkoBo miardopma BKIIIOYAE MOy
KEpyBaHHS OHOBJICHHSMHM, ayluT IaTdiB, 3BITHICTbH
BIJIIOBIIHO JIO CTAaHJAPTIB OE3MEKH Ta MiJTPUMKY
nojiiTuk fgocrymy. Cucrema 3a0e3neuye aBTOMaTHYHI
Ta pyd9Hi CIleHapil pearyBaHHs, JO3BOJISIOUH aIMiHi-
cTparopaM OajaHCyBaTh MiX THYYKICTIO KepyBaHHS
W aBTOHOMHICTIO areHTiB. 3aBIJKH CTaOlILHOCTI,
MPOCTOTI PO3TOPTAHHS Ta MOKJIMBOCTI MacluTady-
BanHs ESET PROTECT Enterprise € epekTHBHUM
pIIICHHSM JUIsS BEIMKHUX KOPIIOPATUBHHUX MEpEx i3
BUCOKHMH BUMOTaMH JI0 CTa0UIbHOCTI Ta 3BITHOCTI.

Splunk Enterprise Security [21] HajexuTh [0
okpemoi kareropii SIEM mmardopm, opieHTOBaHMX
Ha ynpaBliHHA iHPOpMAIi€l0 Ta MOAISIMU OE3MeKH.
[Tnar¢opma arperye Benuki oOcsTd TeiaeMeTpil
3 IUPOKOTO KOJIA CUCTEM Ta IPHUCTPOIB, IO J03BOIISIE
3MIWCHIOBATH KOMIUICKCHY KOPEJISIIIf0 TOIH, po3ITi3-
HaBaHHS MIA0JIOHIB 3arpo3 Ta Bi3yallbHY aHAIITHKY.
Moro mepesara momsrae B IOTYKHHX AHANITHUHHX
Ta KOHQITypaifHuX MOXKIIMBOCTSIX, SIKi JO3BOJISIIOTh
THYYKO IHTETpyBaTHCS 3 PI3HOMaHITHUMH JKEpEIIaMH
naHux. Splunk ciy>XuTh IEHTPATEHAM aHAUTITHIHAM
piBHEM y 0araThoxX TIOpHIHUX apXiTEeKTypax 0e3-
MeKW, HAJA04Y IiHHY 1HPOPMAIIIO0 I MPUHHSITTS
pillicHb Ta KOPUTYBAaHHS MOJITHK.

SIk HaykoBi JIOCHi/DKCHHS, TaK 1 KOMEpLilHi
THCTPYMEHTH JIEMOHCTPYIOTh 3Ha4HHH Tporpec
y cdepl MOHITOPHHTY, aBTOMAaTH3allli Ta aHATITHKA
KiOepOe3rekn, OHAK BOHU MPHUIUISIOTH OOMEXEHY
yBary 10 KOMIUIEKCHOI OIIHKA iHQoOpMamiiHoi 6e3-
NeKH. binbuiicTs icHYI04MX pillleHb HAAal0Th PiIOpH-

TET BUSIBJICHHIO Ta pearyBaHHIO Ha 1HIMICHTH, ale
HE MalOTh MEXaHi3MiB JJIA OIIHKA TTOTOYHOTO CTaHy
iHopmariifHoi Oe3rmeku 3a JOMOMOTOI0 MaTeMa-
TUYHO (HhOpMaITi30BaHUX KiNBKICHHX TMOKAa3HWKIB Ta
METpHUK. BincyTHICTH €IMHOrO CTaHIapTH30BAHOTO
MIJXOJY JIO KUIBKICHOI OIIIHKU CTaHy iH(popMmariiii-
HOI 3aXWINEHOCTI HE JO03BOJISIE TIOBHOIO MIpOIO Bpa-
XyBaTH MOKAa3HUKH, SKi Y3TOKEHI 3 MIKHAPOTHUMH
CTaHmapTaMy KiOepOe3rekH, 1110 B CBOIO Yepry 3Ha-
YHO yCKJIaIHIOE iHTETrpallito TAKUX OLIHOK Y IPOLECH
KOMIUIEKCHOTO ayJIUTy Ta YNpPaBIiHHS PU3HKaMHU Ha
PiBHI KOPIIOPATUBHUX MiANPHEMCTB.

[lle omHi€r0 BUSBICHOIO MPOTAJIMHOIO € BiACYT-
HICTh TIPOTHO3HUX MEXaHI3MiB, 11O 3IaTHI MOJIEIIO-
BaTH JUHAMIKY 3MiHM CTaHy Oe3neku y daci. Xoda
0araro CHCTEeM YKe 3aCTOCOBYIOTh METOH IITYYHOTO
iHTEJIeKTy ab0 MalIMHHOTO HaBYaHHS, MPOTE Y HUX
BIJICYTHI MEXaHI3MH JiJIsi TPOBEACHHS TiepeadaueHb
Jerpanarii piBHS 3aXHUIICHOCTI Ha OCHOBI TOTepe-
JHbO HAKOITMUEHHUX 1CTOPUYHUX JaHUX.

Kpim Toro, 31 3pocTaHHSM CKJIaTHOCTI PO3IOIiie-
HUX cUCTeM KiOepOe3neku, 3aBaaHHs 3a0e3reucHHs
BHCOKOTO PiBHS TOCTYITHOCTI, HAAIMHOCTI Ta BigMO-
BOCTIMKOCTI B TXHIX apXiTEKTypax CTaJ0 BaXKIIMBUM
3aBIAHHAM, SIKE€ MOTpeOye IOAANbLIOr0 BHUBUEHHS
Ta BIOCKOHAJCHHA. BKpail Ba)KIIMBO MOCTIHHO Tif-
BHIIyBaTH €(EeKTUBHICTh KOOpAMHALI B YCIX eJe-
MEHTax PO3MOAITICHUX CHCTEM, 100 3abe3neuuTn M
e(eKTHBHUI pexuM (QYHKIIOHYBaHHS Ta 30aaHCco-
BaHHWH PO3MOALT PoOOUOTO HABAHTAKEHHS 32 PI3HUX
YMOB €KCILTyaTarlii.

OTtxe, icHye moTpeba y CTBOPEHHI HOBOTO THITY
PO3MOIUIEHNX CHUCTEM, sIKi O MO€JHYBalud aBTO-
HOMHHMI MOHITOPHHT, (OpMai3oBaHe OIIHIOBAHHSI
cTaHy iH(pOpMaliiHOT Oe3MeKH Ta MPOrHO3yBaHHs 11
MalOyTHIX 3MiH, 3a0€3MeUyI0YH TIPH IILOMY BHCOKY
HaJIiHICTh POOOTH Ta aIaNITUBHICTH 10 YMOB Cepe-
OBHIIA (PYHKIIIOHYBaHHS.

I[MocranoBka 3aBaaHHs. Metow 1€l poOoTH
€ TIPEJCTaBJICHHS Ta OOIPYHTYBaHHS KOHLEITYallb-
HOI apXiTEeKTypu PO3MOALICHOT areHTHO-OpiEHTOBA-
HOI CHCTEMH 3 €JIEMCHTAMH TWHAMIYHOI IICHTpai-
3arii MpU3HAYCHOI JJI OIHKK 3aXWINEHOCTI JTaHUX
Ta iH(popMaIlii B KOPIIOPATHBHUX MEPEkKax, a TaKOK
MOAAaHHS ONHUCY i1 OCHOBHUX KOMIIOHEHTIB, Olepaiiii-
HUX MEXaHI3MiB Ta KOMYHIKaI[IHHUX KaHAJiB.

Bukaan ocHoBHoro marepiasy. BianosinHo no
BHSIBJICHUX MPOTAJIMH B ICHYIOUHX PIIICHHSAX Ta Mif-
xofax KibepOe3neKy NpU3HaAYeHUX IJIs1 BETMKHX KO-
MOPaTUBHHUX CEPEIOBHILL, Y LIl pOOOTI MPOMOHYETHCS
KOHIICTITYaJIbHa apXiTeKTypa PO3MOALIEHOT areHTHO-
OpPIEHTOBAHOI CHUCTEMH 3 €JIEMEHTAMU ITHHAMIYHOI
LeHTpaii3amii A OIiHKK cTaHy iHhopMariitHoi

ISSN 2663-5941 (Print), ISSN 2663-595X (Online)

263



Bueni sanucku THY imeni B.1. Bepnaacbkoro. Cepis: Texniuni Hayku

0e3nekn B KOPIOPAaTHBHUX Mepexax. B ocHOBI 1iei
apxiTEeKTYpH JIe)KaTh MPOTpaMHi areHTH, sSKi po3rop-
TAIOThCS Ha PI3HUX By3JlaX KOPIOPAaTHBHOI MEpexi,
BKJIFOYAr049H po0OodUi cTaHIii, HOyTOyKH, IEpCOHATBHI
xommr torepu (I1K) ta cepBepu. Arentu (yHKITIO-
HYIOTh HE3aJIS)KHO OOUH BiJl OAHOTO Ta y HOBHICTIO
ABTOHOMHOMY PEXHMi 0e3 Oy/1b-5IKO1 y4acTi JIIOANHH,
BUKOHYIOUM PETYISAPHI OLIHKK CTaHy 3axHUILEHOTI
JAHWUX [TOTOYHOTO By3la. Taka KOHCTPYKIisi 3a0e3re-
gy€e pO3MOAIeHy po0oTy Ta 3abe3medye ornepaTuBHE
pearyBaHHS B pEXKHMI pEaJbHOTO Yacy Ha piBHI
By3Jla. BpaxoByrou 1, MOTOYHY CHCTEMY MOXHA
NPEACTAaBUTH TaK:

S ={(A4 N (A NS (4N ) (4N, ) V%
MERGEFORMAT (1)

Ie N, — By30J Mepexi;4, — MpOrpaMHUH areHr,
SKUH PO3TOPHYTHI Ha KOHKPETHOMY BY3JI1 MEpExi;
i=j=1,2,3,.,n; n — KUIbKICTb BY3JIiB MEpEXIi Ta Mpo-
TpaMHUX areHTiB.

B niporieci GpyHKIIOHYBaHHS CHCTEMH, areHTH CITiJI-
KYIOUMCh OJIMH 3 OJHUM, MEpPiOANYHO OepyTh y4acTb
y mpoliecax 0OpaHHs HAMOUIBII CHPUSTIMBOTO TPO-
TPaMHOTO KOMITOHEHTY JUIsl IIEBHOTO YacOBOTO iHTEp-
Baiy. Llefi MexaHi3M BTUTIOE TPHHIUN JUHAMIYHOT
HEeHTpaizalii B SKOMY TUMYAaCOBHI KOOPIHHYIOUHI
areHT 0OMPa€eThCs HE CTaTUYHO, 2 HA OCHOBI IIEp10ay-
HUX OIIHOK MOKa3HUKIB HABKOJIMIITHHOTO CEPEAOBUILA
By3J1a B IKOMY BiH (DYHKIIIOHY€E i TOMY Ma€ TEHJICHIIIO
3MIHIOBATHCH aaNTyIOUYUCh O YMOB ITOCTIHHO 3MiHIO-
BaHOTO CTaHy KOPIOPAaTHBHOI Mepexi. Taka KinbKicHa
OLIIHKAa MOKE BKJIIOYATH Pi3HI KpUTEpii, Taki sSK yac
Oe3mepeOiitHoT poOOTH Ta MPOCTOKD, 3aBaHTAKCHHS
npoliecopa i orepaTHBHOI ITaM’Ti, TeMIIepaTypy OKpe-
MHX anapaTHUX eJIeMEHTIB YCTAaTKyBaHHs, a TaKOX
IHIIT TIOKa3HUKYM HaIiHHOCTI Ha PiBHI By3ma. Y KOX-
HOMY LIMKJII OIIIHIOBAaHHS areHT 3 HAWBUINMM IOKa3-
HUKOM HAaBKOJIMIIHBOTO CEPElOBUINA OOUPAETHCS
TUMYACOBUM KOOPIMHATOPOM, III0 BiJIIIOBIAa€ 3a 30ip
pEe3yJIbTaTIB OIIHIOBaHHS 1H(OpMAIIHHOT Oe3NeKH Bij
yCiX IHIIMX areHTiB Ta MEepecHaHHs Pe3yJbTaTiB Ha
BiTAJICHUH TTePCOHAIBHUN KOMII FOTEP CHCTEMHOTO
anminictparopa. Lle TBep/keHHS MOXKHA TIPEACTABUTH
HACTYIHOIO OiHapHOIO (QyHKIi€IO:

N B Li=e@
;&(t) =1,8,(1) = { 0i%c (t),\ MERGEFORMAT (2)

ne d(t) — OinapHa (YHKITS IS IHTUKAIl KOOp-
JUHAIIAHOTO CTAaTyCcy areHTa i B MOMEHT 4acy ¢! ;
i=j=1,2,3,.,n; n — KiJbKICTb IPOIPAMHHX ATrCHTIB;
c(t) — IHJIEKC areHTa Jijepa.

[Mpouec mpoBeneHHsT BUOOPIB Jijiepa 3AiKCHIO-
€THCSI Yepe3 aBTOHOMHY MDKAreHTHY KOMYHIKAIIifo,

264 | Tom 36 (75) N2 6 uactuma 2, 2025

IO YCyBa€ HEOOXiIHICTb y MOCTIHHO LEHTpati3o-
BaHOMY OJolli KepyBaHHS. Y pa3i BUXOAY Y3TOIKY-
BaJIBHOTO TPOTPaMHOTO KOMIIOHEHTY 3 Jaay abo
3HIDKEHHS HOT0 HAIMHOCTI, areHTH 1HIIIIOITH TIPO-
nexypy BHOOpPIB HOBOTO KoopauHartopa. Lleir mpo-
1IeC BiOyBa€ThCS aBTOMATUYHO Ta 3 MiHIMaJIbHUMHU
3aTpUMKaMHM y KomyHikanii. Takuii miaxin qonomarae
YHUKHYTH TIEpPEeBaHTaKEHHSI OKPEMOTO BY3J1a, Ti/IBU-
IIy€ BiIMOBOCTIHKICTh Ta MOKPAIIy€e NPaIe31aTHICTh
CHUCTEMH y pa3i panToBHuX 3001B a00 IiJIeCIIpsIMOBa-
HUX aTak, SKi BIUIMBAIOTh Ha epeKTHUBHE (PYyHKIIIO-
HYBaHHS OKpPEeMHX MeEpekeBHX By3miB. CTpykTypa
KOMYHIKAI[l € JIUHAMIYHOI Ta MOXe OyTH IOjaHa
y BHIVISIII Tpada B SKOMY areHTH IMPEACTaBISIOTHCS
BEpIIMHAMH, a 3B’SI3KU peOpaMu 1 Mae BUTIISL:

G(t) = (4,L(1)), \* MERGEFORMAT (3)

ne G(1) —rpad KOMyHIKaIlii areHTiB i B MOMEHT 4acy ! ;
A={A4,4,,4,,..,4,}; A — MHO)KUHA TPOTPAMHHX ATCH-
TiB; L(0)={(4,4)#4,()=1i=j}; L(t) — MHOXUHA KOMY-
HIKALiHHUX 3B’SI3KIB; 4,- (l)’j’i_j’ Zyjj,a:;am ; A, — Marpuis
CYMDKHOCTI, 110 BKA3y€ Ha HASBHICTb 460 BiICYTHICTH
KOMYHIKAIIIIfHOTO KaHaTy MiJK areHTaMH.

[licnst oOpaHHS, areHT KOOpAMHATOP 30upae
PE3YNIbTaTH OLIHOK CTYIEHIO 3aXUIIEeHOCTI iHpopmMa-
1ii 3 yCiX By3J1iB, 00 €IHY€ 1X B €IMHU 3BIT 1 TIepeiae
IIi 1aHi 10 OKPEeMOTO IIEHTPATI30BAHOTO By3JIa, IKUM
Kepy€e CUCTEMHUH aIMiHICTPaTOP, 0 MOXKE TIEPETIs-
JIaTv, aHaJli3yBaTH Ta MPUHAMATH BiAMOBIIHI PITIEHHS
Ha OCHOBI OTPUMAaHMX PE3yJIbTaTiB OLIHKH. 3aralib-
HUN KaHaJl KOMYHIKaI[iHHOTO 3B’S13Ky MO)KHA TIPE/-
CTaBUTH sIK 00 €JIHAHHS CIPSIMOBAHUX KPOKIB Iepe-
Jadi TaHWX, SIKi pa30M BU3HAYAIOTh TIOBHY CTPYKTYPY
TTOTOKY JaHUX TIiJ] 9ac TPOBEICHHS OIIHIOBAHHS:

o(7) :( U {AI, N Acm}] U {Aw - C}, \*

i%c(t)
MERGEFORMAT (4)

Je ¢(f) — CTpPYKTypa MOTOKY JaHUX B MOMEHT 4acy ¢ ;
A,, — areHT KOOpJAUHATOpP; 4, — 3BUYAlHUI areHT;
C — TeHTpai30BaHUNA BY30IL.

KomyHnikarist B cuctemi BigOyBaeTbCsl Y BUTIISI
MepioINYHUX TIOBIIOMJIEHh MK areHTamu. Kepyro-
YUl areHT MpHUiMae y3arajibHEHi OI[IHKU Bif| ITijie-
[JIMX areHTiB 1 JOpMyeE 3BIT ISl HEHTPAILHOTO By3Ja.
Taka iepapXis MOBiIOMIICHb MiHIMI3y€e 00cAr mepe-
nanoi iHdopMmarii Ta 3HIKY€E 3aTPUMKH, 10 € KPH-
THYHAM (DAaKTOPOM y BEJIHUKHX KOPHOPATUBHUX 1H(]-
pacTpyKTypax.

Ha ocnoBi maremarumunoi ¢opmanizanii mpen-
CTaBleHOl BHIIEe, Ha pHC. | 300paKeHO BHCOKO-
pIBHEBE TMPEJCTABJICHHS 3arajibHOi  apXiTeKTypu
3aIpPOTIOHOBAHOT CHCTEMH, IO (PYHKIIIOHYE B KOp-



IndpopmaTuKa, 06uKCII0BaIbHA TEXHiKA Ta aBTOMAaTH3aLlis

noparuBHiii Mepexi (Corporate Network) i ckmana-
€TBCS 13 MporpamMHUX areHTiB (Agent), siki po3rop-
TaloThcs Ha MepekeBUX Bysnax (Node), muHaMi4HO
oOpanoro arerra koopauHaropa (Coordinator Agent)
3a pe3ysbTaraMy IPOBEICHUX BHOOPIB, a TAKOXK IICH-
tpaumizoBanoro By3na (Centralized Node), sixuit oTpu-
My€ arperoBaHi OI[IHKM CTaHy 3aXWIIEHOCTI JaHHX
BiJl KEPYIOUOTO arcHTa.

BHyTpilHS cTpyKTypa KOXKHOTO areHTa nokazaHa
Ha puc. 2 1 CKJIAIa€ThCSA 3 HACTYIHUX IT'SITH OCHO-
BHUX MOJYIIB: MOyl KoMyHikarii (Communication
Module), moaynst 36opy nanumx (Data Collection
Module), Moxmyns  MOHITOPHHTY  CepeIOBHIIA
(Environment Module), momyns orninku iHdopma-
uiriHoi 6e3neku (IS Assessment Module) ta Momyis
3BiTHOCTI (Reporting Module).

Mopnyns 3B’S3Ky BiAMOBiTae 3a 3a0e3neueHHs
0oOMiHy IaHMMHU MK areHTaMH Ta MEXaHi3My Haj-
CWJIaHHS TIOBIJIOMJICHB IIiJl 4Yac YChOTO TIPOIECY
MIPOBE/ICHHS OLliHIOBaHHS. Lle BKiIrOuae OOMiH OIliH-
KaMH HaBKOJMIITHBOTO CEPEOBHIIA ITiJ] 4ac MPOIeCy
BHOOpY areHTa IJIs poii Jifepa, meperady pesyib-
TaTiB OLIHKA KOOPIUHYIOUOMY areHTy Ta CHHXPOHi-

Centralized Node

|
|
=] |
|
|

3allil0 omnepamiiHuX 3aBgaHb 3a MoTpedn. Momyib
300py JaHUX 3JIHCHIOE TOCTIMHE CIIOCTEPEHKECHHS
3a BHYTPIIIHIM CTaHOM Ta KOHQITYypaIli€o By3Ja.
Bin 30upae naHi, Mo CTOCYIOThCS OE3MEeKH, a TAKOK
JIaH1 PO HABKOJIUIIIHE CEPEIOBUIIIE 3 PI3HUX ITiJICUC-
TEM XOCT MallMHU. MOylb OI[IHKU HABKOJIHUIIHBOTO
cepeqoBHIia 00poOIIsie rmapaMeTpu OTOYCHHSI Mepe-
JKEBHX BY3JIB, sIKi OyJIM OTpUMaHi Bifi MOILyist 300py
nmaHuX. BiH Moke BKITIOUaTH Taki (GaKTOPH SK BHKO-
pHUCTaHHSI Tpollecopa Ta ONEpPaTUBHOI MMaM’sITi, yac
0e3nepebiitHOT pOOOTH CHUCTEMH, 3aTPUMKY MEPEexi,
a Tako)X 1HINI MapaMeTpu CTablIbHOCTI Ta Haiii-
Hocti. L[i moKka3HWKKM pa3oM BH3HAUYAIOTh KUIBbKICHY
OIIIHKY HAaBKOJIUIIIHBOTO CEPEAOBHUIIA arcHTIB, IO
BiloOpakae iX oreparlifHy CTiHKICTh Ta TOTOBHICTh
IisiTH sIK KoopawHatop. Lled mporec Moxke BinOyBa-
THUCS MTepiognyHO ab0 mepe;] KOXKHUM [TUKIIOM OIliHKH
CTYTICHIO 3aXHUIICHOCTI JJaHUX, JIO3BOJISIOUN CHCTEMI
3MIACHIOBATH JIUHAMIYHUN BHUOIp HAWOLIBLI TMij-
XOIISIIOr0 arcHTy 3 ONTUMAJbHUMHU OIEpaIiitHuMU
yMOBaMH IS podii Jigepa. Jlanwit MexaHi3Mm BHOOpPY
MPOrPaMHOrO KOMITOHEHTY Ha POJib KOOpAWHATOpA
BTUTFOE TIPUHIMI JAWHAMIYHOI I[EHTpamizalii, o

Puc. 1. BucoxopiBHeBe npeacTaBjieHHsI apXiTeKTYpH CHCTeMH B KOPIOPAaTUBHI Mepexki
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Puc. 2. BHyTpilmHi KOMIIOHEHTH NPOrPaMHOI0 AreHTa
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3a0e3revye THYYKy ajanTallito 10 MOCTIHHO 3MiHFO-
BaHOT'O CTaHy KOPHOPATHBHOT MEPEXKIi.

Moyibs  OIIHIOBaHHS 3aXHIIEHOCTI iH(opMa-
mii BiAMOBiZAa€E 3a TIEPETBOPEHHS HEOOPOOICHUX
JaHUX 1HIAKATOpIB Oe3IeKH, siKi Oyimi OTpHUMaHi Bill
MOIYIEO 300py iH(opMarii, y KiIbKiCHI MOKa3HUKU
piBHsS 3axumieHocTi. OCHOBY JIOTIKM OILIIHIOBAaHHS
CTaHOBIISITh 1HAMKATOPH, KI 0a3yloThcs Ha MiXHa-
poanux cranpaprax ISO/IEC 27001:2022 [10], ISO/
IEC 27002:2022 [13] ta NIST SP 800-53 [14]. Li
CTaHIAPTH BU3HAYAIOTH TIPABHIIA Ta TEXHIYHI 3aX0qU
0e3mnexu, o BiJANOBITAOTh TPHOM OCHOBHHUM ITPHH-
munaM iHdopmaniiiHoi Oe3neku, TakuM sK KOHi-
JEeHLIHHICTB, HiicHICTh Ta qoctynHicTb (KLT). s
KOXKHOT'O 1HJMKATopa KiOepOe3leKHu BH3HAYCHO BijI-
MTOBITHY MaTeMaTHYHy MOJEIb, sSKa T03BOJIIE edek-
THBHO TIPOBOAWTH OOYMCIEHHS KUTbKICHHX TOKa3-
HUKIB Ha OCHOBI KOHKPETHHX 1 BAMIPIOBaHUX JTaHHX,
IO OTPUMYIOTHCS 3 MEPEKEeBOro Bysia. Hanpukman,
MOKa3HUKH MOXXYTh BKJIIOYaTH HAJEKHY CErMEHTa-
Ii0 TIPaB JOCTYIY, HASIBHICTh Ta 9aCTOTY BUKOHAHHS
pe3epBHUX KOITIH JaHUX, JOTPUMAHHS TOJITHK TTapo-
nmiB a00 HasBHICTP HECAHKI[IOHOBAHOTO BCTaHOB-
JICHHSl TporpaMHOro 3abe3medeHHs. Pesyneratom
[LOTO TPOILIECY € HOpPMaJli30BaHa KiJbKiCHA OIIIHKA,
sIKa BiJIoOpakae MOTOYHMIA cTaH iH(pOpMaIiitHOT Oe3-
MIEKH By3J1a, a TAKOX PO3MOIiI OIIHOK 32 OKPEMHM
MMOKa3HUKOM. YCi pe3yibTaTH OIIHIOBAaHHS MOXYTh
OyTH TOnaHi y BUIIAAI MATPUIl 3aXHINEHOCTI, IO
HaJa€ TIOBHY KapTUHY iH(OpMaLiiHOi Oe3MeKH IS
KOYKHOTO By3JIa MEPEKI:

my (6)  my,(0)
my (1) my(t)

my, (1)

m,, (t)

M) = ,\*¥

m, (1) m,, () m, (1)
MERGEFORMAT (5)

ne M(r) — marpuils Oe3IeKHu, sika CKIala€ThCs 3 Psil-
KiB, 1[0 BIJMOBIAAOTh By3JIaM MEPEKi Ta CTOBIIIIIB,
[0 BIANOBIZAIOTH IEBHUM ITOKAa3HUKAM O€3IIEKH;
m,(f) — KUIbKICHMH IOKAa3HUK OLIHKH IHAMKATOpa
Oesmexu j uis By3na i; my(t)€[0,1]; n — KIIBKICTB
BY3IIiB B MEPEXi; k — 3arajibHa KUIbKICTh BUOpAHUX
IHJMKATOPIB OE3MEeKH.

Moyib 3BITHOCTI 3aBEpIIy€e IMKII OIIHIOBAHHS,
(dbopMyroUM pe3ysbTaTd Ha OCHOBI MOJYJIS OIL[IHIO-
BaHHS 3aXHIIEHOCTI iH(hOpMAIIii, a TAKOK MOXKE OyTH
3aliTHUH 0e3MOoCcepeHbO IS TPOIIeCy MPOBEICHHS
BUOOpY areHTa Jijiepa Ta BKIOYATH pPE3yJIbTaTu
BU3HAYCHHS CTaHy HAaBKOJHIIHLOTO CEPEIOBHINA
By3ia. Lleit Moyiib popMye CTpyKTypOBaHi 3BiTH, 1110
MICTSITh 3arajbHy OIIIHKY 3aXHUINEHOCTI iH(opMmariii
a0o OIIIHKY HaBKOJHMIIHBOTO CEPEIOBHINA Ha BY3JIL.
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3BiTH CTBOPIOIOTHCS Yy CTAHAAPTU30BAHUX (hOpMaTax,
takuXx sk JSON a6o XML, 110 3a0e3mneuye CyMiCHICTb
13 30BHIIIHIMH CHCTEMaMH Ta CIPOIIYE MOAAIBIIY
arperariito i mepeBipKy MaHUX. Y BHITAJIKy TPOIECY
BH3HAYCHHs iH(OPMAIIfHOI 3aXHIEHOCTI JaHHUX
micist pOpMyBaHHS 3BITH IEPENarOThCsl TOJIOBHOMY
areHTy 3a JOMOMOTOI0 Moaydst 3B s3Ky. [Ipu mpose-
JICHHI BUOOPIB KOOPJMHYIOYOTO areHTH, pe3ysbTaTH
OLIIHOK HAaBKOJMITHBOTO CEPEJIOBHUINA TEepPelaloThCs
MDK areHTaMH 4epe3 KOMYHIKaIliliHiI KaHaJld 3 METOI0
BHU3HAYCHHS HOBOTO JIiZiepa.

Xoua apXiTEeKTypa CHCTEMH 31e0iIbIIOro po3mo-
JileHa Ta areHTHO-OPiEHTOBaHA, LEHTPai30BaHUI
BY30J BHKOHYE KIIIOYOBY POJIb TOYKH OTPHUMaHHS
yciel iHdopmariii mogo cTaHy 3aXHIIeHOCTI iH)Op-
Marlii B KOpropaTuBHIA Mepexi. BiH ciyrye iHTEp-
(beficoM MiX areHTamH, sIKi pO3TOPTAIOTHhCS HA BY3-
Jax Mepexi Ta CHCTEeMHHMMH aJMiHiCTpaTropamu,
MIATPUMYIOUM PO3IIUPEHHUH aHami3, 30epeKeHHs
ICTOPUYHUX JIaHUX, [IPOTHO3YBAHHS Ta CTpareriyHe
IJIaHyBaHHSA. BHYTpImIHS CTpyKTypa IICHTpali3o-
BAaHOTO BYy3/1a CKJIAJA€ThCSl 3 YOTUPHOX OCHOBHHUX
(YHKIIOHAIBHUX MOJYJIB: MOIYJSI MPEACTABICHHS,
MoZyJsi 30epiraHHsl JaHWX, MOIYJS MPOTHO3YBaHHS
Ta MOZLYJIsl pEKOMEHIAITi .

Monynb npeAcTaBICHHs HAJa€ MOXKIHMBICTh CHC-
TEeMHHM aJMIiHICTpaTopaM TEperIaaaTH, aHaTi3y-
BaTH Ta AOCHIDKYBAaTH PE3yJIbTaTH OLIHIOBaHHS IS
yci€ei kopropaTuBHOI Mepexki abo OKpeMuXx i By3IiB.
Mopnyne 30epiraHHs JaHHX BiJIIOBijae 3a Oe3revHe
30epiraHHsl pe3yJbTaTiB  OLIHOK iH(OpMaIiiHOT
0e3mneKu, OTpUMaHUX BiJl areHTIB Yepe3 KOOPAUHY-
1o4oro arerra. KoxeH 3amuc Mae MO3HA4YKy BH3HA-
YEHOr0 4acy MNPOBEICHHS NPOLECY OLIHIOBAHHS Ta
MOB’SI3aHUM 3 BIANOBIAHUM BY3JIOM, IO JO3BOJISE
CTPYKTYPOBAaHO BECTH OOJIK AJISi AOBIOCTPOKOBOTO
BIJICTE)KEHHSI Ta 3BITHOCTI MPO BiAMOBIAHICTE. [lei
MOJIyJb Jli€ SK ICTOPUYHE CXOBHWIIE, sike 30epirae
iH(hOpMaIlifo PO MHHYJI pe3yabTaTH OIiHIOBAaHHS
CTaHiB Oe3meku Ta J03BoJisie 30epiraHHs MOJallb-
LIMX Pe3yJbTaTiB OLIHOK Ui iX aHamizy. Moayib
MPOTHO3YBAaHHSI BUKOPUCTOBYE LI CTPYKTYpOBaHi
ICTOpHYHI JaHi i TepeadaueHHs MaiOyTHHOTO
cTaHy iH(popMmarliitHoi 6e3mexn B Mepexi. Bukopuc-
TOBYIOYM METOIM HAa OCHOBI IUTYYHOTO iHTEIEKTY
Ta MAIlMHHOIO HABYaHHS 3aCTOCOBaHI J0 YaCOBHX
PSIiB OTPUMaHMX IOKAa3HMKIB 3aXHMIICHOCTI JaHUX,
el MOJTyJTh BU3HAUAE YaCOBI TEHJICHIIIT TTOCTYIIOBOTO
MOTIPIICHHS TIEBHUX CIIAa0KUX Micupb y iH(opMaIiiii-
Hiit Gesmerni. Moro pesyIsrary BKIIOYAOTh IPOrHO3H
MalOyTHIX CTaHIB OE3MEeKH SIK Ha PiBHI OKPEMUX BY3-
JiB, TaK 1 AJs1 KOPIOPAaTHBHOI Mepexi B minomy. Lle
JI03BOJISIE aIMIHICTpaTopaM 3po3yMiTH, YU MOXKE CHC-
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TeMa CTaTH OiJbIIl BPA3JIMBOIO 3 YaCOM i BH3HAYHTHU
MPIOPUTETH MPEBEHTUBHUX Jili. MOmynb pekoMeH 1a-
il po3mmproe (QyHKIIOHAIBHICTH TPOTHO3YBaHHS,
MEPETBOPIOIOYH MTPOTHO30BAHI PE3yNIbTaTH 3axXHIIle-
HOCTI Ha IJICCTIPSMOBAaHI MPAKTUYHI PEKOMEHIAITiI.
Ha ocHOBI pe3ynbTariB, OTPUMaHUX MOMYJEM IIPO-
THO3YBAaHHS, a TAKOX HAsBHUX JAHUX MHUHYJIUX OIli-
HIOBaHb, LIeH KOMIIOHEHT (OopMYyIIoe peKoMeHaalii,
CIpsIMOBaHi Ha OOPOTHOY 13 MOTEHIIHHUMHY 1HIIUICH-
TaMy O€3MeKH JaHuX Ta 3MIIHEHHS 3arajbHOi CTiil-
KOCTI MEPEXKi.

[HTerparnis MoayIniB MPOTHO3YBaHHS Ta PEKOMEH-
Janii poOUTh MOXKJIMBHUM Mepexid BiJl PeakTUBHOIO
JI0 TIPOAKTHBHOTO YIPAaBIiHHS O€3MEKOF0, 1110 € BaX-
JIMBHM KPOKOM JI0 TIOOY/IOBH CAMOKEPOBAHUX CHCTEM
MOHITOPUHTY 1HPOpPMAIIHHOT OE3MeKH HOBOTO TTOKO-
JIHHS.

3arasioM (DyHKLIOHYBaHHSI CHUCTEMH Iependaydae
LUKJIIYHEe BUKOHAHHS eTariB 300py, 0OpoOKH Ta aHa-
ni3y indopmarii. Y KO)KHOMY LUKJI areHTH MpOBO-
JISITh JIOKAaJIbHE OI[IHFOBAHHS, TIEPE/IAIOTh PE3yIIbTaTH
TOJIOBHOMY areHTy, SIKMH arperye naHi Ta HaJChiIae
ix Ha meHTpanizoBaHuii By3os. KoopauHarop obupa-
€ThCSI TMHAMIYHO Ha OCHOBI OIIHKHM MOTOYHOTO TEX-
HIYHOTO CTaHy BY3JIiB, 110 3a0e3neuye 30anaHcoBa-
HICTh HABaHTAXXEHHS 1 BIJIMOBOCTIHKICTH CHCTEMH.
SIKIo Kepyrounii TpOTpaMHMI areHT BUXOIUTH 13
Jaay, TOAL IHIMIIOEThCS TMpOleaypa Horo mepeod-
paHHs 0e3 TMOpYyIIEHHS 3arajJbHOTrO IPOIECy OIli-
HioBaHHs. llependadyeHo nBa pexuMH pOOOTH CHUC-
TEMHU, a caMe TIePIOIUIHUN, IKUI BUKOHYETBCS Yepe3
3aJlaHi 9acoBl IHTEPBAJIH 1 3aIIUTYBAHWM, 1110 aKTUBY-
€ThCS BPY4YHY amMiHicTparopoM. Taka opranizamis
JTO3BOJISIE aJaNTyBaTH CHCTEMY JIO0 Pi3HUX CIICHApiiB
POOOTH KOPIIOPATUBHOI MEPEKI.

Po3pobnena cucrema 3a0e3mneuye KOMIUIEKCHE
OLIIHIOBAaHHA CTaHy iHQopMaliiiHoi Oe3neKn Kop-
MOPATUBHOI MEpeXi B yMOBaxX JAWHAMIYHOI 3MIiHM 11
CTPYKTYpH. BHUKOpHCTaHHS areHTHO-OPi€HTOBAHOTO
MiIXOAY JO3BOJIMIIO TOEHATH PO3IOJIIICHE OIiHIO-
BaHHS O€3IMeKd 3 IEHTPAJI30BAaHOKW aHaJiITUKOIO,
3a0€3MeUnBIIM  aBTOHOMHICTh, MAacIITa0OBaHICTh
1 HAAIAHICTb.

Hocaigxenns epextuBHocTi. s omiHIOBaHHS
e(heKTUBHOCTI 3aMpPOITOHOBAHOI areHTHO-OPIEHTOBA-
HOT apXiTeKTypH OyJI0 MPOBEEHO EKCIIEPUMEHTAIbHE
JOCTIIKEHHSI, METOIO SIKOTO CTaJIO BU3HAUYCHHS 31aT-
HOCTI CHCTEMH MiATPUMYBATH CTab1IbHICTh, JOCTYII-
HICTh 1 BIJIMOBOCTIMKICTh y JAMHAMIYHHX YMOBax
KOpITIOpaTUBHOTO cepenoBuma. OcoOmuBy yBary
MIPHUJIIICHO OIlHII apXiTEKTYPHHUX XapaKTEePHCTHK,
SKi BiOOpakaroTb POOOTY CHCTEMH TiJ Yac 3MiH
y ckiazi abo cTaHi By3JiB.

ExcriepuMeHT MpoBOAMBCS y BIPTyasli3oBAHOMY
CEPENOBUIIT, 10 IMITyBaJIO KOPIOPATUBHY MEPEKY
3 50 By3miB. Ha xoxkxHOMY By3mi Oyio po3ropHYTO
MIPOTPaMHOTO areHTa, SKUH 3MIHCHIOBAB JIOKAJIbHY
OIIIHKY CTaHy iH(opMaIliiiHo1 Oe3reku, oOMiH MOBi-
JOMIICHHSIMH 3 1HIIUMH areHTamMyd Ta B3a€MOJII0
3 KOOPIWHATOPOM Y MeKaxX IHKIIB OIIHIOBAHHS.
OnuH 13 are’TiB IMHAMIYHO OOMpAaBCs y podli JTigepa,
SIKUH BIATIOBiZAB 3a 30ip, arperyBaHHs Ta Iepeaady
pe3yJIbTaTiB OLIHKHU IO LIEHTPaIi30BaHOTo By3ia. s
MOJICTIIOBaHHSI pOOOTH CHCTEMH BUKOPUCTOBYBAJIUCH
CUHTETHUYHI JaHi, 10 JI03BOJISUIO BapilOBaTH yMOBH
MEpEKEBOTO HABAHTAXCHHS, KUTHKICTh aAKTUBHHUX
BY3JIiB 1 9aCOBI1 3aTPUMKH Y KaHajaX 3B’ SI3KY.

Byno 3MonensoBaHO woTHpH CIeHapii, MO BiJ0-
OpakaloTh THIOBI YMOBH (PyHKIIOHYBaHHS KOpIIopa-
TUBHOI MEPEKi.

[Mepmuii cueHapiii npeacTaBiisie HOMiHAJIbHUN
PEXUM pOOOTH TIPU SIKOMY CHCTEMa IPaIloe CTa-
OinpHO Oe3 300iB 200 TepeBaHTaXKEHb 1 TPU bOMY
yCi By3JIH JJOCTYTIHI.

VY npyromy creHapii BinOyBaeThcsl BTpara KOOp-
JMHATOPA, TOOTO OJMH 13 BY3JiB, 10 BUKOHYBAB POJIb
KEPYIOYOT0 areHTa CTa€ HEJOCTYIHHM 1 TOMY CHC-
TeMa BHMYIIICHAa aBTOMATHYHO IHIIIFOBaTH IPOIIEC
repeoOpaHHs HOBOTO Jijiepa.

[Ipu TpeTboMy clieHapii BBOAUTKCS IMITYYHE TIEpe-
BaHTAXXCHHS BY3JiB y KoMy 25% BY3JIiB IPAIIOOTh
13 MiJIBUIIIEHUM HaBaHTAXXCHHSIM, 1[0 BILUTUBAE HA Yac
00pOOKM TOBIIOMJIEHb Ta KOMYHIKaIIlHI 3aTPUMKH.

OcraHHI}, YeTBEPTHH CIleHApiii BBOAWTH YacT-
KoBi 3001 y koMmyHikauii mpu sikux y 10% By3iiB
MePiOINYHO BUHUKAOTH KOPOTKOYACH] BiJIKITFOYCHHS
3B’SI3Ky Ta BTpaTa MOBiIOMJICHb, 1110 MEPEeBipsie 3at-
HICTh CHCTEMH JIO BIJIHOBJICHHS KOOP/AMHAILI.

1T KO)KHOTO CIICHApif0 MPOBOMMIIOCS KiTBKICHE
BHMIPIOBAaHHS TaKWX IIOKAa3HUKIB SK: Koe(]imieHT
JOCTYITHOCTI Y BiJICOTKax, IIO MOKAa3y€ YacTKy 4Yacy
MPOTATOM SIKOTO CHUCTEMa 3ajMIIanacsl Ipaues3nar-
HOIO; YacoBa 3aTpUMKa INepeoOpaHHs KOOpIUHATOPA
y CeKyHJ1aX, 1110 BiJI0OpaXkae cepe/IHii uac, skuii HeoO-
XITHAN IS TIOBTOPHOTO BHOOpPY KEPYIOUOTO arceHTa
TTiCJIST BUSIBIICHHS BiJIMOBH; TIOKa3HUK KOMYHIKaIiiHIX
BUTPAT, SIKHIA ITOKA3y€e BiJICOTOK MEPEXKEBOTO Tpadiky,
IO TIPHUNAAAE HA CIYKOOBI KOOpAMHALINHI MOBigO-
MJICHHSI MJK aT€HTaMH T10 BiTHOIIEHHIO JT0 3arajIbHOTO
[APKYITIOI0Y0TO MepekeBOro Tpadiky; KoedimieHT
BiJTMOBOCTIHKOCTI y BiZICOTKaX, IO TIOKa3y€ BiJICOTOK
YCIINTHAX [TUKITIB OLIHIOBAHHS TTicIs 3001B.

OtpuMaHi pe3yabTaTd CBiUarh MPO BHCOKY CTa-
OUTBHICTD 1 aJaNTUBHICTh ApXITEKTYypHU Y PI3HHUX €KC-
IryaraniiiHux — ymoBax. KoedimieHT AocTynHOCTI
CHCTEMH 3aJIMIIABCI B Mexkax Bifg 95 mo 100%, mro
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Tabmuus 1
Pe3yabraTn ekcnnepuMeHTAJbLHOIO J0CTiKeHHs! (PYHKIIOHYBAHHSA CHCTEMH NPHU Pi3HUX cleHapiax
oxa3uuk Cuenapiii 1 Cuenapiii 2 Cuenapiii 3 Cuenapiii 4

Koedimient nocrynnocri, % 100 98,7 99,1 95,2
Yacosa 3arpuMKa repeoOpanHst - 26 1.9 34
KOOPJIMHATOPA, C

KomyHnikamiiiai Butparu, % 5,0 5,8 6,2 6,8
KoediuienT BigmoBocriiikocTi, % 100 97,3 98,5 94,5

JEMOHCTPY€E 3IaTHICTh MIATPUMYBAaTH Oe3MEpepBHY
po0OOTy HaBITh 32 YaCTKOBHUX BifMOB. HaiiOuibIie 3HU-
JKEHHSI CIIOCTEpIraJloch y YETBEpPTOMY CIIEHapii, 10
3yMOBJICHO TPHBAJIIMH BTPaTaMu 3B’ 513Ky MiXK By3JIaMH.
YacoBa 3arpyMKa MepeoOpaHHsI areHTa Jijepa KOJu-
Bayiacsi B Mexkax Big 1,9 1o 3,4 ¢, 10 € npuidHATHUM
JUISL CHUCTEM 13 PO3IOAUICHOI JIOTIKOI YIIPaBIiHHS.
Ile miaTBepmKye e(EeKTUBHICTH peani3oBaHOI CXEMHU
JMUHAMIYHOI TICHTpaii3amii 3a sIkoi HOBHH KOOpIUHA-
TOP BHU3HAYAETHCS OMEPATHBHO 0e3 MOpPYIIeHHS IMpo-
1ieciB oniHroBaHHA. KoMyHikamiiiHi BUTpaTH ISl MiXK-
areHTHOI B3aEMOIii He TIEPEBUIIIIITH 7% Bifl 3araJlbHOTO
o0csry TpadiKy HaBiTh y HAaHCKIIAJHIIIAX YMOBAX, IO
CBITYUTH TIPO ONTHMAITLHY OpraHi3allito MpoIiecy CITii-
KyBaHHS Mk areHTamu. KoeirieHT BiMOBOCTIHKOCTI
niepeBuIyBaB 94%, TOOTO OUTBIIICTH IWKIIB OIHFO-
BaHHsI 3aBEPLIYBAIMCS YCIIIITHO HaBITh MiCIIsI KOPOTKO-
YacHUX 3001B 200 BTpAT TOJIOBHOTO KEPYIOUOTO areHTy.

[lpoBeneHuil EKCIIEPUMEHT TIiATBEPAUB  37arT-
HICTb PO3POOJICHOI areHTHO-OPIEHTOBAHOT apXiTeK-
TypH 3a0e3redyBaTd BHCOKHI pPiBEHb JOCTYITHOCTI,
BIJIMOBOCTIHKOCTI Ta e(peKTHBHOI camMooprasizarii
HaBITh 32 YMOB TUHAMIYHUX 3MiH MEPEKEBOTO CEPE/I-
oumia. Cucrema MiATPUMYE CTabUTEHAN OOMIH MiX
arcHTaMH Ta MiHIMaJIbHUH pPiBEHh KOMYHIKAIlIHHAX
BUTPAT BiIBEJICHUX IS YACTKH CIYKO0BOTO TpadiKy,
0 CBIAYWTH TPO 11 MPUAATHICTH IS TIOAAIBIIOT
iHTeTparii y koprnoparusHi iH(ppacTpykrypu. OTpH-
MaHi pe3yNbTaTd CTBOPIOIOTH OCHOBY JIJISl TOJAJTb-
HIMX JOCIiIKEeHb, CIPSIMOBAHUX Ha BIOCKOHAJICHHS
METOJIB opraHizaiii (yHKIIOHYBaHHS Ta ONTHUMi3a-
1ii M>KareHTHOT KOOpIMHAII1.

BucnoBku. OTxe, Oyno HpeACTaBICHO KOHIIEH-
TyalbHY apXiTeKTypy areHTHO-OpPi€HTOBaHOi pPO3-
MOALJICHOT CUCTEMH 3 €JIeMEHTaMHU JTUHAMIYHOI 1IeH-
Tpaji3alii, sika nIpu3HaYeHa ISl OLIHIOBAHHS CTaHy
3aXHMIICHOCTI JAaHUX B KOPIOPATUBHUX MEpEexKax.
3arpornoHoBaHa apXiTekTypa 0a3yeTbcs Ha CyKyTI-
HOCTI aBTOHOMHHUX arcHTIB, SKi PO3TOPTAIOTHCS Ha
OKpPEMUX By3JIaX MepeKi Ta 3MIHCHIOIOTE 30ip TaHUX,
004YHCIIeHHS JOKaJbHIX TTOKa3HHUKIB 3aXHINEHOCTI Ta
B3a€MOJIIF0 MK COOOF0 U BHOOpPY areHra Jijepa.
Takuii areHT KOOPJMHATOP BUKOHYE POJIb JTWHAMIY-
HOTO TIGHTPY KEepyBaHHsS, arperye pe3yibTaTH OIli-
HIOBaHHS Ta Mepeaae iX 10 LEeHTPali30BaHOTo By3Jja
B SIKOMY MOXIIMBE IMOJaJIbIIe MPOTHO3YBaHHS 3MiH
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cTaHy Oe3leKH 3a JIOMOMOTOI0 MOIYJIB aHAJITHKH,
JIOCTYTI JIO SIKMX MAlOTh CUCTEMHI aJIMiHICTPaToOpH.

[IpakTuyHa LiHHICTH 3aNPONOHOBAHOI apXiTEK-
Typu TIONSTAa€ y CTBOPEHHI YHIBEpCaIbHOTO Tij-
TPYHTS IJIs1 TIOOYIOBH IHTEIEKTYaTbHUX CHCTEM OITi-
HIOBaHHS CTaHy 3aXHUIIEHOCTI JaHUX KOPITOPATHBHIX
Mepex. [i cTpykTypa 3abesneuye KinbKicHe BUMiprO-
BaHHS PIBHS 3aXWINEHOCTI JaHWX Ha OCHOBI (op-
MaJTi30BaHUX MOKA3HUKIB, IO 0a3yHTHCS HA OCHOBI
MDKHapOIHHUX CTaHJapTiB KibepOe3neku, a came [SO/
IEC 27001:2022, ISO/IEC 27002:2022 ta NIST SP
800-53. 3aBasiKM MOIYITBHOCTI T areHTHO-OPIEHTO-
BaHOMY IiAXO/Y, apXiTEKTypa MoXe OyTH aJarToBaHa
70 pI3HUX THIIIB KOPHOPATHBHUX iHPPACTPYKTYP,
3a0e3Meuyoud MaclTaboBaHiCTh, THYUKICTh Ta PO3-
MOJUICHHS OOYMCIIIOBAJIBHOIO HABAHTAXEHHS MIK
By3/aMu. BayxJIMBOIO 0COOJIMBICTIO CUCTEMH € MeXa-
HI3M JMHAMIYHOI LICHTpaIi3allii, SKHii I03BOJISIE aBTO-
MaTHYHO Tepeodnpary KOOpJAMHATOpa Ta MIATPUMY-
BaTH CTaOUTbHICTh (PYHKITIOHYBaHHS HaBITh 32 YMOB
JaCTKOBHX BIiIMOB ab0 3MiH y Mepexi. Kpim Toro,
Ha IIEHTPaNi30BaHOMY BY3Ji MPHUCYTHiN (yHKITIO-
HaJI POTHO3YBaHHS CTaHIB iHPOpMaIiiHOi Oe3rmeKH,
0 0a3yeThCs Ha aHalli3i YaCOBHX PSIIiB MOMEPEIHIX
OIIHOK Ta BHUKOPHCTOBYE €IIEMEHTH MAaITUHHOTO
HaBYaHHSA 1 IITY4HOrO iHTeNeKTy. Lle Hamae MoxIiu-
BICTh HE JIMIIIE OI[IHFOBATU IOTOYHUHN PiBEHB 3aXHUIIe-
HOCTI, a i mependadaTu Horo MaiOyTHi 3MiHH, CBO-
€YaCHO BUSIBIISIIOUM TEHJACHIII aerpanarnii Oe3mexw.
Takum unHOM, cuctema Gopmye iHGopMaIliiiHO-aHa-
JMITHYHY OCHOBY JUIS CTpPAaTEriuHOro IUIaHyBaHHS,
MIJIBUIICHHS PIBHS KIOEPCTIMKOCTI Ta onTuMizarii
3axXO0[IiB 13 3aXUCTY KOPIIOPAaTHBHUX PECypCiB.

[Momaneni mocmimkeHHS OyITyTh CKOHIIEHTPOBAHI
Ha BIPOBALKCHHS PO3POOJICHOI CHCTEMHU Y peaibHi
KOPITOPATHBHI MEpEeXKi BEIUKUX IMIIIMPHUEMCTB IS
TepeBipku  ii Tpare3maTHocTi Ta e(QEeKTHBHOCTI
B peaJhbHHX yMOBax ekcruryararii. OcoOmuBa yBara
MPHUIIATAMETHCS TTOJIATBIIIOMY PO3BHUTKY MEXaHi3-
MiB JIMHAMIYHOI IIEHTpali3allii 3 METOI ONTUMI3aIlii
MPOIECY KOOPAMHAIT areHTiB 1 3HWKEHHS YaCOBHX
3aTPUMOK IipH nepeoOpanHi Jixepa. Takox Oyne pos-
ISIHYTa MOKJIMBICTB 1HTErpalii CHCTEMH 13 30BHILL-
HiMH iHQOpMaLlIHHIMU pecypcaMu Ta MmiaTGopMamMu
KOPIOPATUBHOT OE3MEKH ISl CTBOPSHHS OLIBIII KOMII-
JISKCHOTO CepPE/IOBUIIA OLIHFOBAHHSI.
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Oliinyk P.A., Savenko O.S., Hnatyuk O.I. CONCEPTUAL SYSTEM’S ARCHITECTURE
FOR ASSESSING INFORMATION SECURITY IN CORPORATE NETWORKS

The article highlights the urgent problem of assessing the state of information security of corporate systems
in the context of the increasing resilience of distributed corporate networks and high requirements for their
reliability and stability. An analysis of modern scientific research and commercial solutions in the field of
monitoring, management and analytics of cybersecurity was conducted, as a result of which a number of
limitations were identified. In addition, the latest existing approaches, focused on incident detection or event
monitoring, do not reflect a comprehensive quantitative assessment of the level of security of information
resources based on standardized indicators. Also, such systems lack mechanisms built on the basis of artificial
intelligence and machine learning, which would allow making predictive assessments and modeling the
dynamics of changes in the security state over time. In addition, modern systems lack focus on developed
mechanisms for flexible coordination of interaction between elements of the distributed environment, which
can lead to excessive load on central nodes, reduce the efficiency of data exchange and lose stability in the
event of failures or changes in the network topology.

In order to eliminate the identified shortcomings, a conceptual architecture of an agent-oriented distributed
system with elements of dynamic centralization is proposed, which provides automated assessment of the
state of information security in corporate environments, which does not require the involvement of system
administrators. In the proposed system, software agents are installed on the nodes of the corporate network
and consider the assessment of the current level of data security based on formalized indicators consistent
with international cybersecurity standards. The interaction between agents is organized according to the
principle of dynamic centralization, which allows adaptively changing the role of the coordinator, ensuring
high fault tolerance and balanced load in the system. The centralized node in the architectural system
performs the functions of an analytical and predictive center, which allows not only to summarize the results
of the assessment, but also to predict trends in changes in the level of security over time. An experiment
was conducted to determine the efficiency of the system in various operating scenarios aimed at testing the
stability, reliability and efficiency of its architecture. The evaluation is carried out using a number of system
metrics that reflect the level of availability, fault tolerance, coordination delay, and communication costs. The
results of the experiment confirmed the feasibility of using an agent-oriented approach for building distributed
information security assessment systems.

Key words: agent-oriented system, corporate network, distributed systems, dynamic centralization, software
agent, information security assessment, NIST SP 800-53, ISO/IEC 27001:2022, ISO/IEC 27002:2022.
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