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XMenbHUNIBKUH HAIlIOHATEHUN YHIBEPCUTET
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XMeIbHHUIIBKHIA HAI[IOHATBHHN YHIBEPCUTET

BUSBJEHHS BPA3JIMBOCTEM NEPENNOBHEHHS BY®EPA
B CUCTEMHOMY INIPOT'PAMHOMY 3ABE3IIEYEHHI
HA OCHOBI I'PA®A TA MOJAEJII TPAHC®OPMATOPA

Busenenns spaznugocmetl, nos’s;3anux iz nam smmio, IUMAEMbCs KIIOYOGUM GUKIUKOM OJIsL CUCIEMHOZ0
ma 60y008aH020 Npocpamnozo 3avesneuenns. Ilomunxku nepenosnents 6ygepa yacmo cmaioms NPUYUHONO
IHYuOenmie Oe3nexku 6 cepedosuwax iz obMedceHuMU pecypcamu, oe crabka i3onsayis ma cneyugpika ana-
Pamuux niamgopm YCKAaOHI0Ms 2apanmy8aHHs KOpekmuoi pobomu. Y pobomi 3anpononosano nioxio, ujo
NOEOHYE POPMATLHT YMOBU PUSUKY 3 2PAPOBUMU NOOAHHAMU KOJY Ma Heupomepextcero 0emeKmopd, OpicHmo-
BAHOIO HA BUABNIEHHS PEANbHUX NAMEPHIE Y CUCMEMHUX NPOEKMAX. Buxionuil Koo nepemseopoemuvcs Ha y320-
0diCeni CIMpyKmypu abcmpakmH1o2o CUHMAKCUYH020 0epesa, epagpa Kepysanns ma epagha nomoxie 0anux, oe
8y31u ma pebpa anomosano ingopmayicio npo Oypepu, medxnci, 26apou il wAXY nowupenus snavens. Ha yiil
0CHO6I hopmytomubcst ingpopmamusHi nioepagu ma ixwi Oa2amoKaHaIbHi 8i3yanizayii, o KoOYImb 63aEMO0II0
KepySanHsi 1l OAHUX, d MAKOHC 8I0NOGIOHICIb MUNI308AHUM WADIOHAM 3A2ANbHOBIOOMUX OA3 3HAHb NPO 6PA3-
aueocmi. Hetipomepeoicesuii 0emexmop npayto€ 3 yumu ROOAHHAMU K I3 HABYATbHUMU NPUKIAOAMU, 30ili-
CHIOE JIOKANI3ayiio RIOO3PIIUX (ppasmenmie i nosepmac NOACHIO8AHI CNPAYIOBAHHSL Y GU2TSOL KAACY, OLISIHKU
KOOy ma KOpOmKoi npusdunu, y320004CceHol 3 popmanrvHumu inouxamopamu pusuxy. 11ioxio niompumye inkpe-
MeHmanbHe OHOGIEHHS APMedaAKmie anaiisy, Npayloe 8 KOHBeEPax beanepepsHoi inmespayii ma nocmadanms,
30epieac npoghini npenpoyecopa ma 8epcii IHCMpPyMenmis, wjo 3abe3neuye 8i0meoplosanicmy I 3pyuHicmb
ona ayoumy. Haykosa nosusna nonseac y noconanni gpopmanvuoi oyinxku epexmuenoi emnocmi 6yghepa, éae
NOMOKI6 OaHux i epaghosux izyanizayiil K HAGUATLHO2O NPOCMOPY 08 0emeKmopd, wo 0ae 3mo2y 3MeH-
wumuy XubHi Cnpayio8ants ma NiOGUWUMY NEPEHOCUMICIb Midc Kodoeumu 6bazamu. Obmedicenns cmocy-
0mMbCst eapmocmi no6y006u 2pagie Ha GeIUKUX NPOEKMAX I YYmMAU8ocmi 00 Konpicypayitl 30ipKu, npome 60HU
NOM SIKULYIOMbCSL NPOPITIOBANHAM, Keulyeanusam i nonimuxamu 3anycky. Ompumani pesyiomamu c8iouamy
npoO NPAKMUYHY NPUOAMHICIIb 3aNPONOHOBAHO20 PiteH s O CUCIEMHO20 NPOSPAMHO20 3abe3nedents ma
inmezpayii 8 iHdceHepHi npoyecu.

Kniouoei cnosa: nepenosnenns 6yghepa, cucmemne npoepamue 3abe3neyents, 6pamueocmi nam 'smi, epa-
¢osi netiponni mepeoici, YOLO, mpancgopmep.

IlocTanoBka mnpodaemu. IIpobnemu Oe3nexu
mam’siTi B CUCTEMHOMY Ta BOYIOBaHOMY IpOTPaM-
HOMY 3a0e3TeueHH] 3aUIIalThECI KpUTHIHUME [1]:
nedekTu nepenoBHeHHs Oydepa Bce IIe € MOIImpe-
Hor mpuuuHOto iHImaeHTIB B RTOS [2], npafiBepax
Ta MporpaMHOMY 3a0e3leueHHi MiIKPOKOHTPOJICPIB
[3], me pecypcu oOMexeHi, a 4acOBI OOMEIKCHHS
KOPCTKi. Y TakMX yMOBax TPaJUIliifHI IHCTPYMEHTH
craTUaHOTO 3ab6e3neueHHs skocti (SAST) gacto abo
TeHEePYIOTh HaJMIpHY KiJIBKICTh ITOMIJIKOBHX CIIpa-
[IbOBYBaHb, a00 MPOIYCKAaIOTh HETUIIOBI IIA0JIOHH,
0COOJIMBO y BEJIMKHUX KOJIOBUX 0a3ax 3 BEJIMKOI KiJib-
KicTio 3anexHocrei [4]. [lapajensHO aKTHBHO PO3-
BUBarOThCs Hiaxoau ML/AL: Bix nocininoBHUX 1 MOB-
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HUX MojieNiel /1o TpadiuHiX HEHPOHHUX MEpEeK, SKi
Kparte GikCyloTh CTPYKTYpHIi 3aJIe)KHOCTI B TIPOTpam-
HOMY KO [5], a TakoK HaIpsIMOK POOOTH, 30Cepe-
JKEHUU Ha ITOSICHIOBAHOCTI Ta HAMIMHOCTI MOIEJei
[6]. Onnak 6e3 yiTkoi (hopMaLHOT OCHOBHU Ta y3ro-
JUKEHHUX IIA0JIOHIB PU3HKIB Ba)KKO CTBOPUTH MACIII-
Ta0OBaHMK 1 BOJHOYAC IHTEPIIPETOBAHHUM JECTEKTOP.
Y mporpamMHOMY 3a0e3MeUeHH] TPUKIATHAX CHCTEM
(RTOS, npaiiepu, npommeka MCU) nepenoBHEHHS
Oydepa BHABISIE CKIaIHY IMOBEIIHKY: OOMEKCHHS
CTeKa, HeBinnmoBigHOCTI KoHTpakTy API, BizcyTHicTh
130JIALIiT armapaTHOTo 3a0e3reueHHsT Ta OOMEKEHUH
«IPOMIKOK» 4Yacy JUisl MEPEeBIPOK CHPHUSIIOTH TOMY,
10 HaBiTH OJTHA TIOMWJIKA B iHACKcallii abo dhopmari
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BUBOIY MOXE CIPUYMHMTH 30iii cucremu abo mpu-
XOBaHe IiJBUIICHHS npuBiieiB. CTaHgapTHI 3aco0u
saxucty (ASLR, DEP, stack canaries) 3MeHIIyIOTbH
TUTOIIY aTaK|, ajie He YCYBalOTh OCHOBHY IMPOOIeMy —
CEeMaHTHYHI TOMUJIKHA B 00po061i mam’sti. Le miakpi-
IUTIO€ BUKOPUCTAHHS MOETHAHHS (OPMaIbHUX YMOB
PHU3HKY 3 MALIMHHUM HaBYaHHSM: MEpIIe 3a0e3Meuye
CYBOP1 OOMEKEHHS NPaBUIBHOCTI, a JAPYyre J03BOJISIE
MacmTaldyBaTy JIOKai3aliio Ta MpiopuTe3alio mij-
03pUTHX AUISTHOK KOIY.

VY miit crarti moemHyrThCA (QopMarIbHI YMOBH
PU3MKY Ta INA0JIOHM 3 KOMIIAKTHHM JETEKTOPOM
YOLO. Mu mnpencraBnsieMo KOJ Yy BUINISALI Tpa-
¢GiyHMx 300paXkeHb, IO BIAMOBITAIOTH Oi0IiOTEIl
mrabnoniB (CVE/NVD/OWASP), a piBHsiHHSI BU3HA-
YJalo0Th €TAJIOHHI KPUTEPii pU3HKY M1 JIOKaJi3arii Ta
nosicHtoBaHOCTI. KinteBe pimenss interposano B Cl/
CD, 110 103BOJISI€ MBUIKO NEPEBIPATH 3MiHH Y BEHU-
KHX PErO3UTOPisX.

V wiit crarti mig «Oydepom» MU po3yMieEMO cTa-
TUYHUI MacHB (CTEK), JMHAMIYHO BUJIIJICHUH OJIOK
(xytry) abo mosiMOpQHY CTPYKTYpY, IO 1HKATICYITIOE
nam’siTh, 32 YMOBH HasBHOCTI SIBHOTO OIlepaTopa
3anmcy. [lig «mepeBipkoio Mex» MU po3yMieMo abo
MepeBipKy npenukara (yMoBa/acepT 3 MpaBUIBHUMU
Mexxamu), abo Oesneuny Bepciro APl 3 mpaBuibHO
BKazaHUM po3mipoM. [Ipu po3paxyHKy pU3HKYy MH
MIPHUITYCKAEMO KOHCEPBATWBHY HENOOIIHKY €MHOCTI
(eexTHBHOI €MHOCTI), IO TapaHTy€ BiJICYTHICTh
MOMUJIKOBUX HETAaTUBHUX PE3yJbTaTiB Ha eTali nore-
penHboro Binoopy. CrarTsi B XKypHaii 3 PO30HBKOIO
Ha CTOpiHKH [7].

Mertoro 1iei pob6oTH € po3podka yHIBEpCaILHOTO
METOLy BHSBJICHHS BPA3JIMBOCTEH IEPEIOBHEHHS
Oydepa, 1110 OXOILTIOE TIOMWJIKH CTEKa, Kymu Ta off-
by-one.

OCHOBHI aCIIEeKTH CTAaTTi:

1. TopiBHsAIBHMIA OIS CydacHUX migxomis ML/
DL no Businenust BOF B kKOHTEKCTI CHCTEMHOT0/BOY-
JIOBAHOTO MPOTPAMHOTO 3a0e3IeUeHHS;

2. ®opmaiibHa OCHOBA PHU3HWKY Y BUIVISAAI YOTH-
pBOX yMOB 3 po3ainy 3 Ta 0ibmioTeka IIabIOHIB,
3i0pana 3 CVE/NVD/OWASP;

3. Tpuknacuuii nerekrop YOLO (Stack/Heap/
Off-by-One) Ha rpadidyHOMY KOII 3 TOSCHEHHSM
pesynbTary (Kiac, OIiHKa, Jliana3oH KOy, BiAMOBI-
HUY 11a0JI0H, TIOSICHCHHS ),

4. Tlporoxon ominku Ta iHterpamis B CI/CD, ne
MOKa3aHO IiIBUILEHHS SIKOCTI IOPiBHSHO 3 0a30BUMH
inctpymentamu SAST Ta mOTOYHUMH 0a30BUMH
nokazHukamu ML.

AHaji3 ocTaHHiX I0CTimKeHb i myOJikauiii.
MeTtony BUSBICHHS IepernoBHEHHS Oydepa 3a3BH-

Yail MOAUTAIOTh HA Bl BEJIMKI IPYNH: KJIAcH4YHi CTa-
TUYHI/JIMHAMIYHI aHaJI3aTOPH Ta TiIXOX Ha OCHOBI
MAaIIMHHOTO HaB4yaHHs. [lepmri Oa3yroThesi Ha MpaBu-
JIaX, eBPUCTHIII Ta aHAJI3l MMOTOKY NaHUX/KOHTPOJIIO:
BiJT TPOCTHX CUTHATYp HeOE3MEeUHNX BUKITUKIB (Strepy,
sprintf, HEKOHTPOIILOBaH1 KOIIi1) 10 CKIIQJIHUX MIXKITPO-
LEeIYPHUX TIEPEBIPOK 13 BUKOPUCTAHHSAM JIEPEB PO3-
oopy, rpadikiB koHTpoimo notoky (CFG) Ta anamizy
3a0pyaHeHHss. CUMBOJIbHE BUKOHAHHS Ta a0CTpaKTHA
IHTEepIIpeTallis Jal0Th 3MOTY JOBECTH JOCTYITHICTh
ITOMHJIOK, ajie CTPaKIAIOTh BiJ «EKCILIO3il MIISAXiB)»
1 BUMararoTh CKJIaJHUX iHBApiaHTHHUX CHeIuQiKaiii.
Hunamiuni migxomu (¢ysiHr, caniTaizepu) 3abes-
MEYYIOTh BHCOKY TOUYHICTH BiATBOPIOBAaHHX TPAEKTO-
piif BUKOHAHHSI, aJle MalOTh 3HAYHI BUTPATH PECYPCIB
1 mokputTs. Taki iHCTpy™MeHTH, sIK AddressSanitizer/
UBSan, BusiBISrOTH AePEeKTH i1 Yac BUKOHAHHS, aje
HE TapaHTyIOThb IOKPHUTTS «XOJIOAHUX» TIIOK KOAY.
Kpim Toro, ¢y3iHr BasKKO HaJalITyBaTH AJIs CLICHApIiB,
0 3aJie)KaTh Bij craHy abo OararonotokoBux [8].
JlonaTkoBi YCKJIaTHEHHSI BHOCHTh Cy4acHI MEXaHi3MU
3axucty (ASLR, DEP), ski 3MiHIOIOTH TIPOSIBU €KC-
IoUTiB (aHItokkd ROP, po3nuieHHs KyIi), He yCy-
BAlOYM MEPLIONPHUYHMHY, & CaMe IOPYILEHHS I'PaHuy-
HUX YMOB 1 HENIPaBWJIbHY POOOTY 3 JOBKHHAMHU.

[Tigxoqu MalIMHHOTO HAaBYaHHS CHPSIMOBaHI Ha
HaBYaHHS MOJIEJIeH pO3IMi3HABaTH BPA3JIUBI MA0IOHH
B PI3HMX MPEICTABICHHIX KOMIYy: TEKCTOBI MapKepH,
MIPOMIKHE TPEICTaBIeHHs/0alT-Koa, aOCTpaKkTHI Ta
koHkpetHi Tpadiku (AST/CFG/DFG/PDG). Panni
pilIeHHSI BAKOPUCTOBYBAJIM N-IPaMHi IPEJCTaBICHHS
3 kmacuuHuMH knacudikatopamu (SVM, Random
Forest), siki 1o0pe mpaitoBaiu Jjisi TOBTOPFOBAHUX
11a0JIOHIB, aJie 4acTo «JIaMajHucs» Ha HEOYEBUAHUX
Bapiamisx ctmimo koay Ta HOBUX APIL Ilomanbmmit
Iporpec TOB’s3aHUN 3 BEKTOpH3AIli€ro Komy (BOY-
JOBYBaHHSIM KOIy) Ta IIMOOKHM HABYaHHSM: PEKy-
peHTHI Mepexi Ta TpaHchopMaropu e(EeKTHBHO
MOJIENIOIOTHh TOCTiAOBHOCTI TOKEHIB Ta 1HCTPYKIIii,
a rpadiuni Hetiponni mepexi (GNN) q1o1ar0Th CTPyK-
TYPHHUH KOHTEKCT — 3aJIC)KHICTb JTaHUX Ta KOHTPOJIIO,
B3a€MOZI0 Mix Oydepamu Ta noxkuHamu. Came rpa-
(bivHI TAXOAM MPOIEMOHCTPYBAIU TIOMITHE ITiJBH-
HICHHS SIKOCTI Ha BEJIMKUX PEIO3UTOPISIX, aJle 31TKHY-
JTUCS 3 IHIMUMH TpoOieMaMu: aucOajaHCc KiaciB
(pimkicHi off-by-ones), «xuOHI» Kopemsrmii (Moaeib
IpuB’si3aHa A0 HEiHPOPMATHBHUX O3HAK, TAKUX SIK
iMeHa 3MIiHHHX), YyTIHBICTh JI0 3MIIIECHHS JOMCHY
(TTepeHOCHMICTh MK MPOEKTaMHU Ta CTUJISIMH KOJAY)
Ta BIJICYTHICTh IHTEPIPETOBAHOCTI PE3yJbTaTiB JIJIs
po3poOHUKIB [9].

VY BiamoBimb Ha 1me 3’SBUBCS TPETid, TiOpui-
HUW HampsMOK poOOTH: TO€XHaHHS (QOopMaTbHUX/
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OCHOBAaHUX Ha IMpaBHJaX MEPEBIPOK i3 MALIMHHUM
HaByanHsaM (ML). Inest monsirae B Tomy, mo0 BHUKO-
PHCTOBYBaTH «KOPCTKI» YMOBHU O€3MeKH (IIepeBipKH
MeX, KOHTPAKTH TapaMeTpiB, IHBApPiaHTH JOBKIHH)
K (DUTBTPH/IMAKA3KH Ha eTarmi moOymoBH (DYHKITIH,
TOAI SIK MOJENb HABYAETHCS HA CTPYKTYPOBAHUX
NPEACTaBICHHSX KOAY, HaJaro4d MpiOpUTeT MiArpa-
¢dam i3 miABHIIEHUM pHU3MKOM. Taka cuHTE3a Mae
JIBl KIIIOUOBI TEpeBard: BOHA 3MEHINYE KUTbKICTh
HOMWJIKOBUX CIPAalbOBYBaHb y BEIMKHUX PEIO3UTO-
pisX 3aBISIKH SBHIH JIOTIII «EMHOCTI» Ta TOBEpTAE
IHTEpPIIPETOBAHICTh — KOJKHE BUSBIICHHS MOXe OyTH
MOB’SI3aHE 3 KOHKPETHUM IMiArpadoM, MepeBipKOIO
MEK 200 MOPYLICHOI0 YMOBOIO, LIO TOJETIIY€E COp-
TyBaHHsI Ta BUIpaBICHHs. BoaHOYac 3aidInaeThes
KiUJTbKA BIIKPUTHX ITATAHb: K CTA01TI3yBaTH y3arajb-
HIOBaHICTh Ha «aTUIIOBUX» CTUJIAX KOIy Ta HOBHX
0i0miorekax; SK NPaBWIBHO arperyBaTtd JIOKaJbHi
curHanm (MoToku OaWTiB, MEpPeBIPKU OXOPOHH) JI0
PIBHS MOZYJISI/TIPOEKTY; SIK IHTEIPYBaTH OILIHKY PU3HU-
KiB MaImMHHOrO HaBdaHHs B npoiec CI/CD 6e3 Ha-
MipHuX Hakmagaux BuTpar [10]. Came Ha 11€ CTIpsSIMO-
BaHUI HAII MiIX1/1: MU IOEAHYEMO (OpPMaIIbHI yMOBU
PHU3HKY 3 KpuTepieM rpada Ta creniaii3oBaHUM TPU-
KJIACOBHM JICTEKTOPOM, 1100 OJHOYACHO MiATPUMY-
BaTW CTPOTICTh MEPEBIPOK 1 JlocsraTd MacuTaboBa-
HOCTI Ha IPOMHCIIOBHX KOJIOBUX 0a3ax.

Crarnuni  amamizatopu, Taki sk Cppcheck
i Flawfinder, icTopuuyHO OynaM TMEPIIOO IiHIEO
3axUcTy BiAg mnepenoBHeHHsA Oydepa. Bonu Buss-
JSIOTh  MiIO3puli  BUKIMKU («HeOesmeuHi» API-
iHTEepdelcH psIKiB, HEKOHTPOJILOBAHI KOMiT), BIJICYT-
HICTB ITEPEBIPOK MEXK 1 THUIOBI MIA0IOHH 3 0a3 TaHUX
CWE [11]. CyuacHi peani3arii BUXOAATH 32 MEXIi
IPOCTOro MOMIYyKYy InadioHiB. BoHM BUKOpUCTOBY-
10Th a0cTpakTHi cuHTakcu4Hi nepeBa (AST), mixk-
NPOLIEAYPHUH aHaNi3 MOTOKY JaHuX (taint) Ta aHami3
notoky ympasiuinHsa (CFG), cnpoineHe cuMBOJIbHE
BUKOHAHHS Ta aOCTPaKTHY IHTEPIIPETAIlifO JIJIsT CTBO-
PEHHSL [IOKa3iB JOCSDKHOCTI MOMMIIOK. OnHaK KOH-
TEKCTHA YYTJHMBICTH 3aJHMIUAETHCS KIIOYOBOIO IPO-
6nemoro. Makpocu Ta yMOBHA KOMIIISILIS 3MiHIOIOTb
(baxTHYHUN KOX AJIsl pi3HUX KOH(Irypaliii; mabmonn
C++, BOymoBaHuii aceMOiIep Ta OMTHMI3allii KOMIIiJIs-
TOpa MPUXOBYIOTh 3B SI3KM MIXK JIKEepelaMH JaHUX Ta
npuiiMadaMu; MIKMOJYJIbHI 3aJIEKHOCTI BUMararmTh
«3araJbHOIIPOTPAMHOTOY aHAaJi3y, SIKHM HE MacIuTa-
Oy€eThCsl HaJIS)KHUM YMHOM. Y BEITUKUX PETO3UTOPISAX
e MPHU3BOAUTH JIO «UIYMY» BiJl YHCICHHUX TTOMHJI-
KOBUX CIpalbOBYBaHb Ta MPOIYIICHUX HETPHUBiaJIb-
HUX BHITQJIKIB — HAIPUKIIA], KOJIM O€3TeuHi 00TOPTKH
HaJ strncpy KOMOIHYIOTBCS TakK, IO MOPYIICHHS BijI-
OyBaeTbCs JIMILE B IEBHOMY MOPSAKY BUKIUKIB. Llei
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KOMITPOMIC MK HaJ{IHHICTIO Ta TIOBHOTOK € HEMH-
Hy4YWM: arpecruBHE 3MEHIICHHS TOMHJIKOBHX CITpa-
[IOBYBaHb YaCTO MPU3BOAUTH /IO «3aCIITUICHHS) Ha
CKJIaJIHMX JIAHIFOKKaX JaHux [12].

Taki mexanismu 3amobiranus, sk ASLR, DEP/
NX, stack canaries, FORTIFY SOURCE Tta uacTkoBi
¢opmu CFI, 3Ha4uHO yCKIIaJHIIN BUKOPUCTAHHS KJ1a-
CUYHUX TICPEIIOBHEHB, aJle He YCYHYIU iXHI OCHOBHI
MIPUYUHU — TIOPYIICHHS TPAaHUYHUX YMOB Ta HeIpa-
BWJIbHE MaHIIyJTIOBaHHS JOBKUHOIO. TeXHIKM arak
CBOJIOLIOHYBAJIM: MPOrpaMyBaHHs, OpPi€HTOBaHE Ha
nosepueHHs/mepexin (ROP/JOP), heap-spraying Ta
“heap feng shui” 103BONSIOTH MOEIHYBATH HEBEJINKI
BHUTOKHM iH(OpMarii Ta He3HAYHI TTIOMUJIKHA B TIEPEBi-
pui Mex it ooxomy 3axucty [13]. Lli ciienapii € oco-
0JIMBO KPUTUYHUMHU IJIS1 CHCTEMHOT'O Ta BOYZIOBaHOTO
MPOrPaMHOTO 3a0e3IeUeHHs: TOHKI CTEKH, BIACYT-
HicTh moBHOT MMU, KOpCTKi TEpMiHH B PEKUMI
peanbHOTO Yacy Ta BHUMOTH A0 po3Mipy OiHapHUX
(haiiimiB 3aNMIIAIOTH MaJl0 MicCHs JJIs TOTYXKHOTO
3aXUCTY Ta JIarHOCTHKH.

Ha mnpaktuni imkeHepHi KOMaHIW IOETHYIOTbH
pizHi miaxomu: mBuakuid SAST 3amyckaeTbcs MpH
KO)KHOMY KOMITi, JIWHAMIYHI IHCTPYMEHTH BHKO-
PUCTOBYIOTHCS TIiJT Yac HIYHUX 30ipOK 1 Iepenm pei-
3aMH, a JUIS «rapsiaux» MOMAYIIB JTOJAEThCA PYYHHN
neperyisin Koy, OJHAK HaBiTh Take MOEIHAHHS JIa€
HEpPIBHOMIpPHUH pe3ynbTaT: YuM OiNbLIMK PEero3uTO-
piif, THM BHUIUMH CTalOTh BUTPaTH Ha COPTYBaHHS
MOTIEPEKeHD 1 TUM CKJIQJHIIIE TapaHTyBaTH CTa-
OinpHE muHaMivHe TTOKPHUTTSA [ 14]. Lle cTBOptO€E HinTy
JUTS TIOpUIHUX METOMIB, e (hopManbHI YMOBH 0€3-
MEKU Ta CTPYKTYPHI KPUTEPii CAYTYIOTh «SIKOPSIMHY,
a MallMHHE HaBYaHHS Jomomarae MaciutaOyBaTH
JIOKaJi3alilo Bpa3MUBUX miarpadiB Ta 3MEHIIyBaTH
«IIyM» Ha PIiBHI BeNWKHX KOmoBHX 0a3. Came 1ie
MO THAHHS Oy/Ie PO3MIISTHYTO HIDKYE.

ChOoro/iHI MTYYHUH IHTEJIEKT IEMOHCTPYE ITPOTPec
Bifl MPOCTHX MOCIIIOBHUX Mojeneil 10 rpadiuHux Ta
MOBHHX apxiTekTyp. PaHHI migxoam 3acTOCOBYBasH
PEKYPEHTHI MEpEeXki JI0 MOCIIJOBHOCTEH 1HCTPYKIIH
1 JOCSATIN 3HAYHUX YCIHIXiB Y BUSBJICHHI ITEPEIIOBHE-
HHS creka [15]. TlapamenbHa miHIS JOCHimKyBasia
CUTHATYPH MEpEekeBOro Tpadiky Ta BUKOPUCTOBYBaJIa
KJIaCHYHI aHcaMOTi (BUITA IKOBI JTiCH ) JIJIsI 1IaTHOCTUKH
Bimmanenux arak BOF, meMoHCTpyoduM BHUCOKY TOY-
HICTh BHUSIBIICHHS IHITMACHTIB [16]. 3araibHUi OmIs
(2025) cucremaruzysaB merogun ML/DL ans BOF Tta
BUCBITJIUB BIOKPUTI MpoOJeMH, Taki SK aucOaiIaHc
JIAHWX, HESKICHI aHOoTallil, TIOMHJIKOBI KOpEJAIil Ta
roraHa MopTaTUBHICTH MiXK rpoektamu [17].

[linxomn ©Ha ocHOBI rpadiB cTamum JOMIHYIO-
UMW 3aBISKU IXHIH 3JaTHOCTI BpPaxOBYBATH SK
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CHUHTAaKCHC, Tak 1 ceMaHTuKy. Moxens MSVAGraph
00pobse pi3Hi THNU OiHapHUX (opMaTiB 00’ €KTIB
(BOF), noennyroun Tomojorii nmporpamHux rpagis
3 (DYHKIISIME BHUKJIHKY, IO MPU3BOAUTH IO TMOCTIH-
HOoro mimBumeHHs TodHocTi [18]. SySeVR mpen-
craBisge (QperMBOpK, SKUi 00’€IHYE CHHTAKCHYHI
Ta CEeMaHTH4HI ITPeJCTaBICHHS Bpa3IMBUX (hparMmeH-
TiB, MOKpAILyIOYH MOXJIHMBOCTI BUsiBIEHHS. MVD
BUKOPHCTOBYE UYyTJIMBI JI0 MOTOKY JaHHWX rpadidni
HetiponHi Mepexi (GNN) my1st OJTIIIIIeHHST JIOKaTi3a-
1ii Bpa3NuBHUX BY3JiB HABITh y CKIAIHHUX CIIEHAPIsIX
nepenadi 3HaueHb. Kpim toro, nsonampasiena GNN
B BGNN4VD BpaxoBye JBOHaNpaBieHi 3aJI€KHOCTI
JUIL Kpamioro BHOOPY KOHTEKCTY, IIO € O0COOIHBO
KOPHCHUM Yy JIOBI'HIX IIUISIXaX Nepenadi ganux [19].

B manmit wac po3poOisITOThCS TIOPHUIHI apXiTeK-
TypH, IO IHTETPYIOTh TOCHIAOBHI MOBHI MoOei
3 MeXaHi3MaMU yBaru Ta creluiYHIMHA IJIs JOMEHY
¢ynkuismu. Jocmimkenns, mo BiodaoTs BiILSTM
3 yBarow, OCOOJMBO 31 CIEIiai30BaHUMH KOMIIO-
HeHtamu KAN, TmoOKa3amu KOHKYPEHTOCTIPOMOXKHI
pe3yabTaTh MPHU 3aCTOCYBAHHI IO «JIHIHHUX» TIpel-
cTaBieHb koxy. Kpim TOro, mnoenHaHHs TpaHc-
¢dopmaropiB 3 arperatopamu rpadikiB, TAaKUMH SK
GraphSAGE, mninkpeciroe nepeBard BKIIOUYCHHS
[7100aJIbHOTO  KOHTEKCTY, OCOOJIMBO B JOJaTKax,
MOB’SI3aHUX 3 MOBHUM KOJIOM Ha PiBHI CHCTEMH Ta
MOBOIO TiporpamyBanHs Go [20].

Cepen podiT OCTaHHIX POKIB TaKOK BapTO 3rafgaTH
«BusiBnenns anomaiiii y Mepexi Ha OCHOBI MallIvH-
HOTO HAaBYaHHS: IMPOEKTYBAHHS, BIPOBA/KCHHS Ta
ominka» (2024), ne aBTOpHU PO3pOOUITH KOMITICKCHUN
TIX1T IO TIOTITYKY aHOMAJTIH y Mepe)eBOMY Tpadiky
3 BUKOpUCTaHHSIM (PyHKIIiM ceaHCy Ta Kiacudikaro-
piB SVM i1 XGBoost. Crarta «Bnius MammHHOTO
HaBYaHHS Ha CHCTEMH BHSBJICHHS BTOPTHEHb JUIS
3axucTy KpuTHuHOi iH(ppacTpykrypu (2021) cuc-
TeMaTu3y€e JOCBiA BUKOpuUCTaHHA ML mmsa 3axmcty
MIPOMHUCIJIOBUX CHCTEM Ta OKPECIIIO€ HANPSIMKU BIO-
ckorasieHHs IDS [21]. V crarti «Iligxoam rmmuOokoro
HaBYaHHS JJIsl CACTEM BHSIBJICHHS! BTOPTHEHb: OIVISLID)
(2020) HamaeTbest onsia mozeseit CNN, RNN ta aBro-
KOZIEPIB, SIKi JEMOHCTPYIOTh KOHKYPEHTHI pe3yJIbTaTH
Ha Habopax mannx KDDCup Ta NSL-KDD. V crarti
«lligxig Ha OCHOBI aHCaMOJI0 IIMOOKOIO HABUYAHHS
JUTsL BUSBIICHHS KiOepaTak y XMapHHX OOYHCIICH-
Hax» (2019) mpononyetbes ancam6as CNN+LSTM
JUTSL BUSIBIICHHSI aTaK Y XMapHUX CEPEIOBUILAX, KU
JIEMOHCTPYE BHCOKY TOUYHICTh 3aBJSKH TMOEJTHAHHIO
MIPOCTOPOBHUX 1 YACOBHX XapaKTEPHCTHK. Y CTaTTi
«BUSBIIEHHS IIKIJUIMBOTO TIPOTPaMHOTO 3abe3re-
YEeHHS 32 JOIOMOTOI0 KOHBOJIOLIMHUX HEHPOHHUX
Mepex 1 TpancdepHoro HaBuaHHs» (2020) nemoH-

CTPYETBCS, SIK BHKOPHCTaHHS MOINEPEAHbO HaBue-
Hux apxitektyp CNN mokparrye Kiacudikaiiro
IITKIIJTABOTO TIporpaMHoro 3abe3neueHus. ['10puaHa
cHUCTEeMa INTYYHOTO 1IHTENEKTY JUIsl BUSIBICHHSA
DDoS-araxk (2022) npeacTaBiisie MoeAHAHHS HEHPOH-
HUX MEPEX 1 CTOXaCTUYHHUX METOAIB JJISI PaHHBOTO
BusiBieHHsT DDoS-motokiB. Haperri, orsim TexHO-
JIOTi MaIIMHHOTO HaBYaHHS Ta INIMOOKOTO HABYAHHS
JUTs KibepOe3neku MpOIoHyeE IMHUPOKY CHCTEMaTH3a-
uito 3acrocyBanb ML/DL 11 BUSIBIICHHS BTOPTHEHDb,
LIKIITTMBOTO MPOTrPaMHOro 3a0e3MeyeHHs] Ta 1HIINX
kidep3arpo3s [22].

He3Baxkatoun Ha 3HaYHMIA Tporpec, OiIBIIICTh
ITIXOMIB 30CEPEKYIOThCSI a00 Ha OMHOMY IiITHIIL
MIEpeTIOBHEHHsI (HaivacTille MeperoBHEHHS CTeKa),
a00 Ha KOHKPETHIM MOBi/Mapagurmi i piIko BpaxoBy-
I0Th 0OMEKEHHS CHCTEMHOT0/BOYOBAaHOTO IIPOrpaM-
Horo 3a0e3neuenHs (RTOS, npaiiBepu, cepenoBuiie
MCU) [23]. le mposBIsIETbCS B HECTaOITBLHOCTI
METPUK B «HETHUIIOBHX» BHIIAJKaX, TPYJHOILAX
3 TIEPEHOCUMICTIO MiX IPOEKTaMU Ta BiJICYyTHOCTI
YITKUX TMOSICHEHb AJs1 po3poOHuKiB. Ock YoMy aaii
B LIl CTATTi MU MOKJIAJaeMOCS Ha (DOpMasibHI YMOBU
pu3uky Ta mabdiaonu 3 CVE/NVD/OWASP sik inTep-
MpeTOBaHy OCHOBY [24]. Mmu 3acTOCOBYEMO TpH-
knacHuit nerexktop YOLO (Stack/Heap/Off-by-One)
no rpadiuHuX BiZOOpaXeHb KOMy, MO0 MMO€THATH
MaciTabOBaHICTh, y3arajibHIOBaHICTh Ta MOSICHIOBA-
HICTh Yy KOHTEKCTI CUCTEMHOT'O MPOTPaMHOTO 3a0e3-
rneyeHHs [25].

Hemonasuo Oyno omucaHo 3acTOCyBaHHS LITYY-
HOTO 1HTENEKTYy J0 BPa3IMBOCTCH IEPENOBHEHHS
Oydepa B KOHTEKCTI IHTErpOBaHHMX CHCTEM, IO
MOCITYKHJIO OCHOBOIO JUIsI BIIOCKOHAJICHHS 3aIlpoIo-
HOBaHOI'O METOZY.

IlocranoBka  3aBaaHHs.  MeTol0  CTarTi
€ po3po0Ka Ta eKCIIepUMEHTaIbHA MTEPEBIpKa METOLY
BHSIBJICHHSI BPa3JIMBOCTECH TIEpENOBHEHHs Oydepa
B CHCTEMHOMY TMpOrpamMHOMY 3a0e3ledyeHHi Ha
OCHOBI TpadoBHX TpencTaBieHh KOTy Ta MOICII
TparcdopmarTopa. MeTox moeaHye GopManbHi yMOBH
pusuky, madnonn CVE/NVD/OWASP ta koMnakTHy
HEHpOHHY apXiTeKTypy AJs BUsiBIeHHs TmiB Stack,
Heap ta Off-by-One nepenoBHeHb.

Buxaan ocHoBHoro wmarepiaiay. Illo6 orpu-
MaTu YHiBEpCalbHUIl METOJ BUSBJICHHS IIE€PEHOBHE-
HHs Oydepa, HeoOXimHO (popMaizyBaTH MOBETIHKY
3amUcy B HaMm’SiTh Ha JIBOX B3a€MOJONOBHIOIOUHX
piBHSX: JIOKambHOMY, A€ (IKCYIOTbCS HEOOXiqHi
HEPIBHOCTI Uil OKpeMoi ormeparliii ado iHaeKcaii,
Ta TIIO00AIEHOMY, JIe BPAXOBYETHCS CKJIAJ JIEKLITBKOX
IHIUBITyaTbHO Oe3MeUHUX Aiil y marpadi mporpamu.
Y Hamniii (GopMmynarOoBaHHI JIOKaNbHI YMOBH BH3HA-
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YalOTh OCHOBHI PHM3HMKOBI CHTyallii: MEpEeBUILECHHS
eMHOCTI Oy(depa 3amnucy, 4acoBUI aCIeKT IS JHHA-
Mi4HOT mam’Ti (Kyrna) Ta MOMHJIKa BUXOAY 32 MEXi
(off-by-one) nns macusiB. [mobansuuil kKpuTepiit (4)
y3arajapHIOE I1I BUMAAKW I Miarpadis, 1€ CyKyII-
HUH ePeKT MeKiTbKOX KoIliii a00 opMaTHIX BUBOIIB
NPU3BOIUTD 10 TIEPEBHUILECHHS €()eKTUBHOI €MHOCTI,
HAaBITh SIKIIO OKPEMi KPOKHU 3/1aI0ThCS «3aKOHHUMMY.

Takuii po3kia Ma€ MPaKTHYHY Ta METOAOJIOTIUHY
miHHicTh. [lo-miepmre, HEOOXimHI JIOKaTbHI YMOBH
JIETKO TIEPEBIPUTH, i BOHU J00pE Y3TOMKYIOTHCS
3 BiJIOMHMH KJIaCaMH MOMHJIOK y CHCTEMHOMY/BOY-
JIOBaHOMY TporpamHomy 3abe3nedenHi (C/C++ Ha
RTOS, npaiieepu, MCU), ne TUNIOBUMH € IAOTOHH
sprintf/strcat/memcpy Ta HOMHIKHA MEKOBOTO ITHKITY.
ITo-gpyre, TnobanpHUI TpadidHUN KpUTEPiH momae
KOHTEKCT: JIAaHIIIOKKHU OTIeparliii Ha ogHoOMYy Oydepi,
NOEAHAHHA JCKUIBKOX NUIAXIB Mepefadi JdaHuX
B OJHOMY Tpaci a0 HaKOMWYCHHS IOBXHHU 4Yepe3
noromikHi Oydepu. CaMe TyT BUHHMKAIOTH CKJIaJHI
cleHapii: moegHaHHs «0e3neunux» AP, Hemoorinka
HYJBOBOTO TepMiHATOpa, 3MiHA PO3MIipy OJIOKY TTiCiIsI
Mepepo3NnoAily Ta 00 €IHAHHA TUIOK 3 pI3HUMHU
rapaHTissMu nepeBipku. Ha 3akiHueHHs, (4) MOsSCHIOE
peanicTUYHI 1HIMCHTH, KOJIU TEePErOBHEHHS BifOy-
BAETHCSl HE MUTTEBO, a B PE3yNIbTaTi KOMOIHALIT /Til.

®opmanbHi MOZETI TaKOX BiNIrpaloTh MOABIHHY
poib y Hamriil cucremi: (i) BOHM CIIyTYIOTh €TaJIOH-
HUMH KpUTepisMu Oe3reku (sSKi MOXHa iHTepIpe-
TyBatu B omsigax Ta nomitukax CI/CD), (ii) BoHu
CTalOTh BU3HAYEHHSIMU JUI MAIIMHHOTO HABYAHHS —
yepe3 edekTuBHY Oy(hepHy €MHICTh, Bary MOTOKIB
JIAaHUX Ta y3TOPKEHICTh IPOTHO31B AETEKTOpa 3 OIliH-
KaMH pH3HKiB. [IpaKTHUHUM HACIIIZIKOM € TOSICHIOBA-
HICTh: KOKEH TPHUTEP HE TIIBKH JIOKATI30BaHUH Yy MPO-
MDKKY KOAy, ajie i Ma€ TOCHJIAaHHS Ha KOHKPETHY
ymoBy (1)—(4) ta BianoBixnuit madnon (Stack/Heap/
Off-by-One), mo 3HAYHO CIPOIIYE COPTYBAaHHS Ta
BHU3HAYCHHS MIPIOPUTETHOCTI BUIIPABIICHb.

Cnyuai cTeKyBaHHS BHHUKAIOTh, KOJIM 00CAT
3aIuCy B JIOKaJIbHUH Oydep nepeBHIye HOro eMHICTb
BiamoBiaHO 10 popmynu (1). TunmoBuMuU HacHiTKaMH
€ TIepe3anuc CyCiIHiX 3MIHHUX 1 JaHUX OOCIYTOBY-
BaHHS KaJIpy BUKJIHMKY, TAKHX SIK aJ[PECH MOBEPHEHHSI.
VY mpakTHYHUX aTakax IIe BIAKPHBAE MOXKIHBICTH
3MiHH TIOTOKY BUKOHAHHSI; CydacHI TeXHIKH (30KpeMa
ROP) noennyroTe HEBEeNUKi MEPETiKH Ta Bpa3jIHBi
(parMeHTH KOfy, ajie B OCHOBI LILOTO 3aBXK/U JICKHUTh
MOPYIICHHS.

>8], M

JIe X — oTIepartis 3anmucy (KOmitoBaHHS, (popMaToOBaHU
BHUBIJ, KOHKaTeHaIlis), |X| — 00CAT 3amMcaHnX JaHNX
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y Oaiitax (mns APl-inTepdeiiciB psakiB 1e BKIIO-
Yyae HYJIbOBHH TepMiHaTop, aist sprintf — moBkuHa
chopMoBaHOTO psifKa), b — winboBUi Oydep (Macus
abo BuineHni 0ok mam’sTi), |b| — emHicTh Oydepa
B OaliTax (3a TUTIOM, MICIIEM PO3MIIIEHHS a00 KOHTP-
aKTOM IapameTpa).

VY noganbiioMy aHaiizi Kjac creka po3risagaeThCst
SIK OKPEMU SIpJIMK JUIs JIOKaji3alii, ne Oydep pos-
MINIYETHCS B CTEKY, a 3allUC BUKOHYEThCS Oe3 mpa-
BHJIbHOI TIEPEBIPKU MeX. THIMOBHM 3pa3koM Iepe-
noBHeHH cTeka € sprintf(buf, «%s.%s», a, b) npu
(ikcoBanomy buf i HemepeBipeHUX JOBXKHHAX a, b:
HOMIHAJIBHO KOJ € «3aKOHHHM», ajie¢ BiH MOPYLIy€E
criBBigHOIICHHS |X|>|b| yepe3 moenHanus Gopmary
BHMBOJIy Ta KOHKaTCHAIIIT.

Y nmuHamiuHi mam’saTi po3mip Oydepa 3MiHIO-
€TbCS IiJl 4aCc BUKOHAHHSA NporpamMu. ToMy pHU3HK
BU3HAYA€ETHCS AMHAMIUHOI0 yMOBoMo. Ilepesanuc 3a
MeXaMH MeXK OJIOKY MPHU3BOAMTE IO MOLIKOKECHHS
CYCIIHIX BHJIIJICHh a00 MeETaJaHuX BUIUILHUKA
(HampuKITa, MOIiB KepyBaHHS CIICKOM BUIBHUX 0J10-
KiB), IT10, B CBOIO YEPTy, CIIPUSIE€ BUKOPUCTAHHIO TTiCIIST
3BUIbHEHHS, MMOJBIHHOMY 3BIJIBHEHHIO Ta OOXiTHHUM
TeXHiKaM, TaKUM SIK PO3MUJICHHS KYTIH.

[x.[>[5] )
Jie x, —pO3Mip 3amuCy B MOMEHT yacy t, |%| — noBxuHa
LUX AaHUX y Oaiitax, b, — HiIbOBUH Oydep y MOMEHT
dacy t, |5| emHicTh Oy(epa B MOMEHT Yacy t, 3 ypaxy-
BaHHSIM PO3MOJIbHUKA, BUPIBHIOBAHHS, MOKIHBOTO
nepepo3noainy Ta (¢parMeHTarii, t — e JUCKpeTHA
TOYKAa BUKOHAHHSI MiX OTIEpAIlisIMH PO3TIOI1TY/3B1JTb-
HEHHS.

TunoBoro cutyami€ro Ais NEPENIOBHEHHS KyNH
€ TIOBTOPHI BUKIIMKH strcat micist realloc y mporpam-
HOMY 3a0e3IeueHHI KOMIT IOTePHOT CUCTEMH: EMHICTb
070Ky mam’sITi MOIJIa 3MEHIIUTHCS 4Yepe3 (PpparMeH-
Tauito, i ToMy |x,|>|b| crae icruHHUM TiNBKHM «Ha
TIEBHOMY KPOIIi».

VY HacTynHUX po3[isiax 4aCOBUH acCIEKT Ta 3aJIeK-
HocTi Mik omepauismu malloc/realloc/free OymyTb
PO3IISHYTI OKPEMO ISl BUMAAKIB KyIIH.

Ile xmac rpaHWYHHX IOMIJIOK I1HAEKCAIlll, TpH
SIKHX JIOIyCKA€THCS JOCTYII 3 IHIEKCOM, 1110 BUXOAUTb
3a MEXI1 JJ03BOJICHOT0 Aiana3ony. PopManabHO TaKuil
BHIIAJIOK BH3HAYA€THCS YMOBOK (3): iCHY€E IHIEKC 1,
UL SIKOTO BUKOHYEThCS gocTyn, Access(A,i)=1
i oqHovacHoO 1< 0 abo i >n.

iz Access(A,i)=1A(i<0vizi) 3)
JIe A — MacuB JOBKXHHOIO N, N — KIJBKICTh €JIEMEHTIB
y MacuBi, 1 — iHAeKc poctymy, Access(A,i) = 1 — paxr

yuTaHHs/3anucy eiaemenrta Afi], i < 0 a6o i > n —
BHXIJI 32 MEXI1 IOMyCTUMOro Jaiana3ony [0, n—1].
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Jlo mommpeHnx NpuYrH HaJeKaTh TaKi yMOBH, SIK
1 <n3amicTb 1 < n, 3MilTyBaHHS THIIIB 31 3HAKOM 1 0€3
3HaKa, a TAKOX HEJIOOI[IHKA JOBXKHMHU IiJ 4ac (op-
MaToBaHOTO BUBOJY. Pe3ynbTaTti MOXKyTh HarayBaTH
mpoOJieMH 3 TIIPaxXyHKOM CTeka a0o KymH, Taki SK
MOIITKO/PKEHHS CYCIJTHIX eJIeMeHTIiB abo MeTaJlaHuX.
[Ipore Mu posrsgaemo moMmiku «off-by-one» sk
OKpeMy KaTeropito, OCKUIbKM iXHI 1HIUKaTopu Ta
11a0JIOHU MEPEBIPKH BiJIPi3HIIOTHCS.

HatimmommpeHinmmmMu TpudrHaMy € 1 < n'y IHKIT
a0o0 3MIlTyBaHHS THITIB i3 3HAKOM 1 0€3 3HaKa B Tepe-
BipKax KOHTEHHEPIB JaHHX.

o6 y3roguTy JIOKaJIbHI BUITAJKU 3 II00AIEHOIO
CTPYKTYpOIO TIPOTPaMH, MH BHUKOPHUCTOBYEMO KpH-
Tepiit rpada. Hexait ¢~ V.E) , KOXKHIN pedepl ,c g
NPUCBOEHO Bary w(e) (BEpXHs Mexa 0anTOBOro
MTOTOKY/HMOBIPHICTh «HEOE3MEUHNX» TaHuX). Edek-
THBHA ITPOITyCKHA 31aTHICTh Oy(epHOro By3Iia Mo3Ha-

YAETHCS
2 w(e)>cap,; (7,)

eV,

4

— Habip pebep, M0 BXOIATh y OydepHuii
By30n V,, w(e) — Bara pebpa e (BepxHs Mexa Oaii-
TOBOTO IOTOKY a00 HMOBIpHICTh «HEOE3MeuHuXx» /
3apakKEHUX JIaHuX), cap,; (V,) — edexrusHa (koHCEp-
BaTHBHA) EMHICTh Oydepa.

3anpornoHoBaHU METOJ[ TNOEAHYe (HopMalbHi
yMoBH pu3uKy (1)—(4), 6i0mioTexy mabmoniB (CVE/
NVD/OWASP), ctBopenHs rpadigHIX peICcTaBICHb
nporpam (AST/CFG/DFG) Ta KOMIaKTHUH JETEKTOP
YOLO 3 tproma knacamu (Stack, Heap, Off-by-One).
®dopManbHi YMOBH CIYTYIOTh KPUTEPiSIMH BiJUTIKY:
BOHH JIOTIOMAararoTh HaM BUOMPATH Ta aHOTYBAaTH BijI-
MOBITHI Tiarpadu, a TakoK IOB’sS3yBaTH MaiOyTHI
BUSIBJICHHS 3 KOHKPETHUMHU ITPUYMHAME (HAIIPUKIIA,
AKui malIoH 1 sika ymoBa nopyiuesi). YOLO npono-
Hy€e MacITaboBaHy JIOKaIi3alio GparMeHTiB pUIUKY
Ta paHXye iX 3a piBHEM HaJiHHOCTI, MPAILIOIOYN HE
3 «CHpPHM» TEKCTOM, a 3 0ararokaHaJIbHUMH TIpa-
(bigHUMH 300paKEHHSAMH, 1€ KOTYIOTHCS CTPYKTYPH
YIOpaBJIiHHS, MMOTOKW IaHWX/3a0pymaHeHHs, Oydepw,
JIOBKUHHM Ta HASBHICTH 200 BiJICYTHICTh MEPEBIpPOK
MeEX. 3arajbHa cXema METOy MoKa3aHa Ha puc. 1.

BuxigHuil Ko CHCTEMHOTO MPOTrPaMHOTO 3a0e3-
neuennst (C/C++ ta moBm mns MCU) meperBopro-
€ThCs Ha Tpadiddi TPencTaBIeHHSA: aOCTpakTHE
cunrakcuuHe zaepeBo (AST), rpadix ynpaBniHHS
(CFG) Ta rpadik notoxy aanux (DFG). Bysnu Bin-
MOB1/1at0Th  (DYHKIIIsIM/OOKaM/3MiHHUM 1 Oydepam,
peOpa — BHKJIMKOM 1 IepejadaM 3HA4YCHb; pedpam
TIPUCBOIOIOTHCS Bard w(e), sIKi IHTePIPETYIOTHCS K
BEpXHI OIIIHKK OalTOBOTO MOTOKY a00 WMOBIpHICTH
OTPUMaHHS «HEOEe3NMEeYHUX» (3apaKeHHX) JaHUX.

ne e—V,

Jlist HoMiHaIBHOT eMHOCTI By3ina Oydepa, cap(V,) Mu
BBOJIMMO KOHCEPBaTUBHY €()EKTUBHY €EMHICTb.

capeff(VIJ):Y'CQP(V,,),&eO<yS1 (5)

ne v, — Oydepunii By3on y rpadi G, cap(V,) — HOMI-
HaJIbHA eMHicTh Oydepa, a v<(0,1] — koedirieHT KOH-
cepBaru3My (KOMITCHCY€E HEOTHO3HAYHICTh THITIB, 3aI10-
BHEHHS, (hparMeHTallito, Ha/JTUIIKOBI CHMBOJIM TOLIIO).
Ha ocHoBi edexktuBHOT eMHOCTI OyepHOTro By3ia
MU BU3HAYa€MO PH3HK BYy3JIa SIK BIINOBITHUNA KpHUTE-
pifo Tpada «po3puB» 3 HOpPMAJI3aIi€l0 Ta 3 ypaxy-
BaHHSIM ITIEPEBIPOK MEX 1 CHTHAJIIB aHOMAJTIH.

2o

R(V,)=min| 1,
(h) [ capw(Vh)

e (;hw(e) —€3araJbHUM BXiJHUM [IOTOKOM y Oydep 7, ,

cap,, (V,) — € epexkTuBHOIO €MHicTIO, Check(V})e{0,1}
€ OIIIHKOI0 «aHOMaJii» 3a TpaBHIaMH/IIa0JIOHAMHU
(manpukian, He6ezneuni API, migo3pini psaku dop-
MaTy, MiANUCaHI/HemiAnucani Tomo).  3HAYeHHs
R(V,) BUKOPUCTOBYETHCS SIK Bara/mpiopurer y BUGOPI
miarpada Ta SK Uidh U perysspu3aiii JeTeKTopa.

[Ticas abcrpakuii MU reHepyeMo OararokaHalbHI
peHzgepu miarpadiB: KaHAIH KOAYIOTh CTPYKTYpH
yOpaBiHHs, TOTOKM JaHHUX/3a0pyJHEHHS, iHAWKa-
Topu Oydepa/noBKuHu Ta 30iru MadaoHiB, 32 HE0O-
X1IHOCTI JogaeThest Kanan R(V,) .

Jna nokamizamii Ta xiacugikaiii pU3HUKOBaHUX
(hparMeHTiB MU BUKOPHCTOBYEMO KOMITAKTHUH IeTEK-
top YOLO 3 Tproma knacamu (Stack/Heap/Off-by-
One). OcnoBHa ronoka YOLO renepye kaipu-kaH-
IAOATH 3 OLIHKAaMH 00’ €KTHBHOCTI Ta 3HAYEHHSIMHU
kiaciB. J{yist migBUIIEHHS YyTJIMBOCTI JI0 KJIACOBHX
MaTEPHIB OMAIOTHCS KJIACOBI TOJOBKH YTOYHEHHS
(JTerKi «excrepT» ), IKi OTPUMYIOTh O3HAKH Bijf 0a30-
BOT «IIUI» 1 HABYAIOTHCS HA BIAMOBIAHOMY TiAKIaci
(stack/heap/off-by-one). Bubip ronoBku yTOYHEHHS
3MIIACHIOETHCS 3a JIOTIOMOTOI0 arg max 0a30BUX KJja-
coBux JoritiB YOLO (6e3 oxpemMoro MapmipyTusa-
TOopa a00 BaKKHUX TPaHCPOPMATOPIB).

OyHKITIST HABYAHHS TOEJHY€E CTAHIAPTHI KOMITO-
Hentu YOLO Ta perynspusanito pu3HK-CyMICHOCTI.

(7
ne L,;, — Brpara 00’eKTUBHOCTI, L, — KiacuQikaris
(3 xnacn), L, — oxamnizauis (perpecis kanpy), L, —
peryaspHu3aTop y3ro/KEHOCTI, 0 BUPIBHIOE OIIHKY
BHXOJly JI€TeKTOpa 3i ckansspuum R(V,) (nampukan,
3a ponomororo BCE/Huber mix Hopmasi3oBaHHM
pusukoM 1 6anom). Koedinientu ) BUOUparOThCS A
BaUTiJIanii 3 ypaxyBaHHsIM IucOaIaHCy KiIacis.

st o1iHKM €()eKTUBHOCTI MH BHKOPHCTOBYBATH
Binkputi peniosutopii CVE/NVD Tta BmacHi 3pa3ku

]~(I-Check(V,,))~P(Anomaly(Vh)) (6)

L=\, L

obj~obj
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Bueni sanucku THY imeni B.1. Bepnaacbkoro. Cepis: Texniuni Hayku

s N

Input source code

'

Static code analysis

v

Graph construction (CFG/DFG)

v

Feature space
construction

v 'L A 4

. Dynamic block overflow & Indexing boundary condition (Off-
Base overflow condition (Eq. 1) metadata change (Eq. 2) by-One, Eq. 3)
Stack condition — Return address Heap spravine preparation v
overwrite P spraying prep
¢ J’ Overwrite of neighboring variables
Defense: canary check Compromise probability
v v v
Stack overflow template Heap overflow template Off-by-One template

v

Feature vector O

Fy

¥

+

YOLO: Backbone » YOLO: Neck » YOLO: Head

—

Loss function — classification term

F 3

Post-processing of detections — Match(G.T)

¥

Fragment risk via template set

Program-level aggregate risk

¥

v

Indicators: local, proportion, causal dependency, anomalies, composition, normalized risk

v

Critical subcase: overflow, missing bounds check, and check-indicator
flag

v

Qutput:
Classified fragments (Stack/Heap/Off-by-One),
reports with risk and prioritization

Puc. 1. ApxiTekTypa 3anponoHOBaHOI Mo/eli: BUXiTHHIA Ko nepeTBoproeThest Ha anotoBanuii AST/CFG/DFG
(0ydepu, 10BKUHHU, IEPEBIPKHU, 320pyTHEHHS), TOPIBHIOETHCS 3 A0 I0HAMH i 00YHMCIIIOE Bary MOTOKIB, MOTIM
TEePeTBOPIOETHCA HA 0araToKaHAILHUN peniepep 300paskens i mpoxoauts YOLO (3 kiacn) 3 KJIIAaCOBHMH I0JI0BKAMH
YTOYHEHHS], MiCJISl Y0T0 reHepy€eThbes 3BIT (Kjac, OLiHKa, KOA-MPOMIMKOK, BiANOBiIHMIi 11a0/10H, MOSICHEHHS)
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CHCTEMHOT0 KOZy. 3aranom OyJ0 3reHepOBaHO MTOHAN
12 000 ¢pparmenTiB: 5100 i3 MepenOBHEHHSIM CTEKa,
3200 i3 nmepernoBHeHHsIM Kymd, 2700 i3 moMHIKamMu
«off-by-one»; pemra — Oe3medyHi TPUKIATA IS
OamancyBanus. 11[o0 yHHUKHYTH BHUTOKY MiX Habo-
pamu, 1aHi po3iieHi y criBBigHomeHHi 70:15:15 6e3
MEPETUHY MPOEKTIB (PO3AUIEHI 3a PErnO3UTOPISIMH,
a He ¢aitiamn). Jls koxxkHOTO (parmMenra 0yino mody-
noaHo AST/CFG/DFG; Oynmu anortoBani Oydepw,
MOBKHHH, TIEPEBIPKH MEX Ta JpKepena 3a0pym-
HeHHs. Ha minrpadax BimOyBaeTbcs aBTOMAaTHYHE
MapKyBaHHS BinnosigHocTi mabmoniB (CVE/NVD/
OWASP), Bu3Ha4aeThCs €(heKTUBHA €EMHICTD cap,, Ta
Micresi inaukaropu pusuky R(V,). Ilix gac Bimbopy
MO3UTUBHUX/HETATUBHUX PE3YNILTATIB OyNM BUANICHI
JyOJIiKaTé KOMITIB Ta TPHUBiaJbHI TECTOBI apTe(aKTH.

B sxocTi OCHOBHUX IHCTPYMEHTIB IOPIBHSHHS
oymu o6pani Cppcheck ta Flawfinder (morouni cra-
OinpHI Bepcii 3 npodinsiMu «Oe3MeyHoro psSAKOBOTO
API»). [lnst HelipoHHOi 6a3u OyB 0OpaHUil JETEKTOP
YOLO 6e3 rpadiunux kanaiiB Ta 6e3 peryssipusarii
y3ro/KEHOCTI 3 R(V,) BHUKOPHCTOBYBAaBCS — TiJIBKH
«IUTIOCKI» peHaepu 6e3 0coOMMBUX (QYHKITIH.

KoHTpoip  siKOCTI  pO3MITKH  TPOBOIUBCS
y IIBa €Talu: aBTOMaTH4YHE 3allOBHEHHS MIAOJIOHIB
(mokpurtss mabnonieB CVE) Ta BuOipkoBa pydHa
nepeBipKa «CKIQJIHUX)» BUMAIKIB (LUKIH, MAaKPOCH,
yMOBHa KoMmmumsmis). Jns moMuiok tuiy «off-by-
one» BUKOPHUCTOBYBATHCS CTpaTH(IKOBAHUHN BimOip
Ta CHHTETHUYHI Bapiallii r(paHNYHUX YMOB (TLIBKH ITiJT
Yyac HaBYAHHS ) JIJIS IOKPAICHHS TTPEICTaBICHHS Piji-
KICHUX IIa0JIOHIB.

HetexTop moOynosano 3 Buxkopuctanasm Y OLO.
Po3mip maprii — 32, ontumizarop Adam i3 mogarko-
Boro mBuAKicTIO HaBdaHHA 0,0005. HaBuanHs Tpu-
Bajo 80 ermox. Pennepu BXimHuX miarpadis Macira-
OyroTbcst 10 640%640 i3 3acTOCYBaHHSAM CTaHAAPTHUX
JIOTIOBHEHB  (TIepeBepTaHHs/MacIiTaOyBaHHS, KOJH-
BaHHS CBiTIIOTO KONMBOpY). bazoma romoBka YOLO
Oyna JOMOBHEHA TONOBKAMH YTOYHEHHS IS KOH-
kpetHux kmaciB (mms Stack/Heap/Off-by-One), sxi
HABYAIOTHCS HA BIAMOBIAHUX Tiakmacax. DyHKIis
BTpAT BKITIOYAE Ao, BigiOpaHi MIISIXOM Bajiga-
ii, ToAl K A, AKTUBYE PErylspU3allilo y3roKe-
HOCTI 3a joromorow R(V,).

YV Tabmuri 1 HaBeAeHO TOPIBHSHHS 3 0a30BUM
YOLO Ta tpaguriiitoHumMu iHcTpyMeHTaMu. byio orti-
HEHO TOYHICTh, BiATBOPIOBAHICTh Ta MOKa3HUK F1.

3anpornoHOBaHUN  METOJ| TepeBeplrye  0a3o-
Buii YOLO 3a Bcima nokasHukamu. [lokpamieHHs
€ pe3yNIbTaToOM MOEAHAHHS 0araTroKaHaIbHOTO peHle-
punry rpadikis, popMaIbHIX YMOB, PETYIIpU3aTOpPa
Y3TO/KEHOCTI 3 R(V,) Ta KIIaCOBUX TOJIOBOK yTOY-

Henss. CepenHiit yac 00poOku oHOTO (aiiiry cTaHo-
BUTH 8,7 CEKYH/H, [0 € MPUWHATHUM ]ISl IHTErparlii
B CI/CD.

Taomus 1
IncTpymMeHTH MOPiBHAHHSA
Tool Precision Recall F1-measure
YOLO (ours) 95,7 % 93,5% 94,6 %
YOLO (base) 94,3 % 91,8 % 93,0 %
Cppcheck 76.2% 70.4% 73.2%
Flawfinder 72.5% 68.9% 70.6%

Bucoka Tounicte (95,7%) 1 moBHota (93,5%)
CBIJTYaTh MPO TE, IO MOJICIIb BUSBIISE SIK THIIOBI, TaK
1 «uerunoBi» mabnonu BOF. Brposamxenus cap,,
i pusuk R(V,) MOKpAIye JIOKaIi3aIito Iigo3piinx
oOmacTteil 1 mpiopuTesaliro MOBITOMJIEHb, a Bizya-
mizaris rpadikiB 3MEHIIYE KiTBKICTh ITOMHIIKOBHX
30iriB, CHOPUYMHEHHX CTPYKTYPHUM KOHTEKCTOM.
OOMexeHHS 3alTUIIAEThCS B TTOOYIOBI rpadikiB s
JTy’Ke BETTMKHUX KOMOBUX 0a3 (pecypcoeMHUX), aje 1e
KOMIICHCYETLCSI TIOSCHIOBAHICTIO Ta CTaOUTBHICTIO
MeTpuK. KpiM Toro, 3anponoHoBaHUN TiAXi]] T€MOH-
CTpy€ BUII METpUKH, HDK cuctemMu 3 CNN+LSTM
a6o XGBoost, 3ragani B, TOJJOBHUM YHMHOM 3aBISKH
BUKOPUCTAHHIO ()OPMATBHUX O3HAK Ta CTPYKTYPHOTO
aHaJi3y KOmy.

BucHoBkH. 3amporiOHOBAHO METOA BHUSBICHHS
nepenoBHEHHs Oydepa B CUCTEMHOMY IIPOTPAMHOMY
3a0e3MeUeHHi, o0 MoeaAHye (HOopMabHI YMOBH JUIS
BU3HAUYEHHS €(EKTHUBHOI €MHOCTI cap,,, IHIUKaA-
TOp pu3HKy R(V,) Ta xommakTHuii gerekrop YOLO
3 KJIACOBMMHU TojioBaMu yTtouHeHHs (Stack/Heap/
Off-by-One). ®opmaiibHI YMOBH TapaHTYIOTh IHTEp-
MIPETOBAHICTh Ta KOHTPOJBOBAHICTH MOPOTiB, 0i0Ii-
oreka mabnoniB (CVE/NVD/OWASP) mniarpumye
Y3TOKEHICTh 13 BU3HAHMMU MIabjoHamHu, a Oararo-
kaHanpHi rpadiuni pergepu (AST/CFG/DFG) mpo-
IIOHYIOTh CTPYKTYPHHUI KOHTEKCT JJISi TOYHOI JIOKa-
mizarii miarpadis. Ha peamsaux gaamx 3 CVE/NVD
MM JOCAIIH TouHOCTI 95,7%, nokasnuka F1 94,6%
1 cepenHboro yacy 8,7 cekyHau Ha ¢aiin, mo nepe-
Bepuye OazoBuii YOLO 6e3 rpadiunHux kaHamtiB
1 peryisipusaiii, a TakoX KJIaCHYHI 1HCTPYMEHTH
SAST (Cppcheck, Flawfinder). e miaxia cymicHuit
3 TexHosoriero CI/CD: BiH miaTpuMye iHKpeMeHTHUH
aHaui3, KenryBaHHs apredakriB, 3BiTyBaHH SARIF
Ta MOJIITUKH OJIOKYBaHHS BHITYCKIB.

[IpakTyHa WiHHICTH METONY MOJSITA€E y 3MEH-
HICHHI «IIYMY» y BEIIMKHUX PEMO3UTOPISIX Ta ONTH-
Mi3alii coOpTyBaHHS: KO)KHE BHSBICHHS CYNPOBO-
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JUKYEThCS KJIacOM, OI[IHKOKO, KOZOM, BiJIIOBIIHUM
1abJI0HOM Ta KOPOTKHUM IOSICHEHHSIM, II10 JI03BOJISIE
HIBUJKO MPU3HAYUTH AePEKT BIAMOBIAHIN KOMaH/II
Ta BU3HAYUTH TEPMiHOBICTH BUIIpaBieHHs. 30ir o1i-
HOK zerekTopa 3 R(V,) mokpailye mnpiopuresarniro
CIIOBIIIEHb 1 3MEHIITY€E KIIBKiCTh TOMUJIKOBHX 30iTiB
Y MOAYJISIX 3 BEJTUKOKO KUTBKICTIO TIPaBUIBHUX TEpe-
BipOK Mex. Pa3om i3 MOKJIMBICTIO IEpeHABYAHHS Ha
BHYTPILIHIX JAaHUX, 1€ POOUTH METOJ MPHUAATHUM
s apaiiBepiB, kommoHeHTiB RTOS 1 mpomuBku

MCU, ne oOMexeHHsI 4acy Ta pecypciB € KpUTHY-
HUMH.

OnHaxk Bce 11ie iICHYHTh 0OMEKEHHsI B TIOOY/IOBI Ipa-
(bikiB, 0 MO)Ke OYTH PECypCOEMHHM IUIS Ty)KE BEIH-
KHX KOIIOBHX 0a3; epeHeceHHs Ha inmr MoBH (Rust/Go)
BUMAarae aJianrariii nmapcepis i 1abioHiB. 3aranbHa sSKiCTh
3aJIXKUTH BiJ] IOBHOTH PO3MITKH Ta OXOIICHHS KOH]Iry-
pawiit poekTy (MakpocH, nparopu 30ipku). Lli pusuku
TIOM SIKIITYFOTBCS  IHKPEMEHTHUM PEKUMOM, KeITyBaH-
HSIM Ta TIOJTITUKOIO IIIBUIKOTO MpodimoBaHsd B CL.
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Sierhieiev Ye.V., Savenko O.S. DETECTION OF BUFFER OVERFLOW VULNERABILITIES
IN SYSTEM SOFTWARE BASED ON GRAPH AND TRANSFORMER MODEL

Memory safety remains a central challenge for system and embedded software, where limited resources
and weak isolation make correctness and robustness hard to guarantee. This paper introduces a method that
couples formal risk conditions with graph-based code representations and a neural detector tailored to real-
world patterns in system projects. Source code is transformed into consistent structures of abstract syntax,
control flow, and data flow graphs, whose nodes and edges are annotated with buffer semantics, boundary
checks, guards, and value propagation. From these structures, informative subgraphs are selected and
rendered into multi-channel visualizations encoding the interaction between control and data, together with
matches to curated vulnerability templates from widely used knowledge bases. The neural detector consumes
these renderings as training and inference inputs, localizes suspicious fragments, and returns explainable
alerts that include the predicted class, the code span, and a concise rationale aligned with formal risk
indicators. The approach supports incremental analysis, artifact caching, and seamless operation within
continuous integration and delivery pipelines, preserving preprocessor profiles and tool versions to ensure
reproducibility and auditability. The contribution lies in unifying a formal notion of effective buffer capacity
and flow weights with graph-centric visual learning, which reduces false alarms and improves portability
across diverse codebases. Known limitations involve the cost of graph construction for very large projects and
sensitivity to build configurations, these issues are mitigated through profiling, caching, and carefully designed
pipeline policies. The reported outcomes indicate practical suitability for system software and straightforward
integration into engineering workflows.

Key words: buffer overflow, system software, abstract syntax tree, control flow graph, data flow graph,
vulnerability knowledge bases, detector, interpretability, continuous integration and delivery.
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