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TBPUIHI METOAU BUSABJIEHHS AHOMAJIINA
Y JAHUX PO3YMHHUX JIIYNJIBHUKIB

Y cmammi pozenanymi 2iOpuoni memoou 8useieHHs AHOMANIN Y OAHUX PO3YMHUX JIUUTbHUKIG, AKI HAOY8ea-
10Mb 0COONUBOI AKMYANLHOCTT 8 KOHMEKCMI PO3GUMKY YUDPOBUX MEXHONO2Il, THMENIeKMYAIbHUX eHepeome-
peoic, cucmem [umepnemy peueli ma cmapm-uiyunvHuxie. Lle nos’sazane 3 nocmitinum 3poCmanHam Kilbkocmi
O0aHux, wo nepeoaromscs cmapm-npucmposmu yepes mexronozii loT. Tpaouyiiini nioxoou 0o 8usaeieHHs aHO-
MAniti 4acmo BUABIAOMbCI HeeheKMUSHUMU NpU 00poOYi CKIAOHUX OA2amosUMIPHUX Ma OUHAMIYHUX OAHUX,
mooi K 2iOpUOHI Memoou 00380AI0Mb NOEOHAMU Nepesdsu PISHUX Ni0X00ie 01 NiO8UUeHHS MOYHOCHI
OoemeKyii ma 3MeHueHHs] NOMUTKOBUX CIPAYbOBYEAMHD.

Jlocniosceno 0CHOBHI HANPAMKU 3ACMOCY8anHs 2iopudnux apximexmyp, 30kpema LSTM-asmokooepis y
pizHux moougixayisix. Pozensanymo nepesazu pedepamusnozo Haguants 0isi po3noOLIeHUX cucmem, wo 3aoes-
neuye OaNanc Minxe eqheKmuHICMIO BUABIEHHS AHOMALIL Md 30ePeXdCeHHAM NPUBAMHOCHE OAHUX CHONCUBAUIS.
Ipoananizosano ancamobnesi memoou, aKi KOMOIHYOMb MHONCUHHI 0A3061 MOOeNi /i NPUUHAMMSA DIHATbHUX
piuiens ma 0eMoHCmpYIomy CYMmese NOKPaweHHs npOOYKMUEHOCII NOPIGHANO 3 OKPEMUMU ANICOPUMMAMU.

Ocobnugy ysazy npudineno 6a)ciu8ocmi 6paxy8anHs KOHMEKCMYaIbHUX 03HAK MAa MeMNOPalbHUX Xapax-
MEePUCTUK, KII0UAIOYY KANEHOAPHUTI KOHMEKCM, Ce30HHICIb Ma No200Hi ymosu. Pozenanymo memoou ouna-
MIYHO20 NOPO2YBAHHA HA OCHOBI IMOGIPHICHUX KpUmepiis, o 003601410Mb A0ANMY8amu CUCeM 00 PI3HUX
ymog pobomu. Ilpoananizoeano ax KOHMPOIbLOBAHT NIOXOOU 011 BUABIEHHS KPAOIJCOK eleKmpoeHepeii 3 8UKO-
PUCMANHAM 320PMKOGUX HEUPOHHUX MEPedNc, MaK i HEKOHMPOIbOBAHI MEMOOU HA OCHOGI a8moxoodepis 0is

OemeKyii Hegi0OMUX MUNi6 AHOMALILL.

Busnaueno nepcnexmusHi Hanpsamku nOOAILUWUX OOCTIONCEHb, BKIIOUAIOYU PO3POOKY OiNbUL eheKmUBHUX
Memooie 0OpOOKU NPONYUIeHUX OAHUX, NOKPAWEHHS IHMepnpemo8aHocmi Mooeiell 21uboKo20 HA8UaHHA ma
CMBOPEHHs A0ANMUBHUX APXIMeKmyp O0Jisi PI3HUX NRPEOMemHUX 00nacmell.

Knwuogi cnoea: susgnenns anomaniu, posymui aivunvnuxu, LSTM-aemoxodep, pedepamusne naguanms,
2IOpUOHT MemoOuU, IHMeLeKMYabHi eHepPeOMePeNCi, 2IUOOKe HAGUAHHS.

IlocranoBka mpoOjemMu. Y cydacHOMy mH(]-
POBOMY CBiTi OOCATH JaHWUX 3POCTAIOTh EKCIIOHEH-
[IHO, 1110 CTBOPIOE HOBI BUKIIUKH ISl 3a0€311eUeHHS
Oe3neku iH(QOpMaLiHHUX CHUCTEM, SIKOCTI MPOMYKIii
Ta HaJIMHOCTI TEXHOJOTIYHUX MPOIIeCiB. BusiBinenHs
aHOMANIi BiAirpae KpUTHYHY pOJb y HIMPOKOMY
CHEKTpI raiy3eil — Bix kibepOesneku Ta piHaHCOBOTO
MOHITOPUHTY JI0 TIPOMHCJIOBOI IIaTrHOCTUKU Ta aHa-
JITUKA JaHUX PO3yMHHUX JIUMIbHUKIB. Tpaauuiiini
METOIM BHUSBJICHHS aHOMallil, 3acCHOBaHI Ha cTa-
TUCTUYHUX MiJX0Aax a0 KIACHYHHX aJTOPUTMax
MaIIMHHOTO HABYAaHHSA, YacTO BUSBISIOTHCS HEIO-
CTaTHbO e(PeKTHBHUMHU TIPU POOOTI 31 CKIIATHUMH,
0araToBUMipHUMU Ta TUHAMIYHUMU JTAHUMH.

Bonnouac, okpemi MeToaM, 30Kpema IIHOOKE
HaBYaHHS, BUCYBalOTh BUCOKI BUMOTH J0 OOUYHCIIIO-
BaJIbHUX PECypcCiB. 3 oMY HA 11e, TIOPHUIHI METOIH,
10 TTOENHYIOTH TIEPEBaru Pi3HUX MIiAXOIIB 1O BHSIB-
JICHHSI aHOMallili, CTalOTh MEPCIIEKTUBHUM HAIIPSIM-
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KOM PO3BHUTKY Ili€i ramysi. [HTerpamis crarmcTtud-
HUX METOZIB 3 aITOPUTMaMU MAIIMHHOTO HABYAHHS,
KOMOIHYBaHHS KJIaCUYHUX Ta THOOKUX HEHPOHHUX
MEpPEXK, a TAKOXK IMOETHAHHS PI3HUX METOJIB JI03BO-
JISIE MIABUILKMTH TOYHICTH BUSBIIEHHS aHOMAJIli, 3HU-
3UTH KIJIBKICTh TOMUJIOK Ta aJaNTyBaTH CUCTEMH 10
cnenuiuHUX O0COOMUBOCTEH TpeaMeTHOi o0acTi.
e ocobmuBO akTyaqbHO TpH Mepedadi IMOKa3iB
3 po3yMHuX loT mpucrpoiB, 1m0 BKIIIOYAKOTh IIPO-
MYCKH JIaHWX, HEeperyIsapHy Iepeaady iHpopmarii,
ITyMH Ta IHII XapaKTepHi MPOOIeMH.

AHaJi3 OCTaHHIX JOcJaigxeHb i myOJiKamii.
JocmimkeHHs [6] mpeAcTaBmiio CUCTEMY PO3YMHOTO
00Ky, 3/aTHY BUSBISITH aHOMaJii 3a JIOTIOMOTOIO
neonanpasieHoro LSTM-Autoencoder (aBrokomep).
JIBoHarpapieHa apxiTeKTypa JI03BOJISIE MOJIENI aHa-
JIi3yBaTH YacoBi MOCTIJOBHOCTI K y MPSMOMY, TaK
1y 3BOPOTHOMY HANpSIMKY, L0 TIOKPALIy€ 30aTHICTbH
BUSIBIISITH BIIXMIJICHHS BiJl HOPMAJIBHOT IIOBE/IIHKH.
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HaykoBmi [8] 3amponoHyBain ImiaxXiJl BUSBICHHS
aHoManiii 3 BukopuctanHsMm LSTM-aBrokojaepa
B KOHTEKCTi (eneparnuBHOro HaBuaHHs. Lle n03Bo-
JIsl€ HABYATH MOJIETh Ha PO3MOAUICHUX NaHUX 3 Pi3-
HUX JDKEpell, IO OCOOIMBO BAXKIHMBO JJISI 3aCTOCY-
BaHHS y PO3yMHHX eJeKTpoMepexkax. DeaeparuBHe
HaBYaHHS BUPILIye TpoOIeMH 13075111 TaHUX Ta IpH-
BaTHOCTI, JO3BOJISIOUN KOXKHIM IMACTAHIT JTOKAILHO
TPEHYBATH MOJIEII Ta OOMIHIOBATHCS JIUIIIE arperopa-
HUMH TTapaMeTpaMu MOJIEII.

Hocmigauku [10] mpexcraBuim MeTo HEKOHTP-
OJIbOBAHOTO BHSIBIICHHS aHOMAJIili 3 BUKOPUCTAHHSIM
LSTM-aBrokozepiB y MO€AHAHHI 31 CTaTHCTUYHOIO
¢inpTpaiiero JaHUX. 3a UM METOJOM IOIMEPETHS
00po0Ka JaHUX JOIIOMArae MiJBUIIUTH SIKICTh BUSB-
JIEHHST aHOMAaJiH, Bim(iTETPOBYIOUN IIIYyM Ta HECYT-
T€BI BIIXWIICHHS TIEpe] TIOa4et0 TaHUX Y HeHPOHHY
MEpexy. ABTOpM  3alpPOIOHYBAIH  QJITOPUTM
HaBYaHHS, 10 0a3y€ThCs HA IMOBIPHICHOMY KpHTepii
3TiIHO 3 IIEHTPAJIBHOIO TPAHUYHOIO TEOPEMOIO, SIKUH
JTO3BOJISIE OIIHIOBATH HWMOBIPHICTH TOTO, IO TOYKA
JAaHUX TTOXOIUTE BiJl HOPMATHHOTO PO3TIOILITY.

Bueni [2] po3poOwiin MeTo]] BUSIBIICHHS aHOMAITi i
y JaHUX PO3YMHHX JIUYWJIBHUKIB 3 BUKOPUCTAHHSIM
BapialifHUX PEKypEeHTHUX aBTOKOAEPIB 3 MeXaHi3-
MOM yBaru, sSikuii J103BOJIsi€ MOJIEsIl POKYCYBaTHCS Ha
HaWOTBII PEJICBAHTHUX YAaCTHHAX YACOBUX IOCIIi-
IOBHOCTEH. KpUTHUHOIO IHHOBAITIEIO iXHBOTO ITiJI-
XOJly € TIOTIEPEHE BUSIBIICHHS MPOMYIICHUX 3HAYCeHb
Ta m100ATbHUX AaHOMAJIIH JIJISt 3SMEHIIICHHS 1X BHECKY
i 9ac TpeHyBaHHS MOJIENI Ha 3a0pyAHEHHUX TaHHX.

VYei 1 AOCHI/PKEHHST 30CEPe/PKeHI Ha BHKOPHC-
TaHHI aBTOKOnEepiB Ha 6a3i LSTM-MeTomiB st BUSB-
JICHHS aHOMAJIH y TAaHUX PO3yMHUX JIYIIIBHHKIB, aje
3 pi3HUME MOAM(DIKAIlISIMA Ta aKIIEHTaMH — BiJ] IBOHA-
npasieHoi 00poOku Ta (enepaTHBHOTO HABYaHHS JI0
CTaTHCTUYHOI (inbTpalii Ta MexaHi3MiB yBaru. Tomy
METOIO JIAHOT CTATTI € y3araJibHeHHs TIOPUIHUX METO-
IIiB BUSIBJICHHS aHOMAJTIH y PO3YMHHX JIIIFITEHUKAX.

IMocTranoBka 3aBaanHsA. MeTOIO CTATTI € A€TANh-
HUU OTIISA] TIOPUIHUX METOJIIB BUSBJICHHS aHOMAITiN
y JaHUX PO3YMHUX JIIYHIBHHKIB.

Buxkiaa ocHoBHOTo MaTepiany.

1. Ocnoeni nioxoou Z2iopuonux memooie Ha
ocnoei LSTM-Autoencoder. 3actocyBanus LSTM-
aBTOKOZIepa ISl BHSBIICHHS aHOMAJTill y cHUCTeMax
PO3YMHOTO OOJIIKYy TIPEACTaBIs€ OIWUH 3 HANpsMiB
cydacHuX nociimkens. Haykosui [9] 3anpononysainu
(bpeiMBOpPK st ieHTH(IKaI] aHOMAaTIH Yy TIPOMUC-
JIOBUX JTaHUX, 310paHUX BiJ BiAMAJCHUX TEPMiHATIB
Ha ITJCTaHINsIX IHTEIEeKTYalbHUX EeJIeKTPOMEPEK.
IxHs cucrema BMSBIEHHS aHOMamiii GasyeThcs Ha
apxitektypi Long Short-Term Memory Ta aBTOKO-

JIepiB 13 3acrocyBaHHSAM TiaxoaiB Mean Standard
Deviation Ta Median Absolute Deviation ass nerex-
1ii aHOMaJiH.

HBonanpasneni LSTM apxiTekTypu AeMOH-
CTPYIOTh IEPEBard y KOHTEKCTI OOpPOOKM YacOBHX
nocimigopHoctedi. Tomy y [6] OyJa0 BHKOPHUCTAHO
nBoHamnpasnennii LSTM-aBrokonep misi MOLIYKY
aHOMAJIbHUX TOYOK MIAHUX, € MOAEIb OOYHCIIOE
MIOMWJIKY PEKOHCTPYKLII uepe3 aBTOKOJep, HABUCHHH
Ha HEaHOMAJIbHUX JaHUX, & BUKUIH KIaCU(IKYIOThCS
SK aHOMalJlii 3a JIOMOMOTOI0 TOIepeIHbO BH3HAUE-
HOTO TIOpory. JIBOHaIIpaBIeHa apXiTeKTypa J03BOJISE
MOJIeNTi BPaxoBYBaTH SIK TOIMEPEIHil, TaK 1 HACTyT-
HUM KOHTEKCT JUIsl KOKHOI TOYKH YacOBOTO PALY, 1110
KPUTUYHO Ba)KJIMBO Ul BUSBJICHHS KOHTEKCTyallb-
HUX aHOMAaJiil.

Bapiauiiini aBTOKOI€pH NPEACTABISIOTH ajbTep-
HATUBHUHI MiAX1J 10 MOJEIIOBAHHS HEBU3HAYEHOCTI.
Hocmimauku  [2] po3poOmiIm HEKOHTPOIHLOBAHUH
METOJI BHSIBIICHHSI aHOMAJIili Ha OCHOBI BapialiiiHOTO
PEKYpPEHTHOTO aBTOKOZEpPa 3 MEXaHi3MOM YBaru.
ABTOpHU MPOBENIM KiIbKICHE TOPIBHSAHHS 3 0a30BUM
MiAX0IOM Ta YOTHPMa iIHIIMMHU HEKOHTPOJIbOBAHUMHU
METOAAaMH, AEMOHCTPYIOUH €(PEeKTHBHICTH 3aIporio-
HOBAaHOI'O METOIY Ha pPeajbHOMY KEHCi BUSBIICHHS
aHOMAJTii TeMIeparypy Tojaqi BOIU BiJl IPOMHCIIO-
BOI TEIUIOBOI YCTAHOBKHU.

2. ®Dedepamugne HaGUAHHA 0713 PO3NOOINEHUX
cucmem. Crenngika CHUCTEM PO3YMHOTO OOJIKY
4acTO BHMAarae po3MOAIEHOTO MiIX0my 10 00poOKH
JMAaHUX dYepe3 THTAHHS IPUBATHOCTI Ta OE3MeKH.
Aptopu [8] mocmimKyBalu BHKOpUCTaHHS denepa-
TUBHOTO HaBuaHHs 3 LSTM- aBTOKOAEPOM 1JI BUSIB-
JICHHSI aHOMaJIill y cuCcTeMax 1HTeNIeKTyallbHIX eleK-
TPOMepeXK. IXHE JIOCHiKEHHS IEMOHCTPYE METON
PO3pOOKH HEKOHTPOJIHOBAHOI CHCTEMH BHUSBICHHSI
aHOMaJIii Ha OCHOBI (emepaTMBHOTO HABYAHHS
3 BUKOPHUCTaHHSM CHHTETHYHOIO HaOOpy [aHMX,
o 0a3yeTbesl Ha TIOBEIHIN peanbHol cucteMu. Jliis
OUIBII TOYHOT ieHTH]IKAIT aBTOPY J0CIIIKYBaIN
nponykTuBHICTE  iHTerpanii  LSTM-aBrokomepom
3 ONHOKJIACOBMM METOIOM OIOPHHMX BEKTOPIB Ta
Isolation Forest, mopiBHIOIOUN pe3yIbTaTH 3 TOPOTO-
BUM ITiIXOA0M 0 BUSIBJICHHSI aHOMaJIiH.

HayxoBii [9] migkpeciromTh, M0 B TPAAUIIHHIX
CHCTEMax BEJIMKA KUTbKICTh CHEPreTUYHUX JIAHUX BiJl
MACTAHIIA Mae€ MITPyBaTH A0 IICHTPAILHOTO CXO-
BUILIA, 1110 MOYKE MPU3BECTH 10 3JI0BXKUBAHHS JaHUMH,
MaHimynsmid abo BHUTOKY NPHUBATHOI iH(opMarii.
DenepaTvBHEe HaBYaHHS BUPILIY€E TPOOIEMH 1301
JIAHUX Ta MPHUBATHOCTI JAHMX, JTO3BOJISIOYM KOXKHIN
ITiACTaHII{ JIOKaJTbHO TPEHYBAaTH MOJIEII Ta OOMIHIOBa-
THCS JIMILIE arperoBaHUMH [TapaMeTpaMy MOZEII.
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3. Ancamonesi memoou. €111Ha MOZIENb MOXKE MaTH
OOMEKEeHHS y BHSIBICHHI PI3HOMaHITHUX THITIB aHOMa-
JIiiA, TOMy aHCaMOJIEBI MiJXOIM TAKOXK PO3IVISIA0THCS
nocmimaukamu. Y [4] Oyio 3amporoHOBAaHO TEXHIKY
TIAKeTYBaHHsI O3HAK, SIKa PO3IVISIAE JIUIIIE MiAMHOKUHY
O3HAaK OJJTHOYACHO, Ta 3aCTOCYBAJM TpaHC(hOopMaIlito Ha
OCHOBI BKJIaJICHOI poTalii, 004MCIIeHy 3a JIOOMOIOI0
aHaJIi3y TOJIOBHUX KOMIIOHEHT. ABTOPH BUKOPUCTAJIN
I’sATh 0a30BUX apXIiTEKTyp: aBTOKOJEP, 3TOPTKOBHIA
astokonep, LSTM, LSTM- arokoxep ta LSTM Bapi-
aIlifHuN aBTOKOJEP y TOBHICTIO HEKOHTPOIBOBAHOMY
mixomi. HarmiBKOHTpOBOBaHUH TH/IXiJ1, 10 BUKOpPHC-
TOBYE JIOTICTUYHY PErpecito st KOMOiHYBaHHS Mepe-
OaueHb MHOXXMHHUX MOJIEIel, BUSBUBCS HalleeKTHB-
HIIIUM BapiaHTOM, 3HAYHO IMEPEBEPIIMBIIN BCi 0a30B1
METOM Ta HEKOHTPOJHOBaHI aHCaMOIi, IO MiATBEp-
JDKY€ JOIUTBHICTh BUKOPHCTAHHS aHCAMOJIEBUX TEXHIK
JUTSL PO3B’SI3aHHS 3a/1a4i BUSBIICHHS aHOMaTiil y Oara-
TOBUMIPHUX YacOBHX psiiax. Jis momanpmioro mokpa-
HICHHS TPOXYKTHBHOCTI mporHo3yBaHHs Iliopoulos
Ta iH. [4] 3ampomoHyBanu aHcaMOJeBYy TEXHIKY, sKa
KOMOiIHye MHOXHMHHI 0a30Bi MOIENi UT TPUHHSTTS
¢inanpHOTO pimenHs. /lonarkoBo OyB 3anpOIIOHOBAHUI
HAITIBKOHTPOJILOBAHUM ITi/IXi]] 3 BUKOPUCTAHHSIM JIOTiC-
THUYHOT'O perpecopa s KoMOiHyBaHHS BUXO/IiB 0a30BHX
Mozienield. 3arporoHoBaHa METOIONOTIs Oylia 3aCTOCO-
BaHa 110 Habopy manux Skoltech Anomaly Benchmark,
SIKMA MICTHTB JaHI YaCOBHX PSIIB, ITOB’s3aHi 3 ITOTO-
KOM BOJIM B 3aMKHEHOMY KOHTYpi. ExcriepumeHTasbHi
pe3yibTaTH MOKa3aliy, 1110 3alpOIIOHOBaHa aHCaMOJIeBa
TeXHiKa MepeBepirye 0a3oBi alropuTMH, JIEMOHCTpY-
FOUHM TIOKPAIIICHHS POYyKTHBHOCTI BUSIBJICHHSI aHOMa-
T

[Hmi HaykoBIi [5] MiAKpECIOTh BaXKIUBICTH
BUKOPUCTAHHS aHCaMOJIEBUX TMIiIAXOMIB JUIS TIiJIBH-
IICHHS TIPOJYKTHBHOCTI CHUCTeMH. ABTOpPH 3arpo-
noHyBanu aHcam0i1p MHOKMHHUX CNN Ta LSTM
MoOJIeIIeH pa3oM 3 aHCcaMOJIeM KIIbKOX TpaHchopMmep-
HUX Ta TpadoBUX HEHPOHHUX Mepexk. JloCTimKeHHS
BUKOPUCTOBY€ MAaIllMHHE Ta TITUOOKE HABYAHHS MJIS
MiATOTOBKM Ha0OPy JaHUX, IONepeIHbOi 0OpoOKHU Ta
inenTudikaiii aHoMaii.

4. KonmexcmyanvHi 03HaKu ma memMnopaibHi
xapakmepucmuku. BpaxyBaHHS  KOHTEKCTYalIbHOI
iHbOpMAIlil € KPUTHYHO BKIIMBUM TSI TOYHOTO BHSIB-
JICHHS aHOMAJTIH y CHCTeMax po3yMHOTo obmiky. Jlocmi-
JOKEHHSI TIOKa3ykOTh, IO IHTETpaIlisi KaJleHIApHUX Ta
TEeMIOpaJIbHUX O3HAK 3HAYHO TIOKpAlIy€e 3aTHICTbH
MoJieNiel PO3PI3HATH CIIPaBXHI aHOMaJi BiJi IPUPOII-
HUX Bapiamiii y criokwBaHHI. KanmeHmapHuii KOHTEKCT
BKJIFOYAE JIEHDb THOKHS, Yac J00H, CBATKOBI JIHI Ta CE€30H-
HICTB, 0 O€3MOCepeTHRO BIUIMBAE HA MATepHHU EHEp-
TOCIIOXKMBAHHS PI3HUX THITIB CIIOKUBAUIB.
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BararoBuMipHi mix0au, sIKi KOMOIHYIOTh JI0JaT-
KOBI JIaHi, TaKi SK KaJeHIapHa Ta MOTOaHa iHpopMa-
i 3 €HeProCIOKHWBAaHHSIM, JIEMOHCTPYIOTh Kparli
pe3ybTaTH MOPIBHSHO 3 OTHOBUMIPHUMH METO/IAMH,
o (GOKYCYIOThCSl BUKIIOYHO HA €HEProcroXMBaHHI
SIK BXIJIHIM 3MiHHIH [5].

5. /Junamiune nopocysanns ma aoanmueHi
nopozu. BCTaHOBIICHHS ONTHMAIBHOTO TIOPOTY ISt
kiacuikarii TOYOK JaHWX SIK aHOMAIBHHUX 3ajIHIla-
€THCSI OAHIEIO 3 HAMOUIBII CKIaJHUX 3a/1a4d Y HEKOHTP-
OJIbOBAaHOMY HaBYaHHi. Y [6] BUKOPUCTOBYBAJIH I1OTIC-
PEeIHBO BU3HAYCHUH MOPIT YIS BiJJIIJICHHS aHOMAJTii
BiJl HEAHOMAJIBPHUX JaHUX HA OCHOBI TIOMHMJIKH PEKOH-
cTpykiii. OMHaK CTaTHYHI MOPOTH MaloTh (PyHIaMEH-
TaJbHE OOMEXEHHs 4Yepe3 He3[aTHICTh aJlalTyBaTHCS
JI0 3MIHH XapaKTePUCTUK JTaHUX 3 YACOM.

Astopu [10] 3anpononyBaiu iMOBIpHICHUH KpH-
Tepii Ha OCHOBI LEHTPAIBHOI TPAHUYHOI TEOPEMH,
SKAW JIO3BOJISIE aBTOMATHYHE MAapKyBaHHS JIAHHX.
Le#t migxig mO3BOIISE CHCTEMI JUHAMIYHO OIIHFIO-
BaTH, YW TOXOAWTH TOYKA JAHUX BiJl HOPMAILHOTO
po3nofiny, o 3ade3nedye OUIbII THYYKUH MEXaHi3M
MPUAHATTS PillIeHb MOPIBHSIHO 31 CTATHYHUMH TOPO-
ramMud. ABTOPH TIJKPECIIOIOTh, IO TXHIH alropuT™M
MO)ke OyTH HaJaITOBaHWU IS OaraHCYBaHHS MiX
piBHEM TOMHIIKOBHX CIIPAaIlbOBYBaHb Ta TOYHICTIO,
[0 € KPUTHYHO BXKIUBUM JUIS IPAKTUIHOTO 3aCTO-
CYBaHHS B IIPOMUCJIOBUX CUCTEMaX.

6. Memoou mnasuanns 3 euumenem. Jlocii-
JUKEHHS, TIPUCBSTYCHE PO3poO0Ili e(PeKTUBHOT CUCTEMH
BUSIBJIICHHSI KPaJi’KOK E€JICKTPOCHEPTil, IeMOHCTPYE
BHKOPUCTaHHS KOMOiHaIlii 3rOpTKOBHX HEHPOHHHX
MepexX Ta Mojenel JOBrOTPUBANOl KOPOTKOYaC-
HOT mam’sITi JJis aHaJi3y JaHUX CIIOKUBAHHS EJICK-
TPOEHEprii Ta BUSBJICHHS aHOMAJbHUX IaTEPHIB,
0 MOXKYTh CBITYUTH PO MIAXPalCTBO. 3 TMOSBOIO
PO3YMHHUX JYHMIBHHUKIB Yy IHTEIEKTyabHUX Mepe-
Kax 3’sBHUJIACS MOXIIHMBICTh 30MpaTy BEIHKI 00CSATH
JAHWX TIPO CIIOKWBAHHS, IO MOYXHA BHKOPUCTOBY-
BaTU JUIsl aBTOMATHYHOTO BUSIBIICHHS IIaxpaicTBa 3a
JIOTIOMOTOIO aJITOPUTMIB MAaITHHHOTO HaBYaHHS [3].

Jus mopomanHs mipobieM He30arTaHCOBAaHOCTI
KJIACiB 3aCTOCOBYETHCSI TEXHIKa ayrMEHTaIlli JaHWX
LoRAS, OCKIIbKH BHUIIAAKIB YE€CHOI'O CIOKWBAaHHS
3HAYHO OlNbIle, HIK BUIAJKIB KpaJiKOK. 3arporio-
HOBaHa Mojenb Ha ocHOBI LSTM pocsarae tounocTi
nmoras 90% Ha peanpHUX naHuX Jlep:kaBHOT eHepre-
TUYHOI Kopropaii Kurato [12].

[OpunHa cucrema BUSIBJICHHS KpaIiKOK EJIeK-
TPOEHEPrii Ha OCHOBI 3TOPTKOBUX HEHPOHHHUX MEPEK
Y PO3YMHHX €JIEKTPOMEpEkKax BUKOPUCTOBYE MATEPHH
CTIOKMBAHHA. |HHOBamiHWH minxim moemnye CNN
JUIT aBTOMAaTHYHOTO BHJIYYEHHS O3HAK 3 TPAJIUIlii-



IndpopmaTuKa, 06uKCII0BaIbHA TEXHiKA Ta aBTOMAaTH3aLlis

HUMH aJITOPUTMAMH MAallMHHOTO HaBYaHHS ISl Kia-
cudikalii KoprCTyBaiB K YeCHUX a00 MIaXpaliChKHX.
Jiist BupiteHHs ipoOiieMu He30aIaHCOBAaHOCTI KJ1aciB
BUKOPUCTOBYETHLCSI TEXHIKA TeHEPATHBHO-3MaralibHUX
Mepexx. Haiikparni pe3ynbratd JOCSTHYTO MOZICILTIO
CNN 3 noricTu4HOIO perpeciero [12].

KommekcHuit ppeiiMBOpPK /711 BUSIBIICHHSI aHOMA-
JIill y eHeprocucTeMax MoeHye JiaHi 3 KibeprpocTopy
Ta ¢iznuHoi iHppacTpykTypu. CHcTeMa BHKOPUCTO-
BY€ MEPEKi JOBTOTPHUBAJIOi KOPOTKOYACHOT TTaM 'sITi Ta
kimacudikaropu Random Forest mis BHCOKOTOYHOTO
BUSIBJICHHSI KiOep3arpo3 y po3yMHHX €HEeproMepeskax.
Mognens LSTM mnokazaia BHCOKY HpPOAYKTUBHICTb
3aB/ISIKM 3JIaTHOCTI BiJICTE€XKYBAaTH 4acOBI 3aJISKHOCTI
B IIOCITIJOBHUX CUCTEMHHMX JaHux [11].

lNbpumHa cucTteMa BWSBICHHS KpagiKOK elleK-
TpoeHeprii B po3yMHIH eleKTpoMepexi Ha OCHOBI
MMOOKOTO HAaBYaHHS BUKOPHCTOBYE JaHI CHOXH-
BaHHA. MeTo/IMKa TIOETHY€E METOJ OIIOPHUX BEKTOPIB
Ta aJrOpuUTM OINTHUMI3aIlli PO YaCTHHOK JUIsS TOY-
HOTO BHSIBIIEHHS IIIAXPaCHKIX CIIOKUBAYiB Y MEpexKi
3 ypaxyBaHHSIM PanTOBUX 3MiH CIIOKWBaHHS. MeTon
OTIOPHHUX BEKTOPIB BUABISE HEBIAMOBIAHI KOPEIIil
panToOBUX 3MiH CIIOXKHBAHHS, TOJIi SIK QJITOPUTM OITH-
Mi3alii por YacTHHOK ONTHUMI3ye BiAMOBiIHI mapa-
MeTpHu Mozeni. Po3pobieHa ciucremMa Takok BKITIOUAE
KaJCHJAAPHUHA KOHTEKCT JUIs IUTAHYBAaHHS CIIOKH-
BaHHS €HEpPTii Ta BUABICHHS KPaaiKoK [3].

7. Memoou naeuanna ez euumens. Cucrema
BUSIBIICHHSI KPaaDKOK EJIEKTPOCHEPrii B PO3yM-
HUX Mepekax 3 BHUKOPUCTAaHHSIM (eaepaTuBHOTO
HaBYaHHS Ta DIHOOKAX HEUPOHHUX MEpEekK Ipo-
MOHY€ IHHOBAIIMHWUN TIAXid, SKUH BHKOPHUCTOBYE
JIETEKTOPH aHOMaJIiii Ha OCHOBI aBTOKOJEPIiB 3aMiCTh
TpaJULiHHUX KOHTPOJIBOBAHUX METOJIIB MAIIMHHOTO
HaByaHHs. KitouoBa mepeBara Takoro migxomy moJis-
rae B TOMY, IO CUCTEMa HaBYA€ThCS TUTBKU Ha HOP-
MaJIbHHX JIaHUX CIIOKUBAHHS €JIEKTPOEHePril 1 MoXe
BUSIBIIATH OyIb-sIKi BIAXWJICHHS Bil 3BHYAHHOTO
natepHy, BKJIIOUAIOYM HOBI, paHille HeBioMi THIH
artak [1]. BaxxmuBor 0COOIHMBICTIO 3aIPOTIOHOBAHOT
CHCTEMH € BUKOPUCTaHHS (elepaTuBHOTO HABYAHHS,
SIKe JIO3BOJISIE 3aXUCTUTH IMPUBATHICTH CIIOKUBAYIB.
3amicTh mepenadi OCOOMCTHX IaHUX PO CIIOXKH-
BaHHS €JIEKTPOCHEPTil KOMITaHii, CITOKMBavi HaBYa-

FOTh JIOKaJIbHI MOJIENI Ha CBOIX MPHUCTPOSX 1 mepesa-
FOTh JIMIIIC TTapaMEeTPHU HaBUCHUX MOJIEJICH Ha cepBep
arperarii. Pe3ymnpraty nmokasanu, mo ¢eaeparuBHAN
MiXiJ JOCSTae TOPIBHSHHOI €(QEeKTHBHOCTI 3 IIeH-
Tpai30BaHUM HaBUAHHSIM, alie TIPU [OMY 30epirae
KOH(1IEHIIIHICTD JaHUX CIIOKKBauiB [1].

8. Inmezpayinni apximexmypu ma npakmuuni
acnexmu. JIesiki HayKoBIIi [ 8] iIKPECTIOI0TH BAKIIH-
BiCTh pO3POOKH HEKOHTPOIHOBAHOI CHCTEMH 3 BHKO-
PUCTaHHAM CHHTETHYHOTO HaOOpy MaHWX, 10 0azy-
€ThCSI HA MOBEJIIHIII peabHOI CCTeMU. Takuil mixi
JIO3BOJISIE TECTYBAaTH pi3HI KOMIIOHCHTU CHUCTEMHU
B KOHTPOJIbOBAaHUX YMOBaX IEPe]] pO3rOPTaHHIM Ha
peanbHUX JTaHUX.

KomoGinamiss LSTM- aBrokomepiB 3 Tpaamilii-
HUMU METOJ[aMH MAIllMHHOTO HAaBYaHHS JIEMOHCTPYE
cunepreTnyHui eexT. [nrerpauis LSTM- aBrokone-
PiB 3 OJIHOKJIACOBUM METOJIOM OIIOPHUX BEKTOPIB Ta
Isolation Forest 103Bos1si€ BAKOPHCTOBYBATH IIEpEBaru
kokHOTO Tiaxoxny. LSTM-aBrokomepn eQeKTHBHO
BHBYAIOTh TEMIIOPAJIbHI 3aJIEKHOCTI Ta CTBOPIOIOTH
compressed representations, tomi sk OC-SVM Ta
Isolation Forest 3a0e3ne4yroTh 101aTKOBI MEXaHI3MHU
JICTEKIIIT Ha OCHOBI ITUX MPEICTABIICHb.

BucnoBku. ['iOpumHi METOAW BUSIBJICHHS aHO-
MaJiil JeMOHCTPYIOTh 3HadHI TepeBaru MOPiBHSIHO
3 OKpEeMHUMH Ti/IXO/laMH, TIO€IHYIOUM CHIIbHI CTO-
POHH pi3HUX apXiTekTyp Ta aiaroputmiB. Denepa-
TUBHE HaBYaHHs 3a0e3neuye OanaHC MK €QEeKTHB-
HICTIO BHUSBJICHHS Ta 30€pE)KCHHSM TPHUBATHOCTI
MaHuX. AHCaMOJIEeBI IMIIXONN ITiIBUINYIOTh TOYHICTH
Ta 3HWXKYIOTh PIBEHb ITOMHIIKOBUX CIIPAIlbOBYBAaHb.
[HTerpallis KOHTEKCTyaTbHUX O3HAK Ta JUHAMIYHOTO
[TOPOTYBAaHHS JJO3BOJISIE Q1AM TYBaTH CUCTEMH JIO CIIe-
nu(pIYHUX OCOOJMBOCTEH IpEeIMETHOI o0nacTi Ta
3MIHHHAX YMOB POOOTH.

[lepcriekTBr MOMANBITNX TOCIIKEHb BKIIOYA-
I0Th PO3pOOKY OLITBII e()eKTUBHUX METO/IiB 00POOKH
MPOMYIIEHNX JaHWUX, TOKpAIICHHS IHTEpIIPEeTOBa-
HOCTI Mojieieil TIMOOKOTO HAaBYaHHS, CTBOPCHHS
aJalITUBHUX apXITEKTYp, 110 aBTOMATUYHO HAJIAIITO-
BYIOTBCS JI0 XapaKTCPHCTUK KOHKPETHOrO Habopy
JaHUX, Ta PO3MIUPCHHS 3aCTOCYBAaHHS TiOPHIHHUX
METOZIB Ha IHII Tajy3i, /e BHUSIBICHHS aHOMAJil
€ KPUTUYHO BRXKIIBHUM.

Crnucok jgiTeparypu:
1. Ali Alshehri, Mahmoud M. Badr, Mohamed Baza and Hani Alshahrani. Deep Anomaly Detection Framework
Utilizing Federated Learning for Electricity Theft Zero-Day Cyberattacks. Sensors. 2024. 24 (10). 3236.

https://doi.org/10.3390/s24103236

2. Dai W., Liu X., Heller A., Nielsen P. S. Smart Meter Data Anomaly Detection Using Variational Recurrent
Autoencoders with Attention. In F. Sanfilippo, O.-C. Granmo, S. Y. Yayilgan, & 1. S. Bajwa (Eds.), Intelligent
Technologies and Applications - 4th International Conference, INTAP 2021, Revised Selected Papers. Springer Science
and Business Media Deutschland GmbH. 2022. Pp. 311-324. https://doi.org/10.1007/978-3-031- 10525-8 25.

ISSN 2663-5941 (Print), ISSN 2663-595X (Online)



Bueni sanucku THY imeni B.1. Bepnaacbkoro. Cepis: Texniuni Hayku

3. Ida Evangeline S., Darwin S., Peter Anandkumar P., M. Chithambara Thanu. Anomaly detection in
smart grid using a trace-based graph deep learning model. Electrical Engineering. 2024. 106. Pp. 5851-5867.
https://doi.org/10.1007/s00202-024-02327-6

4. lliopoulos A., Seferis G., Diou C. Varlamis 1. Detection of Anomalies in Multivariate Time Series Using
Ensemble Techniques. 2023 IEEE Ninth International Conference on Big Data Computing Service and Applications
(BigDataService), Athens, Greece. 2023. Pp. 1-8. https://doi.org/10.1109/BigDataService58306.2023.00007.

5. Igbal A., Amin R., Alsubaei F.S., Alzahrani A. Anomaly detection in multivariate time series data using deep
ensemble models. PLOS ONE. 2024. 19(6). Pp. €0303890. https://doi.org/10.1371/journal.pone.0303890

6. Lee S., Jin H., Vecchietti L. F., Hong J., Park D., Kim J. Smart Metering System Capable of Anomaly
Detection by Bi-directional LSTM Autoencoder. 2022 IEEE International Conference on Consumer Electronics
(ICCE), Las Vegas, NV, USA. 2022. Pp. 1-6, https://doi.org/10.1109/ICCE53296.2022.9730398.

7. LiuY.,ZhuL., Ding L., Huang Z., Sui H., Wang S., Song Yu. Selective ensemble method for anomaly detection
based on parallel learning. Scientific Reports. 2024. Vol. 14, 1420. https://doi.org/10.1038/s41598-024-51849-3

8. Mohammadreza Mohammadi, Rakesh Shrestha, Sima Sinaei, Alberto Salcines, David Pampliega, Raul
Clemente, and Ana Lourdes Sanz. Anomaly Detection Using LSTM-Autoencoder in Smart Grid: A Federated
Learning Approach. In Proceedings of the 2023 7th International Conference on Cloud and Big Data
Computing (ICCBDC ‘23). Association for Computing Machinery, New York, NY, USA, 2023. Pp. 48-54.
https://doi.org/10.1145/3616131.3616138.

9. Rakesh Shrestha, Mohammadreza Mohammadi, Sima Sinaei, Alberto Salcines, David Pampliega, Raul
Clemente, Ana Lourdes Sanz, Ehsan Nowroozi, Anders Lindgren, Anomaly detection based on LSTM and
autoencoders using federated learning in smart electric grid, Journal of Parallel and Distributed Computing.
2024. Vol. 193. 104951. https://doi.org/10.1016/j.jpdc.2024.104951.

10. Sepehr Maleki, Sasan Maleki, Nicholas R. Jennings. Unsupervised anomaly detection with
LSTM autoencoders using statistical data-filtering. Applied Soft Computing. 2021. Vol. 108. 107443.
https://doi.org/10.1016/j.as0c.2021.107443.

11. WuY.,ZangZ.,Zou X., Luo W., Bai N., Xiang Yi, Li W., Dong W. Graph attention and Kolmogorov—Arnold
network based smart grids intrusion detection. Scientific Reports. 2025. Vol. 15. 88054. https://doi.org/10.1038/
s41598-025-88054-9

12. Zhuang W., Jiang W., Xia M., Liu J. Dynamic Generative Residual Graph Convolutional Neural
Networks for Electricity Theft Detection. IEEE Access. 2024. Vol. 12. Pp. 42737-42750. https://doi.org/10.1109/
ACCESS.2024.3379201.

Furikata D.V. HYBRID METHODS FOR DETECTING ANOMALIES IN SMART METER DATA

The article discusses hybrid methods for detecting anomalies in smart meter data, which are becoming
particularly relevant in the context of the development of digital technologies, smart grids, Internet of Things
systems, and smart meters. This is due to the constant growth in the amount of data transmitted by smart devices
via loT technologies. Traditional approaches to anomaly detection are often ineffective when processing
complex multidimensional and dynamic data, while hybrid methods allow combining the advantages of
different approaches to improve detection accuracy and reduce false positives. The main areas of application
of hybrid architectures, in particular LSTM autoencoders in various modifications. The advantages of
federated learning for distributed systems are considered, which provides a balance between the effectiveness
of anomaly detection and the preservation of consumer data privacy. Ensemble methods that combine multiple
base models for final decision-making and demonstrate significant performance improvements over individual
algorithms are analyzed. Particular attention is paid to the importance of considering contextual features
and temporal characteristics, including calendar context, seasonality, and weather conditions. Dynamic
thresholding methods based on probabilistic criteria are considered, allowing systems to adapt to changing
operating conditions. Both supervised approaches for detecting electricity theft using convolutional neural
networks and unsupervised methods based on autoencoders for detecting unknown types of anomalies are
analyzed. Promising areas for further research are identified, including the development of more efficient
methods for processing missing data, improving the interpretability of deep learning models, and creating
adaptive architectures for different subject areas.

Key words: anomaly detection, smart meters, LSTM autoencoder, federated learning, hybrid methods,
smart grids, deep learning.
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